
YOUR BUSINESS CHALLENGES

OFFICE HEALTH 
CHECK SERVICE

Comprehensive assessment of security vulnerabilities 
across external and internal systems

All businesses are vulnerable to cyber security threats, big or small. Legacy operating 
systems, limited use of data encryption, a lack of preparedness and gaps in cyber security 
expertise can all leave your business at risk. Office Health Check, a new addition to Canon’s 
range of security services, can identify weak points across your IT infrastructure to help 
protect sensitive data. 

OUR SERVICE

Office Health Check provides an essential analysis of your IT environment. A scan 
of your internal and external IT infrastructure is carried out remotely and analysed 
to reveal any affected systems. You will receive a report with recommendations 
for action you can take to stay safe and secure. Delivered by global cyber security 
expert NCC Group, Office Health Check is an ideal one-time assessment prior to 
the implementation of a new Canon solution, or quarterly as part of a regular 
security check-up.

1. SCAN
A scan of your internal or external 
IT infrastructure is performed, 
including review of your firewall 
configuration

2. VALIDATE
Results from the scan are
analysed against latest known 
vulnerabilities and system vendor 
guidelines

3. REPORT
You will receive an
actionable report, with risk 
descriptions and mitigation 
recommendations 

There are three Office Health Check options to suit your needs.

External Scan (Essentials)
Ideal for internet-facing 
systems including web 
servers, email servers and 
e-commerce sites

Internal Scan (Basic)
Designed for critical 
systems such as domain 
controllers and database 
management systems

Firewall Review (Basic Plus)
Everything included in the
Internal Scan, plus an 
assessment of the firewall 
configuration

1 2 3

OUR OPTIONS

“Over half of the most common
security vulnerabilities exploited
by criminals to conduct cyber 
attacks are more than a year old.”

Source: Recorded Future, 2019

“Through 2023, 99% of firewall
breaches will be caused by firewall
misconfigurations, not firewall flaws.”

Source: Gartner, 2019

 MARKET TRENDS



Canon inc.
canon.com
Canon Europe
canon-europe.com
English edition
© Canon Europa N.V. 2023

Canon Europe Ltd 
4 Roundwood Avenue 
Stockley Park  
Uxbridge 
UB11 1AF

CONTACT 
 

For more information please 
contact your local Canon office.

•	 Improved security across your entire IT infrastructure

•	    Discover vulnerabilities before they escalate into bigger issues

•     Maintain a secure working environment as your IT systems go through 
constant change  

•	  Prioritise improvements based on urgency

•	    Free your IT team from time-consuming scan data analysis

•      Assessments are carried out remotely, to avoid disruption

•     Services are tailored to your requirements and scope, with flexible scheduling

•     Dedicated expert support from our cyber security partner NCC Group

OFFICE HEALTH CHECK SERVICE
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