ATA REMOVAL
ERVICE

Added protection for sensitive data in end-of-life print devices.

Changes to data protection regulations mean it is imperative

to take control of how company and personal data is collected,
processed and stored. This includes data residing in printers and
multifunctional devices across your organisation.

A POTENTIAL THREATS
TO YOUR BUSINESS
* Fines associated with data breaches and non compliance

with strict regulations

* Negative effect on brand image and reputation in the event
of a data breach

* Datastored in printers and devices is often overlooked

*  Removing all data from redundant devices is labour
intensive and could pose a risk if not carried out properly

@ BUSINESS
BENEFITS

Reduce the risk of data breaches and associated
fines with a professional, fully documented data
removal service

Extend internal data protection policies to cover
your print devices

* Maintain compliance with certified evidence of
each device processed

Be confident that all sensitive data is removed
beyond recovery



OATA REMOVAL SERVICE

Canon Data Removal Service is designed to reduce the risk of data breaches
by removing sensitive physical and digital data permanently from end-of-life
Canon printers and devices.

DATA DELETION
Three levels of data removal to suit the level of protection you require

Data Destruction

Secure Data Erase Data Handover

e Data Storage ¢ Data Storage ¢ Data Storage
Media erase Media removal Media removal
* Data » Customer and disposal

Initialisation handover
(on-site)

DEVICE INSPECTION
Detailed check of every device to remove all residual physical information

Inspected Areas

* Drum unit USB slots * Asset
management

Jammed media
labels

* Fax board
* Platen glass Paper trays

* SD memory card Output trays

CONFIRMATION
Documented evidence of data removal after all tasks

are completed

Confirmation of data
removal for each device
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