GURE PROFILE
ANAGEMENT

Secure Profile Management delivers comprehensive business
security, integrating into your printers and multifunctional device
fleet’s IT security strategy to minimise cybersecurity vulnerabilities.

BUSINESS A POTENTIAL THREATS
BENEFITS TO YOUR BUSINESS

- Common protection across your entire Canon fleet - Your printers and multifunctional
devices store and process
- Minimise the risk of information leaks with confidential data, such as
secured print and scan infrastructure financial reports and other

sensitive information
- Greater visibility of fleet operations and the ability
the identify required improvements, firmware - Your devices are connected to the

updates and replacement of legacy equipment network, which can expose them
to potential attacks

- Maintain optimal device performance to prevent

security related issues and improve productivity - Printers and multifunctional
device security settings not
- Reduce business disruption with proactive device monitored or managed

monitoring and incident resolution

- IT resources freed up to focus on core business

KEY FEATURES
Remote monitoring and resolution service of printers
and multifunctional device security settings
Automated alerts to the Canon Service Desk
in event of unexpected device Profile changes
@ Device Profiles restored promptly

Online reporting tool for a dashboard
of secured status



SEGURE PROFILE
MANAGEMENT

Secure Profile Management (SPM) is a remote device settings
monitoring & remediation service.

The device settings parameters agreed with the Customer are monitored through profiles and in the
event of any detected changes, restored to their pre-agreed configuration.

Global Service
: Desk (ASD)
NOTIFY
: I Local Service
: Desk (NSO)
4 SUTUURURITS > Reporting
RESTORE REPORT (CRS Online)

@ WHY CANON?

Canon is imaging. We use that
imaging to make a difference and
enable change.

Change for our customers as they
undertake Digital Transformation and
work in new ways.

Change for wider society with our
ongoing sustainability focus as part of
our corporate heritage and culture.

Finally, we are changing as we

invest in new markets, products and

technologies, so we are here for the
long term for the benefit of all — our
customers, our people and the wider

society.
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