
Protection of sensitive data to help you enhance security and compliance 
throughout the entire document lifecycle - whether in paper or in digital format. 
Canon business software safeguards your documents and content when you print 
and manage your fleet, scan and capture information, manage and share digital 
files, or when processing and distributing business critical communications. 

INFORMATION SECURITY WITH CANON
BUSINESS SOFTWARE

SOLUTIONS FEATURES BENEFITS

Print and Device 
Management 

Software

Encryption of print data in transit
Securely manage  
devices and print  
policies to avoid theft 
of intellectual property 
or confidential doc-
uments during print 
processes

Secure print job release (on premise or via the 
cloud) from any device, including secure guest 
printing

Restricted access to device functionality for  
specific users, groups or departments

Scan and  
Data Capture  

Software

Secure cloud-based document capture with user 
authentication

Utilise automation and 
intelligence to reduce 
human errors and  
enhance document  
security and compli-
ance related to scan 
and data capture  
processes

Secure distribution of digitised documents to  
selected destinations

User authentication for access to assigned capture 
workflows

In-process encrypted data

Content and 
Process  

Management 
Software

Secure, encrypted storage

Boost digital transfor-
mation while  
increasing the security 
of your content man-
agement workflows 
and business processes

Configurable access controls and retention rules

Secure document access for remote workers

Industry-Leading Authentication and User  
Management (Microsoft AD)

Communications 
Management 

Software

Process visibility with track and trace capabilities 
for distributed documents

Improve the compli-
ance and security of 
your customer commu-
nications with better 
control of document 
composition and  
distribution related  
processes

Proof of delivery through robust document delivery 
processes



WHY CANON  
FOR YOUR INFORMATION SECURITY NEEDS?

INDUSTRY  
RECOGNITION 

AI leader in the 
IDC MarketSpace 
for print and 
document secu-
rity solutions and 
services, as well 
as in the Quocir-
ca Print Security 
Landscape

SETTING  
INDUSTRY  
STANDART 

Canon Europe is 
certified by ISO 
27001 and works 
to the ISO 27002 
standarts of in-
formation securi-
ty compliance

A PARTNER IN 
SECURITY 

Canon’s own 
European securi-
ty team not only 
protects Canon, 
it also extends 
its expertise to 
you with detailed 
guidance on how 
to configure your 
devices and soft-
ware to optimise 
your security

PEOPLE AT THE 
CENTRE OF  
SECURITY 

A code of con-
duct around 
customer data 
security is built 
into our terms 
and conditions of 
employment. 
 Canon staff 
receive indus-
try-leading train-
ing and are indi-
vidually vetted

SECURE BY 
DESIGN 

Designed with 
security in mind, 
all Canon prod-
ucts and services 
go through a 
thorough pro-
cess, covering all 
aspects of secu-
rity and privacy 
at the design & 
development 
phases

...WITH CANON’S SOFTWARE SOLUTIONS

SECURE YOUR INFORMATION ACROSS THE DOCUMENT LIFECYCLE,  
FROM ANYWHERE

Print is challenging for se-
curity and compliance,  as 
it’s difficult to have com-
plete visibility of user or 
document activity, this can 
result in data breaches

Scanned documents  
containing sensitive details 
should reach their desired 
destination securely.  
User errors during manual 
data capture

Personal data and sensi-
tive information of cus-
tomers & employees needs 
to be stored, processed 
& destroyed securely, in 
compliance with data data 
privacy rules

Outgoing communications, 
documents and data need 
to be managed securely to 
avoid information compli-
ance issues
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