
Maintain your IT environment safer from internal and external attacks by 
strengthening your device and network security. 
Canon value-add services for information security are designed to help you 
maintain data compliance and protect your sensitive data – before your fleet is 
installed, during use, and when it reaches end of life. 

INFORMATION SECURITY WITH CANON
VALUE-ADD SERVICES

FEATURES BENEFITS

Scans critical systems 
Discover new security vulnerabilities before 
exposure to malicious threats

Firewall review and assessment 

Analysis and identification of security risks  
and vulnerabilities

Comprehensive assessment and essential analysis 
of your IT environment

Detailed risk report with solution 
recommendations

Baseline configuration with recommended 
cybersecurity best practices Reduce the risk of printer-related security 

breaches and data loss to avoid possible 
regulatory fines and damage to brand reputationEnables system verification at startup with Secure 

Boot to check for any tampering

Disables unused protocols and services to reduce 
the risk of attack

Protect data hosted in devices throughout 
operational lifetime

Enables Secure Data Erase option 

Extend data protection policies to print devices to 
maintain a secure environmentBlocks display of job logs 

Restricts USB usage

O
FF

IC
E

 
H

E
A

LT
H

 C
H

E
C

K
D

E
V

IC
E

 H
A

R
D

E
N

IN
G

Proactive monitoring of devices  
throughout lifetime Reduced risk of information leaks 

Automated alerts in the event of  
unexpected device settings changes

Optimal device performance maintained avoiding 
security-related issues

Devices restored to configuration Reduced business disruption with proactive device 
monitoring and incident resolution

8/5 or 24/7 incident escalations
Common protection across your Canon fleet 
regardless of model or capabilities Online reporting tool for dashboard of  

secured status
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Data deletion, data handover or data destruction 
using approved standards 

Reduced risk of data breaches and  
associated fines

Prevents data from devices falling into  
the wrong hands

Device inspection to check for any residual 
physical information

Extends internal data protection policies to cover 
all the print devices across organisation

Maintains compliance
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WHY CANON  
FOR YOUR INFORMATION SECURITY NEEDS?

KEEP YOUR IT ENVIRONMENT SECURE AND COMPLY WITH REGULATIONS
SERVICES FOR INFORMATION SECURITY
Canon security services designed to help you maintain data compliance 
and protect your sensitive data throughout the lifetime of your print 
and scan infrastructure.

Pre Install  
OFFICE HEALTH CHECK 

 
Scan your office network to identify 
potential data security vulnerabilities

Install  
DEVICE HARDENING SERVICE

Configure your devices in line with 
recommended hardening baseline

Operational
SECURE PROFILE MANAGEMENT 

 
Proactive security configuration 

monitoring and resolution for  
Canon print devices 

End of Life
DATA REMOVAL SERVICE 

 
Removal of physical and digital data 

from your redundant devices

INDUSTRY  
RECOGNITION 

A leader in the 
IDC MarketSpace 
for print and 
document security 
solutions and 
services, as well 
as in the Quocirca 
Print Security 
Landscape

SETTING  
INDUSTRY  

STANDARDS 

Canon Europe is 
certified by ISO 
27001 and works 
to the ISO 27002 
standards of 
information  
security compliance

A PARTNER IN 
SECURITY 

Canon’s own 
European security 
team not only 
protects Canon, 
it also extends 
its expertise to 
you with detailed 
guidance on how 
to configure  
your devices  
and software  
to optimise your  
business security

PEOPLE AT THE 
CENTRE OF  
SECURITY 

A code of conduct 
around customer 
data security is 
built into our terms 
and conditions of 
employment. 
Canon staff receive 
industry-leading 
training and are 
individually vetted

SECURE BY 
DESIGN 

Designed with 
security in mind, 
all Canon products 
and services go 
through a thorough 
vetting process, 
covering all 
aspects of security 
and privacy at 
the design & 
development 
phases


