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KOAKY BESBEAHW
CE NHOOPMALIMAUTE
BO BALLUATA
KAHUEAAPUNJA?

AeHelHVTe KOMMaHrM BO FOAEM CTerneH paboTaT co MHPOPMaLIMK, CO3AaBAJKM
KOMMAEKCHW MPEXI Ha MOBP3aHWN TEXHOAOT MW, MPOLIECH, AYTe 1 OpraH13aLmm,
CO LUTO MM HAAMKHYBaaT HaLMOHaAHWTE rpaHnumn. Bo epaTa Ha AUTMTaAHATA
TpaHchopPMaLMja HacTanyBaaT HOBW, MOOP3M PAOOTHM MPOLIECK KOW ja
MEHYBaaT KaHLEeAapWjaTa M HAYMHOT Ha KOJ AYI'€TO M1 CO3AABAAT, CMOAEAYBaaAT
M KOHCYMMpaaT nHdopMaLmmTe. Obe3beAyBarbeTO Ha NoAaTOLMTE BO BakBaTa
AEAVIKATHa CPeAMHA € MOTELLKO OA KOora OMAO AOCera, Taka LUTO MOBEKETO
KOMMaHMM MHBECTMPAAT BO CODUCTULMPAHM TEXHOAOT MM KAKO LLTO Ce U3APXKAVBU
3aLLUTUTHU SUAOBW, aXKyPUPaHa 3aLLUTUTa OA BUPYCK, be3beAHOCEH CODTBEP U
MHOIY noBeke. MeryToa, TMe YeCcTOo He ja COrAeAyBaaT noTpebaTa 0A 3aLUTUTa Ha
KaHLIEAAPUCKUTE NeyaTaum, co LWTO CTaHyBaaT NMOPAHAMBY OTKOAKY LLITO MUCAAT.

Q PASMUCAETE 3A BALLUUTE NEYATAYUYU
MoaepHUTE NoBekedyHKLIMOHaAHK Nedataun (MFP) eBoAyVpaa BO MOKHW @AATKM, KOM KaKo U

KOMMNyTepunTe 1 cepBepnTe MMaaT OnepaTrBHN CUCTEMK, OFODOMHU XapPA AMCKOBK, Ce MOoBP3YyBaaT

BO MPEXKa 1 Ha MHTEPHET VI KO KOPUCHULIMTE CEKOJAHEBHO M KOPUCTAT W M1 CMOAEAYBAaaT 3a
006paboTKa Ha OrpoMeH BPOj AOKYMEHTU LLITO Ce KAYYHM 33 AEAOBHOTO paboTerbe.

o KOu CE PUBNLUUTE?

«  HeoBAACTEHV KOPUCHULIM B MOSKEAE A «  Mellakbe Ha OTrneYaTeHuTe MaTepujaAm LUTO
M BUAGT YYBCTBUTEAHUTE MHDOPMALIN UM NpUnaraaT Ha Pa3AMUH KOPUCHULM
3a4yBaHWM Ha He3aluTuTeHn MFP s AOKYMEHTUTE B MOXKEAE A8 UM Ce

«  AOCTanHOCTa Ha BalllaTa MHbPaCTPYKTYPa MCApaTaT No dake MAM MO e-MoLUTa Ha
3a neyaterbe 61 MOXKeAa Ad 6V|Ae rnorpewHnTe rnomMaTeAn Kako Pe3yATaT Ha
3arpo3eHa rnopaan NnorpeHO PakyBakbe ne4yaTHWM rpeLUKn

° 3/\OHaMepHI/I AMLa BV MOXKeAe Ad ° HO,A,aTOLU/]Te 3a NnedaTerbe AWM CKeHWPakbe
AOBMjaT MPUCTan A0 BalllaTa Mpeka 611 MOSKEAE Aa BUAAT MPECPETHATH OA,
MoeKy nedaTadoT 1 Aa o MCKOPKUCTAT 3a XakKepun rnpun MCI‘IpaKaneTO NAN ,A,O6|/\Ba|—beTO
MOHaTaMOLLHW HarnaAM «  3aryba Ha NoAaTOUMTE NOPaAM

° AOBep/\I/IBI/lTe AOKYMEHTW 3a6opaBeH|/l BO HEBHMMATEAHO AEMNOHKVParbe Ha rnedatadmTe
N3AE3HNOT CbaX MO NneyaTerbeTo b1 MOXKeAe Ha KpajOT Ha HNBHWMOT pa6OTeH BeK.

A3 DUAST OTKPVEHM

,YCBOjyBarbeTO OCHOBHW CTaHAAPAM 3a 6e36eAHOCT Ha moaaTounTe e
HaBUCTMHa KOPUCHO BO BalllaTa KaHLeAapuja, BUALKM TaMy pakyBaTe co
roneM ob6eM Ha noaaToun. NeyaTaymTe NoBEeKe He ce eAHOCTaBHU YPeAU, TYKY

cepBepu LWTO neyaTaT XapTuja.”
(CISO, Publicis Groupe)
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BE3BEAHU PELLIEHUJA 3A NMEYATEME
3A BALLATA KOMIMAHUJA

Mopo6pa 6e36eAHOCT M NPUBATHOCT

Kora aM3ajHupamMe AK n3brpame TEXHOAOT MU, MPOU3BOAV M YCAYTM 33
HalLKMTe MOTPOLUYBayM, ro pasraepayBamMe 6e36eAHOCHVOT PU3UK WTO THe
61 MOXKEAe Aa MO MMaaT BO OMKPY>KYBarbeTO Ha MoTpoLlyBadMnTe. 3aToa
HalMTe noBeKkedYHKLMOHAAHM MeYyaTayl 3a KaHLEeAapMCKO paboTerbe ce
OMpeMeHn CO roAeM BPoj 6e30eAHOCHU PYHKLNK, CTAHAIPAHW 1 M3DOPHMN,
KOW MM OBO3MOXKYBAaaT Ha CUTE KOMMaHWK, He3aBMCHO OA HMBHATA

FrOAeMMHa, Aa TO AOCTUITHAT CaKaHOTO HMBO Ha 3allTWTa 3a.

BALLUETO

YPEAUTE | MPEXKUTE | AOKYMEHTUTE APETAPUJATUE
ey MEI'YHAPOAHO
NPU3SHATU CTAHAAPAU x TECTUPAHE HA

il | CEPTUDUKATHU BE3SBEAHOCTA
HawunTte noBekedyHKLMOHAAHW NedyaTadm Canon NpuMeHyBa eAHW OA HajJPUrOPO3HNTE
imageRUNNER ADVANCE nocTojaHo ce PEXKMMUM 3a TeCcTUparbe Ha besbepaHOCTa
npoBepyBaaT U ce cepTudmLmpaaT Cco BO MHAYCTPWjaTa 3a KaHLeAapucKka
MeTopaOAOMMjaTa Ha Common Criteria, BO ornpeMa. TeXHOAOrMnTe LWTO ce npudaTeHmn
COrAQCHOCT CO DOaparbaTa Ha CTaHAAPAMTE  BO HalLaTa MNMaAeTa Ha MPpOor3BOAK Ce
IEEE2600 3a 6e36eAHOCT Ha ypeauTe TeCTUPaaT CropeAs MCTUTE BUCOKM
3a neyaTerbe. CTaHAAPAM LLUTO M o4ekyBaMe 1 33

HalllaTa KOMIlaHWja.

Kako AMAEP BO MHAYCTPMjaTa 3a Pa3Boj Ha MHOBATWBHW peLLleHWja 3a
neyaTerbe 1 yrpaByBakbe CO MHMOPMaLMUTE 38 KaHLEeAapunTe 1 KOMMNaHnmTe,
Canon copaboTyBa CO NOTPOLLYBaYMTE 3@ AA UM OBO3MOXKW Ad YCBOjaT

ceondaTeH npucTan KoH 6beszbepHOCTa Ha MHGOPMaLMMTE, MPUCcTan BO KOj
ce pasrAeayBaaT 6e36eAHOCHUTE UMMAMKALIMK OA HaALLMTE KaHLEeAaPUCKU
TEXHOAOT UM KaKOo AEA OA MOLMPOKMOT EKOCUCTEM Ha MHbOoPMaLMK.
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SALLUTUTETETO
BALLUNOT YPEA

CeondaTHa 3alUTUTA Ha BaLumnTe PU3NUKU pecypcu

®  PELEHMIA 3A NPOBEPKA HA
M VAEHTUTETOT HA KOPUCHULIMTE

3alTmTeTE ro BaLLMOT YPEA OA HEOBAACTEHA
yrnoTpeba Taka LUTO Ke MPYMEHUTE KOHTPOAA Ha
NPUCTaNOT Ha KOPKVCHULMTE MpeKy NpoBepKa Ha
HVBHWOT MAEHTUTET. TyKa crara 1 AOMOAHUTEAHaTa
MPUAODOUBKA - MOBP3 MPUCTAN 33 KOPUCHULIMTE

AO HUBHUTE MPETMNOYUTAHV MOCTABKN U

3aAa4M 3a MNedaTerbe, MPUTOAa 3rOAEMYBAJKM ja
TPAHCMaPEHTHOCTa M KOHTPOAATa. HalwmTe nevaTayum
HaMeHeTU 3a PaboTa BO OAAGAM Ce OMPEMEHN CO
VHMBEP3aAeH ynpaByBay 3a HajaByBarbe uniFLOW
Online Express, Koj MpeTCcTaByBa GASKCUOUAHO
peLLeHVe 3a HajaByBaHse M OBO3MOXKYBa MPOBEpKa
Ha VASHTUTETOT Ha KOPUCHKLUKMTE BO Ba3a Ha
NOATOLM CO3AAAEHA Ha YPEAOT, MPOBEPKaA Ha
AOMEHV MPEKY aKTUBEH AMPEKTOPMYM MAKM UNIFLOW-
cepBep. Toa MM OBO3MOYKYBA Ha KOMMaHUNTE A3

FO KOHTPOAMPAAT NPUCTAMNOT A0 YPEAUTE, MPUTOA
NOCTWIHYBAJKM ja MPaBMAHATa PaMHOTEXKa NoMery
MPaKTUYHOTO KOPUCTEHe 1 6e3beAHOCTa.

= “~ 3SAWUTUTA HA NOAATOLMTE
HA XAPA AUCKOT

Bo cekoe BpeMe, nosekedyHKLMOHAAHMOT rnevaTay
COAPXKM FoAeM BPOj MoAaTOLM LUTO Tpeba Aa ce
3aLLUTUTAT - OA 38A3YUTE 3a NMeyaTerbe LLITO YekaaT
Aa BUAGT OTreYaTeHu, A0 NMPUMEHNTE hakCcoBy,
CKEeHUpaH1Te NoAATOLM, aApecapuTe, eBraeHLMaTa
38 aKTUBHOCTU M UCTOPU|aTa Ha 3aAa4n. YpeanuTe
Ha Canon HyAaT rTOAEM BPOj MEPKM 3a 3aLLUTUTa Ha
BaLLIMTE MOAATOLM BO Cekoja dasa Ha paboTHWOT

BEK Ha YPEAOT U ja rapaHTUpaaT AOBEPAMBOCTS,
WNHTErpuUTEeTOT U AOCTANHOCTa Ha NoAaToLMTE.

.': CUCTEM 3A YNPABYBAME
= 1 conpucTtAn

OBaa dYHKLM|a HYAN KOHTPOAE HaA MPWCTaNoT A0
GYHKUNNTE Ha YPeAOT. AAMUHUCTRATOPKTE MOXKE A
MM KOPUCTAT CTAaHAGPAHO AOCTAMNHUTE YAOTU UAM A3
CO3A3AAT MPUAArOAEHM YAOT M CO CaKaHOTO HMBO Ha
NPUBMAEIUM 3a NPUCTan. Ha mpuMep, Ha OAPEASHV
KOPWCHULIM MOXKE AQ M BIAS OrpaHUYeHo
KOMMPAHETO AOKYMEHTU UAU KOPUCTEHETO Ha
dYHKLUMjaTa 3a MCrpaKarbe.

A
MOCTABYBAME NOAUTUKA

@ 3A BE3BEAHOCT
HajHoBuTe imageRUNNER ADVANCE DX
YPEAM NCTO TaKa ce OnpeMeHn co dyHKLMa 3a
MOAUTVIKA 33 6e30eAHOCT, Koja My OBO3MOXKYBa
Ha aAMUHMCTPATOPOT Ad MPUCTaryBa A0 CuTe
NMOCTaBKM MOBP3aHM CO 6e30eAHOCTa BO €AHO MEHV
N A3 TW YPEAYBa MPeA Ad MV MPOUMEHN Ha YPEAOT.
OTKaKo Ke ce MpuMeHaT MOCTaBKUTE, KOPUCTEHETO
Ha YPEeAOT W MPOMEHUTE Ha MOCTaBKMTE MOPa A3
OUAAT YCOrAACEHW CO MOAUTKMKATA. MOANTVKATA
3a 6e30eAHOCT MOYKE Ad Ce 3aLUTUTU CO OAAEAHA
AO3MHKa 3a NPKUCTaNoT A0 OBa MoAe Aa briae
orpaHnyeH Ha OArOBOPHUTE AMLA 3a I T-6e36eAHOCT,
CO LUTO Ce A0ABBA AOMOAHUTEAHO HMBO Ha KOHTPOAA
VI CUMYPHOCT.

KOHTPOAA HA
l+4’ AAMUHUCTPALUUNIATA
whibdl HA YPEAUTE

KoHdurypaumjaTa Ha YpeAUTe, Kako LLUTO ce
MpeXKTe NMoCTaBK N APYTUTE KOHTOOAHWM oMU
VM Ce& AOCTarMHM CaMo Ha OHME KOPUCHULIM KO
MMaaT aAMNHUCTPATOPCKN MpnBUAEr A, CO LUTO Ce
cnpe4dyBa HaMepHO NAN HEHaMepPHO MeHyBaHe

Ha noAaToOUMTE.

NMPEBEHTUBHA
BE3SBEAHOCT

MpownzsoanTe imageRUNNER ADVANCE DX

HYAST MHOIYOPOjH 6e36eAHOCHM MOCTaBKMU

LLTO OBO3MOYKYBAaT 3alUT/Ta Ha mevaTaqynTe 0A
Hanaan. OyHKLMjaTa 3a NPOBEPKa Ha CUCTEMOT

MNpU BKAYYYBaHETO IO 3a4yBYBa MHTErpuTeToT

Ha YPeAMTE MPU BKAYYYBaFETO Ha CUCTEMOT

Ha MallHaTa, a McAfee Embedded Control ke

FO 3aAPXKM MHTErPUTETOT BO TEKOT Ha LIEAVOT
pPabOoTeH BEK Ha YPeAOT MPeKy BAOKMPaHse Ha
NoMpeYyBareTO Ha paboTaTa Ha NPOorpamMnTe UAK
OAOKMPaHbE Ha M3BPLLYBAHETO Ha HEOBAACTEHUTE
NporpamMi 3a BpeMe Ha KOPUCTEHETO Ha YPEAOT.
OcBeH T0a, Syslog-noaaTouuTe HyAaT 6e36eAHOCHM
MHPOPMaLIMK 3a YPEAOT BO PEAAHO BPEME, KaKO

1 GYHKLMM 33 CAeperbe (MOAATOLIMTE MOXKE Ad Ce
UTaaT Co COOABETEH cuCTeM SIEM o TpeTw CTpaHW).
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KOAKY BE3SBEAHU CE BALLUTE YPEAWU?
1 2

AaAn BalunTe ypeau ce
CMOoAEAYBaaT U Cce HaoraaT
Ha jaBHW MecTa?

4 5
AaAn HEOBAACTEHUTE
KOPUCHULIM MOXKe Aa MU
MeHYBaaT NOCTaBKUTE
Ha ypeAoT?

LUNPPUPAHE HA XAPA ANCKOT

Hawnte imageRUNNER ADVANCE DX

ypean ri lndpmnpaaT cUTe NoAATOLM

Ha XapA AMCKOT M CO TOa ja 3roAeMyBaaT
6e3bepHOCTa. 5e36eAHOCHMOT YMM LUTO O BPLLMN
LLUMDPUPAHETO Ha MOAATOLIMTE € YCOrAACEH CO
6e30eAHOCHMOT CTaHAapA FIPS 140-2 Level 2
VTBPAEH 0A BAaAaTa. Ha CAA v e cepTuduLmpaH
CO MporpamaTa 3a MNoTBPAA Ha KPUMTOrPadCKU
MoayAn (CMVP) koja ce kopuct Bo CAA 1 BO
KaHaaa, Kako 1 Co MporpamMaTa 3a NoTBPAA Ha
KpUATOrpadCcKkn MOAYAM Ha JanoHuja (JCMVP).

BPULLEHE HA XAPA AUCKOT

OAPEAEHV MOAATOLM, KAKO LLTO Ce moAaToLmMTe
OA, KOMUMPAHUTE UAM CKEHWPAHUTE CAMKIU, KaKo U
MOAATOLIMTE Ha AOKYMEHTUTE LLTO Ce MeYyaTaT OA
KOMMjYTEP, CaMO MPUBPEMEHO CE CKAAAMPAAT Ha
XapA AMCKOT U ce BpULLAT Mo 3aBPLLYBaHETO Ha
onepauujaTa. 3a Aa HE AOJAE AO 3aAPXKYBar-E Ha
mpeocTaHaTUTe MOAATOLM, HALLUTE YPEeAW KO
Ce OMPEMEHM CO XapA AMCK HYAAT MOXKHOCT 3a

PYTUHCKO BpuLLIEHe Ha MPeoCcTaHaTUTE MOAATOLN

KaKo AGA OA 0BbpaboTKaTa Ha 3aAauUTE.

AaAN KOPUCHUNLINTE MOXKE Ad
AOBUjaT Heobe3beaeH
npucTan Ao ypeamTte?

3

AaAv MaTe NPMMEHeTOo
MEepPKW 3a 3aLUTUTa Ha
MHPOPMaLMNTE Ha XapA
AVNCKOT Ha ypeAoT?

AaAn CTe pa3sMUCAYBaAe 3a
PaboTHMOT BEK Ha BalLLMOT
ypeA U HeroBoTo 6e36eAHO
AernoHupar-e?

MHUUNJAAUNSUPAHE HA CUTE NMOAATOLA
N MOCTABKU

3a Aa nsberHeTe ryberbe Ha noAaTouumTe rnpun
3aMeHaTa MAM ACMOHUPAFEETO Ha XapA AMCKOT,
MOXKe A@ TV Mpe3anmLeTe CUTE AOKYMEHTU U
MOAATOLIM Ha HEro U Aa T BPaTUTE MOCTaBKUTE
Ha YPEAOT Ha 33A3AEHUTE BPEAHOCTM.

NMPECAMKYBAHE HA XAPA AUCK*
KoMnaHu1Te nMaaT MOXXHOCT Aa HamnpasaT

pe3epPBHa KOMuja Ha MOAATOLMTE OA HUBHUTE
XapA AUCKOBU CO MOMOLL Ha AOMOAHUTEAHM
N3BOPHU XapA AMCKOBW. [pK BpLLIEHETO Ha
MPECAMKYBaHETO, MOAATOLNTE Ha ABATa XapA

AVICKOBU C€ LIEAOCHO LUNDPUPaHN.

*N360PHO 38 OAPEAEHU MOACAU. 3a AETAAHU MHDOPMAaLIMN
33 AOCTAMHOCTA Ha GYHKLUMNTE U OMNuMMTE BO HALLATa
naAeTa Ha MPOM3BOAM 3@ KaHLIEAGPUCKO rnevaTerbe,
CTaneTe BO KOHTAKT CO BaLLMOT MPeTCTaBHMK Ha Canon.
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M OBE3BEAETE ~—
<Y JA BALLATA

1”

AAAU BALLNOT NEYATAY JA SATPO3YBA BALLUATA MPEXA?
*  AaAM T OCTaBaTe MPEXKHNTE MOPTU U3AOXKEHW Ha HaMaap?

s AaAUN KOPUCHULIUTE-TOCTY MOXKE Aa MeYyaTaT W CKeHMpaaT 6e3 Aa ja U3AOXKAT
BalllaTa Mpexka Ha pU3nLm?

AaAV BaLLNTE MOAUTUKM 338 HOCEHE COMCTBEHU YPeAW Ha PaboOTHOTO MecTo
ce be3beAHU M MOAAPKAMBI?

AaAn MOOCAEAYBAHETO Ha NMOAATOLMTE 3a NedaTerbe 04 KOMMjyTEPUTE AO
N3AE3HNOT YypeA ce mndpupaHn?

AaAU MOAATOLIMTE 3a NnevaTerbe 1 CKeHuparbe ce 6besbeaHM npu
MCMPaKarbeTo AU AODUBaHETO?

/ .-. -._.
AL —.n.. -
§ T e
S T ..
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Canon HyAu NaAeTa Ha 6e36eAHOCHM peLleHunja 3a
BalLLaTa MpeXka n nopatoumTe Aa 6mpaaTt 6e36epAHMU
OA BHATpPELUHU U HAABOPELUHM HanaAaMW.

OUATPUPAHE HA IP M MAC AAPECH
3allTMTEeTE ja BallaTa Mpexka OA
HEOBAACTEH MPUCTAaN OA TPETU CTPAHU
TaKa LUTO K& AO3BOAUTE MOjAOBHA UAU
AOjAOBHA KOMYHMKAaLIMja CaMO CO ypeauTe
LLITO MMaaT oapeaeHa IP nam MAC aapeca.

KOHOUTYPALMNJIA HA NMPOKCU CEPBEP
[MocTaBeTe MPOKCK MPEKY KOe Ke MUHYBA
KOMYHWKaLMjaTa HaMeCTO MPEKY BaLLMOT YPEA
N KO€ Ke o KOPUCTUTE MpK NOBP3YBaHETO CO
ypeAanTe HaABOP OA MpexKaTa.

IEEE 802.1X TPOBEPKA HA MAEHTUTET
HeoBAaCTEHMOT MpuUcTan AC MpeXaTa

e 6AoKkMpaH oA LAN-npeknHyBay Koj
0A00pYBa NPUBUAEIMM 3a MPUCTaN CaMo AO
YPEANTE HA KAUEHTUTE KOU CE€ OBAACTEHU OA
CEPBEPOT 3a MNPOBEPKa HA MAEHTUTETOT.

IPSEC KOMYHUKALINJA

IPSec KOMyHMKaLMjaTa cripedvyBa

TPEeTU CTPAHU Aa MY MNPEecpeTHaT UAMU

Aa ' MeHyBaaT |IP nakeTnTe WTO ce
npeHecyBaaT rnpeky IP MmpexaTa.
Kopuctete TLS windpmpaHa KoOMyHMKaLmja
3a Aa cnpednTe AyLUKare, U3MaMu

N MeHyBaHbe Ha MoAATOLMTE LITO ce
pasMeHyBaaT NoOMery ypeAoT U ApyruTe
YpeAU, KaKo LLITO Ce KOMMjyTepuTe.

KOHTPOAA HA MOPTUTE
KoHduUrypupajte rm mopTUTe Kako AeA
OA MOCTaBYBaHbeTO Ha BalliaTa MOAUTUKA
3a 6e36eAHOCT.

ABTOMATCKO UHCTAAUPAHE
HA CEPTUDUKATU

Co oBaa pyHKLMja 3HAYNTEAHO ce
HaMaAyBa HerpujaTHOCTa OA OAPXKYBaHETO
Ha 6e36eAHOCHUTE CepTUDUKATML.
KopucTejkmn TeXHOAOIMja MpU3HaTa

OA MHAYCTPMjaTa, aAMUHUCTPATOPOT

Ha CUCTEMOT MOXXE aBTOMATCKU Ad U
adKypupa n Aa v npaka cepTudmnKaTuTe,
Taka LUTO 6e36eAHOCHUTE MOAUTUKU Ke
OUAAT UCMIOAHETU BO CEKOE BpeME.

CAEAEHE HA EBUAEHLUUNJATA
PasAnyHaTa eBUAEHLM]a BU OBO3MOXXYBA
Ad Ja CAeAUTE aKTMBHOCTA MNOBpP3aHa

CO BALLMOT ypeA, BKAYUYBAjKU T K
6AOKMpPaHUTE Baparba 3a KOMYHMKaLM]ja.

WI-FI DIRECT

OBO3MOXeTe NOBP3yBaHLE ,,yPeA CO
ypeaA” 3a MOBUAHO NevyaTerbe Npu LUTO
MOBUAHUOT YpeA HeMa noTpeba oA
npucTan A0 BallaTa MpeXka.

LLIMDOPUPAHE HA MOAATOLUUTE LUTO
AOATFAAT AU SAMUHYBAAT OA YPEAOT
OBaa onuuja rv Lundpurpa 3apaumTe

3a MeyaTerse LUTO A0araaT oA
KOMMjyTepoT Ha KOPUCHUKOT AO
noBekedpyHKLUMOHAAHMOT neyaTtad. Co
OBO3MOXXYBatbe€ HA YHUBEP3AAHUNOT
KOMMAET Ha 6e36eAHOCHUN DYHKLNK,
CKeHupaHuTe noaaTtoum Bo PDF dopmat
MCTO TaKa MOXe Aa ce Lndpunpaar.

MOBUAHO MEYATEHE OA
KOPUCHUUN-TOCTU

HalumoT codTBep 3a ynpaByBarbe CO
neyaTerbeTO U CKEHUPAHETO NPeKy
6e3bepHa Mpedka ' oTCTPaHyBa
HajuecTnTe 6e36eAHOCHUN PU3NLIK 3a
MOBUAHOTO MeyaTerbe 1 MeyaTereTo OA
KOPUCHULMN-TOCTU NpeKy obesbeayBarbe
HaABOpPELUHW MaTeKn 3a UCrpaKarbe Ha
33A34YUTE MPEKY e-MoLUTa, MHTEPHET U
MOBUAHa anAuKaumja. OBa rm MUHUMU3UPA
BEKTOPUTE 3a HaMaA TakKa LUTO ro
3akAydyyBa MFD Ha 6e36epeH M3BOP.

ABE MPE>XXU

HajHoBaTa TeXHOAOIrMja HYAU MOXXHOCT 3a
MOBP3YyBatbe BO ABE MPEXKU: MPpMUMapHaTa
MpeXka ceKorall Ke buae >XMUHa, a
CeKyHAapHaTa BPCKa MoXke pAa buae
6e3>KMYyHa UAM XXUYHA 33 A3 CE€ OBO3MOXKU
nob6esbepHO OABOjyBakbe Ha MpeXkuTe.

3awTuTeTe ja BalwlaTa KaHueAapuja 7



SALLUTUTETE W
BALUNTE AOKYMEHTU

Cute KoOMMNaHmM MMaaT YyBCTBUTEAHU AOKYMEHTU KakOo AOrOBOPU,
MHDOPMaLMKM 3@ MAATHU CMCOLM, MOAATOLM 338 MOTPOLUYBavnTe,
MAQHOBW 3a MCTPaXkKyBakrba N PasBO] U AP. AOKOAKY AOKYMEHTUTE AOJAAT
BO MOrpeLlHn paLe, MoCAEAUNLNTE MOXKE Aa CEe ABMXKAT OA OLLTETEHA
penyTaunja A0 FOAEMU MAPUYHU Ka3HU AU TY>KOW.

Canon HyAM NnaAeTa Ha 6e36eAHOCHM peLleHnja CoO KOU BallUTe YYBCTBUTEAHM
AOKYMEHTHU Ke 6MaaT 6e36eAHMN AOAEKA Ce NOTPEe6HMN.

AOBEPAUBOCT HA
‘ OTNEYATEHUTE AOKYMEHTU

Be36eAHO NevyaTewe

KopuncHMKOT MOoXKe Aa nocTtaBu PIN-kop 3a
neyaTerbe, Taka LWITO AOKYMEHTUTE Ke MOXKe Ad
ce neyartaT caMO OTKaKO BO rnedaTadoT Ke ce
BHece npaBuAHMOT PIN-KoA. Toa M OBO3MOXKYBa
Ha NoeAVHLNTE AQ T 0be3bepaT oHMe
AOKYMEHTU LUTO ' CMeTaaT 3a AOBEPAMBM.

3aAp>XyBatbe Ha CUTe 3aAauYM 3a NevaTewe

Ha imageRUNNER ADVANCE DX,
AAMUHUCTPATOPOT MOXKEe Ad HaMeTHe
3aAP>KyBakbe Ha CUTe UCTIPAaTeHM 3aAa4M 33
nevaTere, Taka LUTO KOPUCHULIMTE MPBO Ke Mopa
Aa Ce HajaBaT MpeA Aa v oTreyaTaT 3aAadnTe,
CO LUTO ce obe3bepyBa AOBEPAMBOCTA Ha CUTE
oTrevaTeHn MaTepujann.

HA AOKYMEHTUTE

MeyaTere CO BUAAMBU BOACHM NeYaTu
ApajBepuTe HyAaT MOXKHOCT 3a rneyaTere
BUAAMBUM O3HAKM Ha CTPAHMLIATA, MPEKAOMNeHN BP3
COAPYXKMHATA Ha AOKYMEHTOT UAM Mo Hea. OBa ro
CrnpeyyBa KOMMPareTO TakKa LLUTO UM YKayKyBa Ha
KOPUCHULIMTE 33 AOBEPAUBOCTA HA AOKYMEHTOT.

MevaTerwe/Konupare co HEBUAAUBHU
BOAEHM NevyaTu

Kora oBaa onumja € 0BO3MOXKEHA, AOKYMEHTUTE
MOXKe Aa Ce MeYyaTaT UAM KOMUMPaaT Co BrpaseH
CKpMeH TeKCT BO 3aAHMHATA, TaKa LWUTO KOora Ke
ce HanpaBun AYMNAUKAT OA AOKYMEHTOT, TEKCTOT
ce NpuKaykyBa M Ha TOj HaUMH ce crnpedyBa
YMHOXXYBaHETO Ha AOKYMEHTOT.

CNMPEYYBAME HA YMHO>XYBAME

MowTeHCKMU caHAauUUbba

3apauunTe 3a nedaTerbe UAM CKEHUPAHUTE
AOKYMEHTU MOXKE Ad Ce& CKAAAMPAAT BO MOLLTEHCKO
CaHAQ4e 3a AO HMB Ad Ce MPUCTanm NoAOoLHa.
MOLUTEHCKNTE CaHAAUYMHbA MOXKE Ad Ce 3aLUTUTaT
co PIN-KOA 3a CaMO COOABETHMOT COMCTBEHUK AQ
MO>KE AA MM FAEAA COAPMKUHUTE CKAAAMPAHM BO
HMB. OBOj 6e36eAeH NPOCTOP Ha YPEAOT € MOroAeH
3a UyBakbe Ha AOKYMEHTUTE LLTO YecTo Tpeba Aa
ce neyaTaT (Kako LUTO ce PopMyAapuUTe), HO CO
Kou Tpeba BHMMATEAHO Aa Ce PaKyBa.

Be36epHO nevyaTewe UniFLOW*

Co 6e36epHOTO NevaTere uniFLOW
MyPrintAnywhere, KOpUCHULMTE MOXKE Ad

1 MCMpaKaaT 3aAaunTe 3a neyaTerbe NpeKy
YHUBEP3AAHMOT APAJBEP M AA MM OTMeYaTaT Ha KOj
BUAO MeYvaTay Ha MpeXkaTa.

CnpeuyBake Ha ry6eweTo Ha nopaTouuTe
Ha KOPMOpPaTUBHO HUBO

HaarpaaeTte rm OCHOBHUTE MOXKHOCTM 3a
cripedyBarbe Ha ryberbeTo Ha nopaTtoumTe Bo iW
SAM Express Bo KOMBuHaLmja co uniFLOW. OBa
peLleHne OCHOBaHO Ha CepBep BM OBO3MOXKYBa
A M CHUMATE N apxXMBUpaTe AOKYMEHTUTE

LUTO BUAE UCMpaTEHN AO M OA MedaTadoT, Ad
aHaAM3MpaTe U A TOAKYBaTE CO MOMOLL Ha TEKCT
MAWM aTPUBYTK, CO KpajHa LeA Aa ce cnpedaT
6e36eAHOCHUTE 3aKaHW.

CAepeHe Ha MOTEeKAOTO Ha AOKYMeHTUure*
NMOTEKAOTO Ha AOKYMEHTUTE MOXKE Ad CEe CAeAU
AO MoYeTHaTa TOYKa NpeKy BrpaAeHUOT KOA.
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KOAKY BESBEAHU CE BALLNTE AOKYMEHTWN?
1

AaAnN HEOBAACTEHUTE
KOPUCHWLIN Ce CMpeYeHn Aa
rnpucTanaT AO YYBCTBUTEAHUTE
AOKYMEHTU Kaj neyaTadoT?

a4

AaAn € MOXXHO HEKOj Aa CU
3aMMHE CO YYBCTBUTEAHMU
AOKYMEHTU OA BALLUOT

2

Aann Moxke pAa obesbepunTe
AOBEPAMBOCT Ha cUTe
AOKYMEHTU Ha KAMEHTUTE LLUTO
ce 0bpaboTyBaaT MNpeKy
CMOAEAEHMNOT ypeA?

5

AaAn MOXKe pAa U cnpednTe
HeCTuTe rpeLlluKkn npu
VICI'IpaKaH:eTO AOKYMEHTN

3

AaAn MOXKe AQ O cCAepnTe
MOTEKAOTO Ha OoTrnedaTeHnTe
AOKYMEHTN?

neyartau?

OA YpeAoT?

BOCMNOCTABYBAHE KOHTPOAA HAA UCMPAKAHETO
HA AOKYMEHTUTE U UCINPAKAHETO MO ®AKC

OrpaHuuyBare Ha AeCTMHaLMUTe 3a ucrpakarwe [MoTBpAa Ha 6poj 3a dpakc

3a Aa Ce HaMaAU PU3BUKOT OA MPOTeKyBarbe
Ha MHOPMALMK, AAMUHUCTPATOPUTE MOXKE
Ad ' OrpaHmMyaT AOCTANHUTE AeCTUHaLMM

3a UCrnpakarbe CaMo Ha OHMEe AeCTUHAaL MM BO
appecapoT nanm LDAP-cepBepoT, aapecaTa Ha
HajaBEeHUNOT KOPUCHUK UAU OAPEAEHUN AOMEHMN.

OHeBO3MOXXYBate Ha aBTOMaTCKOTO
NornoAHyBake Ha appecuTre

CrpeyeTe ro ucrnpaKkarbeTo AOKYMEHTU Ha
norpeLLHn AeCTUHALNM Taka LUITO Ke ro
OHEBO3MOXXMUTE aBTOMATCKOTO MOMOAHYBaHe
Ha appecuTe 3a e-rnoLuTa.

3awTuTa Ha appecapoT

MocTaBeTe PIN-KOA 3a Aa ro 3alITUTUTE
AAPECapOT Ha YPEAOT OA HEOBAACTEHO
ypeAyBarbe 0A CTPaHa Ha KopUcHUUUTE.

MoTnuc Ha ypeAOoT

[MOTAMCOT Ha YpPeAOT MOXKE Aa Ce MOCTaBM Ha
CKeHMpaHn AOKYMeHTK Bo PDF nam XPS dopmar,
CO MOMOLL Ha KAYY 1 MeéXaHM3aM 3a cepTUdUKaTy,
TakKa LUTO MPUMaTEAOT Ke MOXKe Ad MO MOTBPAM
MOTEKAOTO M aBTEHTUYHOCTA Ha AOKYMEHTOT.

CripeyeTe ro UCNpakartbeTo Ha AOKYMEHTUTE AO
HecakaHu NpuMaTeAn Taka LWTo Ke nobapaTe
OA KOPUCHULIMTE Ad MO BHecaT 6pojoT 3a dpakc
ABaMnaTu 3a NOTBPAA MPeA UCMPaKarbeTo.

AOBEPAUBOCT Ha AOKYMEeHTUTe A06ueHun no dakc
MNocTaBeTe ro ypeAoT Aa MM CKAaaMpa
AOKYMEHTUTe BO MeMopujaTa 6e3 Aa v nedaTw.
MoxkeTe Aa ja 3alUTUTUTE AOBEPAMBOCTA Ha
AOKYMEHTUTE A0BMeHM No paKe Taka LWTo

Ke NMpuMeHnTe YCAOBM 3a OAPEAYBaHe Ha
AOKaLWMjaTa 3a CKAAAMParbe Ha AOBEPAUBUTE
NPVEMHM CaHAQUYMHA, KAKO U AQ MOCTaBuUTe
PIN-kop0BMW.

% NOTBPAYBAKE HA MOTEKAOTO U ABTEHTUYHOCTA
HA AOKYMEHTUTE NPEKY AUTUTAAHU NOTINMUCH

MoTnMc Ha KOPUCHUKOT

OnuujaTa MM OBO3MOXKYBa Ha KOPUCHULINTE Ad
mcnpataTt PDF nam XPS-apaToTeka CO YHUKATEH
AMNTATAAEH NOTIMNC HA KOPUCHUKOT KOj ce A0buMBa
0A COOABETHMOT M3AaBaY Ha cepTudmkaT. Ha
OBOj HAUMH MNPUMATEAOT MOXKe Ad MOTBPAMU KOj
KOPUCHWK O MOTNMLLUAA AOKYMEHTOT.

NMPUMEHYBAHKE NOAUTUKU CO MHTETPALIUJA
HA ADOBE LIFECYCLE MANAGEMENT ES

KopucHuuuTe Moxke Aa rm obesbepaT
PDF-paTOTEKUTE N AQ NMPUMEHAT AOCAEAHM

N AMHAMUYKM MOAUTUKM 33 KOHTPOAA Ha
NnPMUCTanoT M NpaBaTa 3a KopUcTerse 3a Ad

M 3aLlUTUTAT YYBCTBUTEAHUTE N BPEAHU
nHdopMaLmmM oA HEHAMEPHO UAM SAOHAMEPHO

obenoaeHyBare. be3bepAHOCHUTE MOAUTUKMA
ce oApPYXKyBaaT Ha HMBO Ha cepBep, Taka LUTO
rnpaBaTa MOXe Aa Ce MPOMeHaT AypPW U Mo
ncropadyBarbeTo Ha poaToTekuTe. CepumjaTa
imageRUNNER ADVANCE DX mo)e apa ce
KOHDUrypmpa 3a nHterpaumja co Adobe® ES.

*N36opHO. 3a pAeTaAHU MHDOPMaLIMK 33 AOCTaNHOCTa Ha GYHKLMUTE 1 OMNUMMTE BO HallaTa NaAeTa Ha MPOM3BOAM 3a
KaHLeAapPUCKO nevyaTerbe, cTaneTe BO KOHTAKT CO BalLMOT NMPeTCTaBHUK Ha Canon.
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BESBEAHOCT HA
o8 NHOOPMALMUTE HA
NMPETNPUJATUETO

Canon MoXke Aa NMOMOTrHe 3a LIeAOKYMNHaTa 3aLUTUTa
Ha MHOPMaLUMUTE Ha BalLLlaTa opraHuM3aumja.

LEAOCHA U CEOMNM®PATHA
KOHTPOAA 3A BAWWUTE
§ NOTPEBU 3A CHUMAHE U
| NEYATEHE AOKYMEHTU

Co NMOMOLL Ha HALLUMOT MOAYAAPEH COPTBED

3a YMpaByBarbe CO MeYaTereTO, KOMMaHumMTe
AODVBaAT 6e36eAHO CMOAEAYBaHE Ha MPEXKHUTE
YPeAM 1 MOXKHOCT 3a 6e36eAHO NnevaTerbe 3aA34U
Ha KOj BUMAO MeYyaTad MoBpP3aH Ha CepBEPOT

3a YMpaByBarbe CO MeYyaTerbeTo. MobUuAHKTE
KOPWICHULIV Ce& MOAARXKEHW OA LIEHTPAAHO
KOHTPOAMPAHa YCAYra BO KOja BHATPELLUHUTE
KOPWICHWLIW, KaKO M KOPUCHULINTE-FOCTU,
AODVBaaT Bbe3beaeH npucTan A0 NevyaTerbeTo
OA MOBUAHW YPEeAW.

3a AEAOBHUTE MOTPEDU 38 CHUMaHE, MOAYAOT
33 CKEHVParbe HYAU CHUMaHe, KOMMpecu|a,
KOHBep3Wja 1 AVCTPUBYLIMja Ha AOKYMEHTUTE
0OA MOBEKEDYHKLIMOHAAHMOT YPEeA Ha TOAEM

BPOj AECTUHALINM, BKAYYYBAjJKM M4 U CUCTEMUTE
OCHOBaHW Ha cloud. MoykeTe 1 6e36eAHO Ad

V1 NMPEeHacoYmTe 33AaUMTE 3a NeYyaTerbe Ha
HajCOOABETHMOT MedaTad U Ad MV ONTUMU3VPATE
TPOLLIOLIMTE 3a NevaTerbe 3a CeKOj AOKYMEHT.,
HallueTo pelueHue ja 3roneMyBa be36eAHOCTa Ha
AOKYMEHTUTE HMU3 LIeAOTO AEAOBHO paboTerbe

/1 ja KOMBVIHKPA CO KOMMAETHA eBUAEHLIM|a Ha

AOKYMEHTUTE KOja HYAU LIeAOCHa BUAAMBOCT Ha
AKTUBHOCTUTE MO KOPUCHUK, YPEA N OAAEA.

LEHTPAAU3UPAHO
YNPABYBAE CO INPYMNA YPEAU

HalumoT codTBep 3a ynpaByBatse CO YPeAM

IW MC HyAM MOXXHOCT MOCTaBKUTE Ha YPEAMTE,
6e36eAHOCHUTE MOAUTVIKIL, AO3UHKNTE,
cepTUdUKaTUTE N GUPMBEPOT Ad CE axKypupaaT U
Ad Ce MOCTaBaT Ha BallaTa rpyma ypean oa Canon
Ha MpPeXkaTa, CO LUTO Ha BallaTa IT-cAy»ba
3alUTeAyBaaT APArOLEHO BPeEME 1 OBO3MOXKYBaaT
6e3beAHOCTa Ha BallaTa MHDPACTPYKTYpPa 3a
neyaTerbe Aa buae axkypupaHa.

a CEON®ATHA PEBU3UJA
@ HA AOKYMEHTU

HalllaTa apxMTeKTYPa Ha YCAYTM 3@ KaHLIEA3PWCKMN
AOKYMEHTY MOXKE Ad Ce MOoACDPU CO OMUMK LLITO
MOYKe AOMOAHUTEAHO Ad CE HapayaaT 3a Ad Ce
AODVIE LIeAOCHa eBMAEHLMja (T.e. CKEHMPaHbe MAYC
MEeTarnoAaTOLM 3@ 33A34aTa) Ha CUTE AOKYMEHTH
obpaboTeHn co ypeamnTe imageRUNNER
ADVANCE DX.

=8 YNPABYBAHU YCAYTU
=l 3A NEYATEHE

Canon MPS ja KOMBOUHKPa MHOBATUBHATA
TEXHOAOIMja 1 COPTBEP CO COOABETHUTE YPEAN
33 AA BU M OBO3MOXKM DapaHuTe nepdopMaHcK
3a nevaTerbe M 06paboTKa Ha AOKYMEHTH, 6e3
noTpeba oA ONTOBapYyBarbe Ha BaLLmUTe [ T-CAY>KOU.
[MpeKy MPOoaKTUBHO YrpaByBakse 1 MOCTOjaHa
oNTUMKM3aLMja Ha BalLaTa MHPPACTRYKTYPa 33
rneyaTerse 1 PabOTHUTE MPOLIECK 33 AOKYMEHTU,
MOYKEME A3 BV MOMOrHEMe Aa M MOCTUrHeTe
BaLLMTE 6e36eAHOCHW LIeAM, @ MPUTOa U A3 U
OMTUMMBMPATE TPOLLOLINTE 1 A3 ja 3rOAEMUTE
MPOAYKTUBHOCTA Ha BaLLIETO AEAOBHO paboTerse.

NMPUAATOAEH

PA3BOJ
Pacroaarame co TUM 0A CAaMOCTOJHV MPOorpamMepw
KOU MOYKE AA MPEAAONKAT U Ad PasBujaT
MPUAArOAEHO PELLIEHNE KOe Ke OArOBapa Ha BalllaTa
creumduyHa cuTyaLmja AV YHUKATHY Baparba.
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KOAKY CEOMN®ATEH E NMPUCTANOT KOH BESBEAHOCTA
HA BALLUETO NPETNPUJATUE?

AaAM BalLlaTa MOANTUMKE 3a 6e306eAHOCT 1 ondaka M BalumMTe rpynm oA
noBeKedYHKLIMOHAAHW YpeAan?

Kako ja opapyKyBaTe BallaTa MHGPACTPYKTYPa 3a rnedaTerbe axkypurpaHa
M AGAU T MPUMeEHYBaTe NoAOcBpyBarbaTa M MOMpaBKMUTE Ha MPeLLKnTe
HaBpPEeMeHO N edPUKaACHO?

A3AV KOPUCHULINTE-TOCTU MOXKAT Ad MedaTaT U Aa CKeHupaaT 6e3 aAa ja
M3AOYKYBAaT BallaTa MpeXka Ha pUsnk?

AAAUN MOANTUKNTE 3@ HOCEHE COMCTBEHU Ypean ce be3bepHU U
MOAADLYKAVBU 3@ CUTE BALLIM rPynu neyaTaum?

AaAn BallaTa IT-cAay>kba MMa AOBOAHO BpeMeE Aa MM UCTPaXKyBa
be3bepHOCHUTE NpaLluarba?

AaAV MMaTe COoABETHa PaMHOTEXa Mery 6e36eAHOCHOTO AOAEAYBaHbE
N MPAKTUYHOTO KOpUCTEHE?
B




30OLTO CANON?

’\/i MPO®PECNOHAAHO ‘~

U NCKYCTBO N NMAPTHEPCTBO
MHTerpaumnjaTa Ha xapaBep n codpTBep IM nomMaramMe Ha NoTPOLYBauMTe

ja HaMaAyBa MOX>XHOCTa 3a MoBpeAa Ad ro nopobpaT CBOETO AEAOBHO

Ha CMCTEMOT. paboTerbe, 3HaAejKM AeKa NPOAKTUBHO

Ke v crnpeyyBaMe 3aKaHuUTe Mno
6e36eAHOCTA Ha nopaaTouunTe.

() YCAYTA Q MHOBALNJA

NcTnoT TM 3a 6e36eAHOCT Ha HalwunTe Npon3BOAM U YCAYTU
MHPOPMaLUMNTE KOj Ce IPU>KM 33 ondakKaaT NonaMeTHU HauYMHM 33
MOTPOLLYBaYyMTe PAaKOBOAM U CO MUHVMIU3MPaHE Ha BepOojaTHUTE pUsULIK
HallaTa BHaTpelHa I T-6e36epAHOCT. no 6e3beAHOCTa Ha MHPOoPMaLMmMTE.

1 3eMaMe MPEeABUA CUTE MOTEHLMjaAHN
3aKaHW, 3aA 3aLWLUTUTHUOT SUA Ha

npeTnpujaTmnjata M HAABOP OA Hero.
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