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HACKOADbKO
SALLIMLLIEHA
MHOOPMALIUA B
BALLEM O®PUCE?

CoBpeMeHHble MPeANPUATUSA B 3HAYMTEABHOW CTEMNeHM NMoAararoTCca Ha
MHDOPMALINIO, CO3AABAA CAOXKHbBIE 1 BbICOKOTEXHOAOMMYHbIE CETU, OObeANHAOLLME
MPOLIECCHI, AFOAEW 1 OPraHM3aLMKM, HAXOAALLMECS B Pa3HbIX CTPaHax. [loaBaatoTca
HOBbIE TMOKKME METOAbI PabOThl, KOTOPbIE TPAHCPOPMUMPYHOT HE TOABKO OPUCHOE
MPOCTPAHCTBO, HO U TO, Kak AKOAM CO3AAI0T, MEPEAAtOT U UCMOAL3YHOT MHPOPMALIMIO.
B CTOAb CAOXKHOW CpeAe 3aLLUUTY AAHHbIX YyKe He obecrnednTb C MOMOLLbIO CTapbIX
METOAOB, V1 OOABLUVMHCTBO KOMMAHWM MHBECTUPYHOT B BbICOKOTEXHOAOIMYHbIE
peLleHns, Takme Kak bpaHAMay3pbl, HOBble aHTUBKPYChI, MPOrPaMMHble
VHCTPYMEHTbI obecrnedeHms 6e30nacHOCTU 1 MHoroe apyroe. OAHAKO 3a4acTyio UM
HE YAQETCH MOHATb, YTO 3aLUMLLIATb HY>XKHO M OPUCHbIE MPUHTEPDI, KOTOPbIE rOPa3A0
bonee YA3BUMbI, YeM MOXKET MOKa3aTbCA Ha MepPBbIV B3rASA,

3AAYMAMTECb O CBOUX NMPUHTEPAX

CoBpeMeHHble MHOMOd®YHKLMOHAAbHbIE MPUHTEPRbI ABAAOTCA MOLLHBbIMY MHCTPYMEHTaMu,
KOTOPbIE, Tak »e Kak cepBep MAM MK, MMetoT CBOU OnepauriOHHbIe CUCTEMbI, YXECTKME ANCKY
OOABLLOIro 06bemMa, MOAKAIOUEHVE K CeTU U VIHTEPHETY, a TakyKe eXXKeAHEBHO VCMOAb3YHOTCA AAA
06paboOTKM OrPOMHOINO KOAMYECTBA BaXkHEMLLVX KOPMOPATUBHbIX AOKYMEHTOB.

B YEM 3AKAIOHAETCHA PUCK?

*  HecaHKLMOHMPOBaHHbIN MPOCMOTP « O6ulast cTonka HamnevaTaHHbIX 3aAaHWUI,
KoHdUAEHLMAABHON 1HbOPMaLN, NPVHAAAEXALLMX Pa3HbIM MOAb30BaTEASIM
XPAHALLENCA Ha HesaLMeHHbix MDY «  OTnpaBKa AOKYMeHTOB $haKkCOM VAW MO

*  AOCTYNHOCTb Ballleit MHPPaCTPYKTYpPbI SAEKTPOHHOW NoYTe HeBEPHbBIM aapecaTam
neyaT MOXKET BbITb HapyLUeHa 13-3a B pe3yAbTaTe onevaTku
HeMnpaBUABHOM PaboThI e [lepexBaT meyaTaeMbix UAU CKaHUPYEMbIX

* 3A0YMBILLAEHHWKM MOAYYAIOT AOCTYM K ASHHBIX XaKepamm
BalLLen ceTu yepes npunHTep M MCrioAb3yrOT . yTepg AAHHbIX B pe3yAbTaTe He6pe>+<Ho|;|
ero AAA AABHEVLLNX aTaK YTUAM3aLMN MPUHTEPOB B KOHLIE NX

* AOCTYN K KOHOUAEHLMAABHBIM AOKYMEHTaM, YKM3HEHHOMO LIMKAA.

3a0bITbiM B BbIXOAHOM AOTKeE MOCAe ne4aTi

«BHeaApeHWe oCHOBHbIX CTAaHAAPTOB MHPOPMaLMOHHOM He30MacHOCTU 9BAAETCH
CTOALLMM BAOXKEHWEM CPEACTB AAA ODUCOB, B KOTOPbIX 06pabaTbiBatoTCA OOAbLLUME
06beMbl AaHHbIX. B HalLK AHW MPUHTEP NepecTan ObiTb MPOCTbIM YCTPOWCTBOM, Ternepb

3TO cepBep C GYHKLMEN MedyaTn».

(pyKoBOAUTEAL OTAEAA MHDOPMALIMOHHOW 6e3onacHocTK, Publicis Groupe)

2 3awmTuTe cBOM oduC



BE3OMNMACHDIE PELLIEHUA AASA
NEYATU B BALLEXA KOMINAHMUMA

BcTpoeHHble pyHKUnU 6e30MnacHoOCTUN U KOHPUAEHLUMNAABHOCTH

Koraa Mbl paspabaTbiBaeM VAM BbIDMPaEM TEXHOAOT MU, MPOAYKTbI U YCAYTU AAA
HALLMX KAMEHTOB, Mbl YYMTbIBAEM UX BO3MOYXKHOE BAMAHME Ha paboyyro cpeay
HaLlWX KAMEHTOB. VIMEHHO MO3TOMY HallW OPUCHbIE MHOTOMDYHKLIMOHAAbHbIE
MPVHTEPbl OCHALLEHbI LLUMPOKWMM HabOopOM BCTPOEHHbBIX U AOMOAHUTEABHO
nprobpeTaeMbix GYHKLVIM 6e30MacHOCTY, KOTOPbIE MO3BOAAKT KOMMAaHWAM
AODOrO pasmMepa AOCTUYb HEODXOAMMOTO YPOBHA 3aLLUThl AASA:

| YCTPOWCTB | CETEM | AOKYMEHTOB | MPEANPUATUS

ME>XKAYHAPOAHDIE
CTAHAAPTbI U
@ CEPTUDUKATDI
Halwu MHOrodyHKLMOHaAbHbIE YCTPOMCTBA
imageRUNNER ADVANCE peryaspHo
OLeHVBarTCA 1 CepTUPULIMPYHOTCA Ha
COOTBETCTBME OOLMM KPUTEPUAM, a Tak»Ke
TpeboBaHVAM CTaHAAPTa 6@30MacHOCTU
nedaTHbIx ycTponcte (HCD_PP) 1
cTaHaapTa 6e3onacHocTM IEE P2600.2.

NMPOBEPKA
BE3OMACHOCTHU

Komnaruma Canon MCrNoAb3yeT OANH 13
CaMbIX CTPOMMX PEXKMMOB MPOBEPKMU
6e30MacHOCTU BO BCEN UHAYCTPUM
0dUCHOTO 0BOPYAOBAHUA. TeXHOAOT VN,
MCMOAb3YeMble B HalLMX YCTPOMCTBAX,
TeCTUPYIOTCA Ha COOTBETCTBUE

TeM CTaHAAPTaM, KOTOPbIM AOAXKHa
COOTBETCTBOBATb Halla KoMMaHm4.

ABAAACH AMAECPOM B OOAACTU PA3PaAbOTKN MHHOBALIMOHHbBIX PELUEeHUM AAS NeYaTn U
YMPaBAEHUA MHDOPMaLMen B oduncax M koMnaHmax, Canon paboTaeT COBMECTHO C

KAVEHTaMW, MOMOoras MM UCMOAb30BaTb KOMMAEKCHbIN MOAXOA K MHDOPMaALMOHHOMN
6e30MacHOCTU, KOTOPbIN MOAPA3YMEBAET, YTO Mepbl 6&30MacHOCTUN B TEXHOAOTUAX
AN ODUCA ABAAIOTCSH YacTbio 0bLLer MHDOPMALMOHHOM 3KOCUCTEMBbI.

3awmTuTte cBOM odpuc
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3ALLIUTUTE CBOE
YCTPOUCTBO

KoMnAeKcHas 3aLumTa Ballnx PUsnyecKnx akTuBoB

&) PELLEHNA AAA AYTEHTUOUKALIUA

NMOAb3OBATEAEM

3almTUTE YCTPOWCTBO OT HECAHKLUMOHMPOBaHHOIO
MCMOAB30BaHVA, BHEAPUB KOHTPOAb AOCTYMa
MOABb30BaTEASA C MOMOLLbIO ayTeHTUdUKaLMK. DTO
Tak>Ke MO3BOAUT MOAbL30BATEAAM ObICTpee NoAyYaTb
AOCTYM K HY>KHbIM MapaMeTpaM U 3aAaHUSM rnedaTu, B
TO >Ke BPeMs NoBblLLas BUAMMOCTb M MPO3pPadYHOCTb
rnpoLueccoB. Hawy oducHbIe NPUHTEPbl 060PYAOBaHbI
rMbKMM peLleHnem ana Bxoaa Universal Login
Manager, koTopoe obecrnedrBaeT ayTeHTUGVKALMIO
MOAb30BaTeAer No 6ase AaHHbIX Ha YCTPOWCTBE, Mo
AOMeHY depes Active Directory nam 4yepes cepsep
UniFLOW. 270 pAa@eT BO3MOXXHOCTb KOHTPOAMPOBaTL
AOCTYM K YCTPOMCTBY U AOCTUYb HaAaHCa Mexay
yAODOCTBOM MOAb30OBaTEAEN 1 ©€30MaCHOCTbHIO.

AAMUHUCTPUPOBAHME
YCTPOUCTBA

KoHdUrypaumsa yCTPOMCTBA, a TakXKe napamMeTpbi

CeTU U APYrrie BO3MOXKHOCTU YPaBACHUA AOCTYMHbI
TOABKO MOAbL30BATEASM C MPaBaMM aAMUHKCTPAToOpa —
3TO HEODBXOAMMO BO M3DEXKaHMEe CAYYaNHOro AN
npeAHaMepeHHOro N3MeHeHUsa KOHOUrypaLnm.

NMPEBEHTUBHASA
SALLUNTA

MpoaykTbl imageRUNNER ADVANCE npeaaAaratoT paa
HacTpoeKk 6e30MacHOCTM, KOTOPbIE MO3BOAAT 3aLUMTUTb
NPUHTEPbI OT aTak. PyHKLMS 6e30nacHOM 3arpysKku
obecrneyrBaeT LIE@AOCTHOCTb CUCTEMbl YCTPOWCTBA,

a A@HHble CUCTEMHOTO »XYPHaAa MPeAOCTaBAAOT
AKTYaAbHYO MHPOPMaLMIO O 6e30MacHOCTU YCTPOMCTRA,
KOTOPYHO MOXKHO paclirdpoBaTbh COBMECTUMOM

CTOPOHHEeW cuctemom SIEM.
CUCTEMA YINMPABAEHUA
%) AOCTYNOM

OTa GYHKLUMA MO3BOASET MPEAOCTAaBAATbL AOCTYM

K KaXkKAOM OTAEABHOM GYHKLMW YCTPOMCTBA.
AAMUHNCTPATOPbLI MOMYT MCMOAb30BaTb CTaHAAPTHbIE
AOCTYMHbIE POAV MAU CO3AABATb MOAb30BATEALCKME
POAV C HEOBXOAVMBIMU MPaBaMu 1 YPOBHEM AOCTYrMa.
HanpumMep, HEKOTOPbIM MOAB30BATEAAM MOXKHO
OrPaHUYNTb AOCTYM K KOMMPOBAHMIO AOKYMEHTOB MAM
MCMOAb30BaHMIO GYHKLMY OTMPABKMU.

HACTPOMKA MOAUTUKMU
BE3OMNMACHOCTM

Hogenwwre yctpomnctea imageRUNNER ADVANCE

TakyKe OCHaLLeHbl dYHKLMeN MOAUTVKM 6e30MacHOCTY,
KOTOPas MO3BOAAET aAMUHUCTPATOPY YMPABAATH

BCEeMU MapamMeTpamMy 6e30MacHOCTY B OAHOM MEHIO

1 PeAAKTVPOBATb X AO MPUMEHEHUSA B KadecTBe
KOHUIypaumm ycTpomncTaa.

[locAe MpUMeHeHMs MCMOAb30BaHMe YCTPOMCTBA U
M3MEeHeHVe NapaMeTPOB AOAXKHbLI MPOUCXOAVTL B
COOTBETCTBVM C 3TOM MOAUTUKON. [MOAUTIIKY 6E30MacHOCTU
MOYKHO 3aLLUNTUTb OTAEAbHbBIM MaPOAEM, YTOObI OHa
obecneyrBara AOMOAHUTEAbHbBIE BO3MOYXHOCTM
VYMPaBAEHUS 1 6€30MacHOCTb, a AOCTYIM K Hew BbIA TOABKO
Yy OTBETCTBEHHOro crneumaAmcTa no VT-6esonacHoCTy.

. 3ALUMNTA AAHHbIX HA
HOCUTEAE YCTPOUCTBA

Ha MHOrOMYHKLMOHAABHOM MPUHTEPE BCeraa XpaHnTcs
HOABbLLON 06BbEM AQHHbIX, KOTOPbIE HEOOXOAMMO
3alMLLATb, — OT 3aAAHUKW Ha MedaTb, HAXOAALLIMXCA B
oyepean, A0 MOAYUEHHbIX GaKCoB, OTCKAHMPOBAHHbIX
1300PaXKEHMIN, AAPECHbBIX KHUT, YXYPHAAOB aKTUBHOCTM

N NCTopun 3apaHnii. YctponcTtea Canon npeasaratoT

PAA MHCTPYMEHTOB AAS 3aLLUMTbI AQHHbBIX Ha BCex aTarnax
YU3HEHHOro LIMKAA YCTPOMCTBA, a TakyKe AAS COXPaHeHus
X KOHPUASHLMAABHOCTW, LI@AOCTHOCTU U AOCTYMHOCTU.

B 3aBUCKMOCTU OT MOAEAW YCTPOMCTBA UCMOAb3YETCH AMOO
MWEeCTKUM aAmnck (HDD), AMBO TBEpPAOTEAbHbIN HAKOMUTEAL
(SSD). MOCKOABbKY »KECTKUM ANCK MCMOAb3YET GU3NYECKYIO
BPALLaKLLYIOCA MAACTUHY, Ha KOTOPYHO 3anCbiBarOTCSH
AAHHbIE, AAA 9DDEKTUBHOIO 1 6€30MacHOro YAAAEHNS
AAHHbIX TpebyeTcs, Kak NpaBMAO, TPU Nepesanmcu. B
OTAMUME OT YKECTKOIMO AMCKA TBEPAOTEABHbBIV HAaKOMUTEAD
nepemeLLaeT AaHHble MO AOCTYMHOMY MPOCTPAHCTBY MaMATH,
UTOObI 0HecneynTb PAaBHOMEPHbIN SAEKTPUYECKMM M3HOC
aueek NamMaT. Kaxkpaa auemka MMeeT KOHeYHOEe KOAUYECTBO
onepaumnm 3anmcu, 1 aToT npouecc TRIM mMakcumMmsnpyeT
CPOK CAY>KObl TBEPAOTEABHONO HAKOMUTEAS, OAHOBPREMEHHO
nepe3anncbiBas AOrMYecKr YAAAEHHbIE AaHHbIE.

YcrpomcTtea imageRUNNER ADVANCE npeaOCTaBASOT
HECKOABKO PasAMYHbIX BapMaHTOB KOHMUIypaLmm, KOTopble
MO>KHO HacTPOWUTb AAST YCTAHOBKM TOYKU, B KOTOPOW
BbINOAHAETCH Nepes3anmcb, M MeToAa Nepe3anmcul.
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HACKOABKO XOPOLLIO 3ALUMLLEHbI BALLW YCTPOUCTBA?

1 2
Balum ycTponcTBa PacnoOAOXKEHbI
B OOLLIECTBEHHbIX MecTax?

4 5

MoryT AU MOAb3OBaTEeAMU
MOAYUUTb He3aLLMLLIEHHbIN
AOCTYM K YCTPOWCTBaM?

3

McrnoAb3yeTe AM Bbl
WHCTPYMEHTbI AAS 3aLLNTHI
MHOPMALIMM Ha XXECTKOM AUCKe
YCTPOMNCTBA?

MO>XHO AU MOAYYUTb
HEeCaHKLMOHMPOBAHHbIN AOCTYM K
HaCTpoWnKaM yCTpOnCTBa?

3aAYMbIBAaAUCH AU Bbl O
YXN3HEHHOM LIMKAE N 6e30MacHom
YTUAU3ALMWM BaLLIEro YCTPOMNCTBA?

LLINPPOBAHUE ANCKA

Hawwn ycTtponctea imageRUNNER ADVANCE
LUNDPYHOT BCE AAHHbIE Ha YXECTKOM AUCKE

AAS MOBbILLEHWSA YPOBHA 6€30MacHOCTW.

Ymn 6e30MnacHOCTW, OTBeYatoLLMA 3a
LLPPOBaHME AAHHbBIX, COOTBETCTBYET
CTaHAapPTy 6e3onacHocTw FIPS 140-2 ypoBHSA 2,
ApUHATOMY MpaBuTeAbcTBOM CLLUA, 1
cepTUuPMLUMPOBaH B paMKax nporpaMmmbl CVMP
(NporpaMMa MNPoBEPKU KPUMTOrpadUyecKmx
MOAYAEN), opraHunsoBaHHom CLLA 1 KaHaaow,
a TakXke ee AnoHcKoro aHaAora JCVMP.

YAAAEHUE AAHHbIX C XPAHNAULLA

HekoTopble AaHHbIe, HanpUMep AaHHble
CKOMMPOBAHHbIX MAW OTCKAHMPOBAHHbIX
N300pPaXKeHUM, a Tak>Ke AaHHbIE AOKYMEHTOB,
pacrieyaTaHHbIX C KOMMbOTEPa, AULLb
BPEMEHHO XPAHATCA Ha YKECTKOM AUCKE UAU
TBEPAOTEABHOM HAKOTMUTEAE U YAIAAOTCS
MOCAE 3aBepLUeHns onepaumm. Ytobbi
rapaHTUPOBATb MOAHOE YAAAEHWE OCTaTOYHbIX
AQHHbBIX HaLLW YCTPOWMCTBA PAaCMOAAratoT
DYHKLMEN PEeryAapHOro YAAAEHWSA OCTAaTOYHbIX
AQHHbBIX B KayecTBe aTarna 0bpaboTKM 3aA3HUN.

NMHUNUMNAANSALINA BCEX AAHHbIX U
NMAPAMETPOB

YTobbl MPeAOTBPATUTL YTEPIO AGHHbIX MPW
3aMeHe UAU YTUAM3ALIMU XKECTKOIO AMCKA,

Bbl MOXKETe rmepes3arnmcaTb BCe AOKYMEHTbI U
AAHHbIE Ha >KeCTKOM AMCKE, a 3aTEM BbINMOAHUTb
COPOC HACTPOEK A0 3HAYEHUM MO YMOAYAHWUIO.

PE3EPBHbIVN YXXECTKUN AUCK*

KoMMaHuM MOAYYMAM BO3BMOXXHOCTb
BbINMOAHATL PE3ePBHOE KOMMPOBaHME
AQHHbIX C >XECTKOIro AMCKa YCTPOWCTBA Ha
AOTIOAHUTEABHO MPUOBPETAEMbIN KECTKUM
AVCK. [Tpn pe3epBHOM KOMMPOBAHWMN AGHHbIE
Ha 0BOUX YKECTKUX AMCKaX MPOXOAAT MOAHOE
LUndpoBaHMe.

* MpurobpeTaeTca AOMOAHUTEABHO. AASI MOAYYEHUSA MOAPOBHOM
MHPOPMaLMU O AOCTYMHbIX GYHKLUMAX N OMNLUMAX Ha Pa3HbIX
MOAEASIX YCTPOMCTB AMHENKN 0BpaTUTECh K NpeacTaBuTeAto Canon.
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MOXXET AU MPUHTEP CTATb UCTOYHUKOM YIPO3bl AASI BALLEA CETU?
* ECTb AV BO3MO>KHOCTb MPOBECTK aTaKy Ha BallW CETEBbIe MOPTbl?
MOryT AWM FOCTW BbIMOAHATD MevaTb U CKaHWPOBaHMe, He NoABEprad Ballly CETb PUCKaM?

MNoAACPIKMBAKOTCA AW BalLeV CUCTEMOW MOAUTUKM BE30MacHOro NMCrNoAb30BaHKA
AVYHbIX YCTPOWMCTB MOAb30BaTEAEN?

LLndpytoTca AW AaHHble NedaTu npu nepeaade ¢ MK Ha yCTpOMCTBO BbIBOAA?

BesonaceH AV MpoLecc nepeAadm AaHHbIX NMeYaT M CKaHMPOBAHUA?




Canon npeaAaraeT psA peweHum AAS obecrneyeHUs
6e30MnacHOCTH, KOTOpPble 3aLUUTAT BaLly CeTb
U AdHHbIe OT BHYTPEHHUX N BHELLHUX aTakK.

DUADBTP IP- U MAC-AAPECOB

3aLMTUTE CBOKO CETb OT HECAHKLIMIOHMPOBAHHOIO
AOCTYMa CTOPOHHMX AUL, PA3PELLUVB CBA3b TOABKO
C YCTPONCTBaMU, UMEOLLIMMU OMPEAEAEHHbIE

IP- uAn MAC-appeca; 3Ty GYyHKLUIO MOXXHO
HACTPOUTb KaK AAS MepeAayn AQHHbIX BHYTPMU
CeTU, TaK U X BbIBOAA 3a €€ MPEAEAbL.

KOH®PUTI'YPALUA NMPOKCU-CEPBEPA

HacTpolTe NpoKcu-cepBep, YTObb! YNPaBAATb
MOAKAIOUYEHUAMN BMECTO Balllero yCTPOMNCTBa,
M UCMOAb3YMTE ero npu MoAKAKYEHUN K
YCTPOWNCTBaAM BHE CeTW.

AYTEHTUDPUKALINA MO IEEE 802.1X
HecaHKLMOHMPOBAHHbIN AOCTYM K CETKU
oAokupyeTcs LAN-KOMMYTaAaTOPOM, KOTOPbIN
NPEeAOCTaBASIET AOCTYMN TOAbKO KAUEHTCKUM
YCTPOWCTBaM, aBTOPU30OBaHHbIM CEPBEPOM
ayTeHTUDUKaL M.

NMOAKAKOYEHWE YEPE3 IPSEC

MoakAoUyeHne Yyepes IPSec npeaoTBpaLlaeT
nepexeaT UAM pacundpoBKy |IP-nakeTos,
nepeaaBaeMblix no IP-cetn, CTOPOHHMMUK
AULLAMMU.

Mcnoab3yinTte wndpoBaHme cBa3nm TLS BO
n3beXkaHme NMPOCAYLLUMBAHUA CETU U XULLIEHNS
AQHHbIX, NepPeAaBaEMbIX MeXXAY MPUHTEPOM

N APYFrMMU YCTPOMCTBAMU, HaNpumep
KOMMbIOTEPaMM.

YMNPABAEHUE MOPTAMU

HacTpaunBanTe napaMeTpbl MOPTOB B PaMKax
KOHDUrypaLmnm NoAUTUKM 6e30MacHOCTMU.

ABTOMATUYECKA4A PET'MCTPALIUA
CEPTUDPUKATOB

C aToM dYHKLMEN Bbl CMOXKETE 3abblTb O TAKOM
rnpoLiecce, Kak MNoOAAEPXKKa cepTUDMKATOB
6e3onacHOCTU. C MOMOLLIbIO NPOBEPEHHOMN
TEXHOAOI MM CUCTEMHbIN AAMUHUCTPATOP
MOXXEeT aBTOMAaTUYECKN OBHOBAATb U
BbINYCKaTb CEPTUDUKATbI B LIEAAX
COBAIOAEHUSA MOAUTUK BE30MacHOCTMK.

MOHUTOPUHTI >)KXYPHAAOB

PasAnYHble >KYPHaAbl MO3BOAAIOT OTCAEXMBATb
NCMOAb30BaHME YCTPOMCTBA, BKAIOYasA
3ab6A0OKMPOBaHHbIE 3aMPOChl Ha MOAKAIOUYEHME.

WI-FI DIRECT

ObecneybTe BO3MOYXXHOCTb NeYyaTm € MOBUABHbIX
YCTPOWNCTB MOCPEACTBOM OAHOPAHIOBOIO
CcoeANHEHUs1 6e3 HEOBXOAMMOCTU MOAKAKOYATL
€ero K KopropaTUBHOWM CeTW.

LWLIMDOPOBAHUE AAHHDIX MNMPU_
B3AMMOAEUCTBUN C YCTPONCTBOM

STa onumsa WndpyeT 3apaHUA nevaT Npm
MX OTMNpaBKe C NoAb3oBaTeAbckoro MK Ha
MHOIOdYHKLMOHAABHbIV MPUHTEpP. Bbl Tak)xe
MoXKeTe LUndpoBaTb OTCKaHUPOBaHHbIE
AaHHble B dopmaTe PDF, akTnBnpoBaB
YHUBEPCAAbHbIN HABOP DYHKLININA
6e30MacHoCTu.

FOCTEBASA NMEYATb C MOBUADbHbIX
YCTPONCTB

Halle nporpaMMHoe obecrieyeHmne AAS
yrpaBAeHUAa 6e30MacHOM ceTeBOW NevYaTbio
M CKaHUPOBaAHMEM YCTPAHAET YaCTOTHbIE
npo6bAeMbl, CBA3aHHble C 6€30MacHOCTbIO
meyaTmn ¢ MOBUAbHbIX YCTPOWCTB U rOCTEBOM
rmeyaTu, MPEAOCTABASAA BHELLHME CMOCobbI
OTMPAaBKU 3aAaHUM HA MeYdaTb, Takme Kak
SAEKTPOHHAsA MoYTa, UHTEPHET 1 MOBUABbHOE
MPUAOXKEHWe, 9To obecrnedmBaeT paboty MDY
¢ 6e30MacHbIM UCTOYHUKOM, MUHUMU3UPYSA
BEPOATHOCTb B3AOMaA.
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¥ SALLLIUTUTE CBOM
) AOKYMEHTDI

Bce KoMmaHum MMetoT AEAO C KOHPUAEHUMAABHBIMU AOKYMEHTaMU, TaKMMIK KaK
KOHTPAaKTbI, COrAaLLIeHns, DyXraATeEPCKME AOKYMEHTbI, AAHHbIE O KAMEHTaX, MAaHbI
OTAEAA Pa3pPaboTKM U MHOIFoe Apyroe. B cAydyae ecAM Takme AOKYMEHTbI MOMaAy T
B Uy>KME PYKUM, MOCAEACTBUA MOTYT BapbMpPOBATbCA OT MOAPbLIBa penyTaunm A0
KPYMHbIX WTPAPOB UAK AaXKe CYAEOHbBIX MCKOB.

Canon npeAaAaraeT psA peLueHumn ana obecrnedyeHUa 6e30nacHOCTU, KOTopble MOMOryT BaM
3alLUTUTb KOHPUAEHLMAABHbIE AOKYMEHTbI Ha MPOTSHXXEHUN BCEro UX YXUSHEHHOIO LIMKAA.

KOH®PUAEHLUUNAADBHOCTD
—©)/ NEYATHbIX AOKYMEHTOB

BesonacHasa neyatb

NMoAnb3oBaTeAb MoOXKeT 3apaTb PIN-kop nevaTwn,
YTOObI NeYaTb AOKYMEHTa HauMHaAacCh
TOABKO MOCAE BBOAA MpaBuAbHOIro PIN-koaa
Ha YCTPOMNCTBE. DTO MO3BOASET 3alUNTUTb
KOHOUAEHLIMAABHbIE AOKYMEHTbI.

MpuocTaHOBKa BCeX 3aAaHUM Ha nevaTb

Ha yctponctBe imageRUNNER ADVANCE
AAMUHUCTPATOP MOXKET NPUOCTAHOBUTbL BCE
OTMPaBAEHHblE 3aAaHMA Ha NeYaTb — TakMM
06pa3oM AAS MeYaTm MOAb30BATEASM HEOHBXOAMMO
OYAET BbINMOAHUTb BXOA B CUCTEMY, 38 CUET Yero
obecreymBaeTcs 3aLMTa KOHOUAEHLUMAABHOCTU
BCEeX MNe4vyaTHbIX MaTepPUaAAOB.

NMPEAOTBPATUTE CO3AAHUE
AYBAUKATOB

MeuyaTb ¢ BUAUMbBIMU BOASIHBIMU 3HAKaMM
ApanBepbl MO3BOAAIOT MeyaTaTb Ha CTpaHuLe
BUAUMbBIE OTMETKU, KOTOPbIE PACMOAAraoTCs
MOBEPX COAEPXKUMOIro AOKYMeHTa. 3To

MOXXHO MCMOAb30BaTb AAS MHPOPMUPOBAHUSA
COTPYAHUKOB O KOHOUAEHLMAABHOCTU AOKYMEHTa
M MPeAOTBPAaTUTb ero KonmpoBaHue.

MouToBble AWMKU

3apaHMA Ha NedaTb UAM OTCKaAHUPOBAHHbIe
AOKYMEHTbI MOXXHO XPaHWUTb B MOYTOBbIX ALLMKAX
AN AOCTYMA B AtoBoe yaobHOoe BpeMs. [MouToBble
ALLMKMN MOXKHO 3alUTUTb PIN-KOAOM, UTOObI TOABKO
Ha3HAYeHHble MOAb30BATEAM MOIAM OCYLLIECTBAATb
AOCTYMN K UX COAEPXKMMOMY. B 3TOM 3aLUMLLEHHOM
MPOCTPAHCTBE Ha YCTPOWMCTBE MOXXHO XPaHUTb
YacTo NneyaTaeMble AOKYMEHTbI (Hanpumep, 6AaHKN
M GOpPMbIl), KOTOPble TPebYT OCTOPOXKHOIo
obpalleHus.

Be3onacHasga ne4yaTtb uniFLOW*

BesonacHasa nedaTtb uniFLOW MyPrintAnywhere —
3TO OTMNpPaBKa 3aAaHUM Ha NedyaTb Yepes
YHUBEPCAAbHbIN APanBep U UX nedaTb Ha

AOOOM MpUHTEpPE ceTu.

MNeyaTb/KONMPOBaHMUE C HEBUAUMbBIMU
BOASIHbIMU 3HaAKaMM

EcAn aTa dyHKUMSA BKAKOUEHA, AOKYMEHTbI ByAyT
rneyaTtaTbCs AU KOMUPOBATbCSA CO BCTPOEHHbIM
CKPbITbIM TEKCTOM Ha dOoHe, KOTOpbIN ByaeT
MPOSBAATLCS MPU CO3AAHUU AYOAMKATA U UrPaTb
POAb CAEP>KMBALOLLIEN MepPbl.
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HACKOADBKO XOPOLUO 3ALWLULLEHDBI BALLIM AOKYMEHTDI?

P

Mo>keTe AU Bbl 06eCcrneynTb KOHOUAEHLUMAABHOCTb
AOKYMEHTOB, KOTOPbIE MPUHAAAEXKAT PA3HbIM
MOAb30BaTeAsM, HO 06pabaTbIBAOTCA Ha €AUHOM
yCTpomncTee?

4

MoxkeTe AU Bbl MPEAOTBPATUTL YacTble OLLMOKMN,
BO3HUMKaKOLLME MPU OTrMNpaBKe AOKYMEHTOB C
ycTpomncrtea?

1
MMetoT AM HeCaHKLIMOHMPOBAHHbIE MOAbL30BaTEAU
AOCTYIN K KOHCIDVIAeHLI,l/Ia/\beIM AOKYMEeHTaM Ha

npuHTEPE?

3
Mo>KeT AU APYrom YeAoBeK 3abpaTb Ballun
KOHPUAEHLMAABHbIE AOKYMEHTbI MOCAe nevyaTmn?

D 2 NOAHbIN KOHTPOADb HAA OTNPABKOM
AOKYMEHTOB U ®AKCOB

OrpaHuuYeHue crucka appecaToB MoATBep)XAeHUe HoMepa dakca
YT0o6bl COKPATUTb PUCKU YTEYKU MHPOPMALIMN, MpeAoTBPaTUTE OTMNPABKY AOKYMEHTOB
AAMUHUCTPATOPbLI MOTYT OFPaHUYNTb AOCTYM K HenpaBUAbHbIM aapecaTaM, 3anpPoCcKuB MOBTOPHbIN

Pa3AMYHbBIM appecaTaM, HanpuMep OTCYTCTBYIOLMM  BBOA HOMepa dakca MOAb30BaTEASIMU,
B aAPECHOM KHUre Ha cepBepe LDAP, He
33PEernmcTpPMPOBaAHHbLIM B CUCTEME UAN
Ha ONMpeAeAeHHOM AOMeHe.

KoHdUAEHUMAABHOCTb NOAYy4YaeMbiX PaKcoB
HacTpowTe YCTPOMCTBO Ha XpaHeHMe AOKYMEHTOB B
namMaTn 6e3 nx neyatu. Bbl Tak>Ke MOXKeTe COXPaHUTb

OTKAIOUYEHME aBTO3aNOAHEHUS aApPecoB KOHOUAEHLUMAABHOCTb MOAYYEHHbIX MOCPEACTBOM
MpeAoTBpaTUTE OTMNPABKY AOKYMEHTOB HEBEPHbIM daKca AOKYMEHTOB, MPUMEHMB NapPaMeTP AAS UX
aApecaTaM, OTKAKOUYMB aBTO3aMOAHEHME aAPECOB COXPAaHEeHMs B KOHOUAEHLMAABHYO NankKy UAK
SAEKTPOHHOW MOYThbI. 3awmTmB nx PIN-KoaOM.

3alwmTa aAPEeCHOM KHUMM

YctaHoBuTe PIN-KOA AAST 3aLLUMTbBI aAPECHOW KHUMMU
YCTPOMNCTBA OT HECAHKLMOHMPOBAHHOIO AOCTYynMa
MOAb30OBaTEAEN.

NMPOBEPKA MCTOYHUKA U MOAANHHOCTU AOKYMEHTA
NMOCPEACTBOM LNDPOBDLIX MOAMUCEUN

MoAnuch yCTponcTBa Moanucb noAb3oBaTeAsa*

MoAMUCb YCTPOMCTBA MOXKHO A06aBUTb Ha OTa onuUMa NO3BOASET MOAb30BATEAAM OTMPABAATL
OTCKaHMPOBaHHble AOKYMEHTbI B cbopMaTax Qbaﬁ/\u PDF nam XPS c yHVIKa/\bHOVI |_l|/|¢p030ﬂ
PDF nan XPS ¢ NOMOLLbIO KAKOYa 1 MeXaHW3Ma MOAMUCHIO MOAB30BATEAS, MOAYUYEHHOM OT

cepTnUdUKaLIMKM — TakKUM 0B6Pa30oM MOAyYaTeAb
CMOXKeT MPOBEPUTb UCTOUYHUK U MOAANHHOCTb
AOKYMeHTa.

cepTudUumMpyroLen koMnaHmm. Takum obpasom
MOAyYaTEAb CMOXET MNPOBEPUTb, KTO MOCTaBUA
MOAMMCH MOA AOKYMEHTOM.

* MprobpeTaeTcs AOMOAHNUTEAbHO. AASI MOAYYEHUSA MOAPOBHOMN MHbOPMAaLIMK O AOCTYMHbIX GYHKLMAX U OMLUMAX Ha Pas3HbIX MOAEGASIX
YCTPOMNCTB AUHENKN 0BpaTUTECh K NpeacTaBuTeAto Canon.
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BEE3OMNACHOCTD _
KOPMOPATUBHOMN
MHOOPMALIMN

Canon MOXXeT BHECTM CBOW BKAAA B NMOBbILLEHWE
VYPOBHS 3aLMTbl MHPOPMaLMK B BaLLlen opraHusaumm.

NMOAHbIA KOHTPOAb
HAA KOMNAEKCHbIMU

NOTPEBHOCTAMU B OLUNDPOBKE

N PABOTE C AOKYMEHTAMU

C HalLMM MOAYABHbBIM MPOrPaMMHbIM
obecrneyeHneM AAS YMPABAEHUS AOKYMEHTaMU
KOMMaHWM MOTYT HAaCAaXKAATbCA He30MacHbIM
COBMECTHbIM MUCMOAb30BaHMEM CETEBbIX
YCTPOMCTB 1 6€30MacHOM neYaTbio 3aAaHUM Ha
AFOOOM U3 MPUHTEPOB, MOAKAKYEHHbBIX K CepBepY
YAPaBAEHNA AOKYMEHTaMU. [ToAb30BaTEAU
MOBOUABHbBIX YCTROWCTB MOIYT BOCMOAb30BATHCH
CEePBUCOM C LIEHTPAAMN30BAHHbBIM YMPaBASHUEM,
KOTOPbIN 0becneymBaeT 6e30mnacHbIM AOCTYM
MOABL30BAaTEAEN CUCTEMbI W FOCTEM K MeYyaTu C
MOOUABHbIX YCTPOWCTB.

MoAYAb CKaHWpPOBaHWA Ha MDY obecnedymBaeT
OLMPPOBKY KOPMOPATUBHBLIX AOKYMEHTOB,

a TaK>Ke UX CXKaThe, KOHBEPTUPOBaHME U
pacrnpeAeAeHVe Mo PasAUYHbIM MecTaM
Ha3Ha4YeHns, BKAIOYAA 0BbAaYHble CUCTEMBI. Bbl
TakyKe MoykeTe Be30mMacHO MepeHanpPaBAATb
33aAaHVA NMeYyaTy Ha HanboAaee MOAXOASALLIMIN
APUHTEP, ONTUMU3NPYSA CTOMMOCTb MeYaTu
Ka>KAOrO AOKYMEHTa.

Halle pelleHre YCUAMBAET 3aLLUnTY
AOKYMEHTOB B Balllel KOMMaHUK C MOAHbBIM
OYXraATEPCKUM YyUYeToM, obecrneumnBas
MPO3PaYHOCTb onepaLnm Ha YpoBHE
MOAb30BaTEAEN, YCTPOWCTB M OTAEAOB.

YNPABASAEMDIE MPOLIECCDHI
NEYATU

=

Canon MPS coueTaeT B cebe MHHOBaALMOHHbIE
TEXHOAOI MU U MPOrpaMMHble PeLLeHns C
MOAXOAALLIMMU CEPBUCAMM, KOTOPbIE MOMOratoT
AOAYXKHBIM 06Pa30M HaCTPOWTb MPOLIECChl NMeYaTu
M PaboTbl C AOKYMEHTaMKM 6e3 HeOBXOANMOCTM
B AOMOAHUTEABHOW Harpy3ke AAa MNT-oTaena.
BAaropaps ynpeskAaroLLeMy YIPaBAEHUIO U
HermpepbIBHOM OMTUMU3ALUN MHDPRACTPYKTYPbI
rneYaT U NPOLIECCOB AOKYMEHTOOHOPOTA Mbl
MO>XEeM MOMOYb BaM AOCTUNYb HEOOXOAMMBIX
rnokasaTeAer 6e30MacHOCTY, OAHOBPEMEHHO
OMTUMUBUPYA PACXOAbI M MOBbILLIASA
MPOU3BOANTEABHOCTb BaLLIEro busHeca.

&Y

Hallla KOMaHAa LUTATHbBIX Pa3paboTUMKOB
MOXKET MPEAAOXKNTL 1 paspaboTaTb AAA BAC
MepPCcoHaAU3NPOBaHHOE peLleHune, KOTopoe
YAOBAETBOPUT BalLW YHUKAAbHbIE MOTPEOHOCTU.

BO3MO>XXHOCTHU
NEPCOHAAU3ALNU

UEHTPAAN3OBAHHOE YINMPABAEHUE

NAPKOM YCTPOUCTB

Hawe MO aAg ynpaBAeHUSa yCcTponcTBaMm iW
MC aAaeT AOCTYM K MapaMeTpaM YCTPOMCTBA,
MOAUTVKAM BE30MacHOCTU, MAPOAAM

W cepTudmKaTaM, a Tak>Ke yCTaHOBKe
OBHOBAEHUIM BCTpoeHHoro MO Ha yCcTponcTBa
Canon B CETU, YTO COKPATUT Harpy3sky Ha T-
OTAEA M MOMOXKET obecnedymnTb 6€30MacHOCTb U
AKTYaAbHOCTb BalLen MHOPACTPYKTYPbl MeYyaTu.
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HACKOADbKO KOMMNAEKCHDbIM ABAAETCA BALL MNOAXOA K OBECINEYEHUIO
KOPMOPATUBHOW BE3OMNACHOCTU?

PacnpocTpaHaeTca AW Ballla NMoAUTUKA BEe30MacHOCTU Ha MAPK MHOMOMYHKLIMOHAABHbIX
YCTPOWCTB?

Kak Bbl obecneymBaeTe akTyaAbHOCTb MHPPACTRYKTYPbI MeYaTH, a TakxKe
CBOEBPEMEHHYIO N 3PDEKTUBHYIO YCTAHOBKY MCMPABAEHUN 1 OOHOBAEHWIN?

MOFyT AW FOCTU BbIMOAHATH MeYaTh U CKaHMPOBaHWE, HE MoABepPras Ballly CETb PUCKY?

MoAAEPIKMBAETCA AV BALLKMM MAaPKOM MeYaTHbIX YCTOOMCTB He30mnacHoe MCNoAb30BaHME
AMYHbBIX YCTOOWCTB MOAb30BaTEAEN?

AOCTaTOYHO AW Yy BaLlero NT-oTaeAa BpeMEeHU AAS PACCMOTPEHUSA MPODBAEM
6e30mMacHOCTN?

HalLAK AU Bbl BaAaHC Mexkay obecredeHremM 6e30MnacHOCTU M YAODCTBOM
MCMNOAB30BaHWS YCTPONCTB?




NMNOYEMY CANON?

Canon — 270 paboTa ¢ n3obparkeHaMmn. Mbl MCMOAbL3YeEM PaboTy C M30OPAXKEHNAMU AAA
TOro, YToObl MPUHOCKTbL MOAB3Y M CMOCOBCTBOBATL M3MEHEHUAM.

AAA HAWKVX KAMEHTOB, KOTOPbIE MPOXOAAT LMDPOBYIO TPaHCchOopMaLMio 1 paboTaroT no-
HOBOMY. AAA COLMAABHbBIX M3MEHeHUM B 0OLLeCcTBe, C HaLUMM MOCTOAHHBbIM BHVIMAHMEM K
YCTOMYMBOMY PA3BUTUIO B PAMKaX HALLEro KOPNMopaTMBHOIO HACAEAUA U KYABTYPbI.

1 HaKoHeL, Mbl MeHAEMCSH Mo Mepe MHBECTUPOBAHWSA B HOBbIE PbIHKK, MPOAYKTbI U
TEXHOAOT MW, MOSTOMY Mbl PAabOTaEM Ha AOATOCPOYHYIO MEePCreKTVBY U MPUHOCUM
MOAb3Y BCEM: HALLMM KAVMEHTaM, COTPYAHMKAM 1 ODOLLIECTBY B LIEAOM.

B ocHoBe Canon 4 KAKOUYEeBbIX NMPUHLMNA:

BE3OMNACHOCTDb

PeweHuna n ycayrin Canon noMoratoT 3alUTUTb
BCE AOKYMEHTbI U KOHPUAEHLIMAAbHbIE

AGHHbIE, KaK B OYyMayKHOM, TaK U B LIMDPOBOM
dopmMaTe, Ha MPOTAXKEHU BCErO >XU3HEHHOro
LMKAG AOKYMEHTOB. PelleHnsa 1 YCAyrn ¢
3aLUMLLEHHOW apXUTEKTYPOM CO3AAHbI C Y4ETOM
TpeboBaHUM K 6&30MacHOCTU.

@ 9KOAOIMMYHOCTDb

KomMnaHmsa Canon coraacoBana CBOM

MeToAbl B cooTBeTCTBUM C LeAaamn OOH B
0BAACTU YCTOMYMBOIO PasBUTUA, TaKMMK KaK
0693aTeAbCTBa MO COKPALLEHWIO BbIBPOCOB
CO2 Ha NPOTAXKEHUN BCErO >KM3HEHHOro
LMKAQ MPOAYKTa MyTeM yMeHbLLIEeHUS
pasMepa yrnakoBKM 1 KOHCOAUAALIMI
LEeHTPOB pacrnpeAeAeHUs.

BAaropaps coyeTaHuio BCeX 3TUX
aAneMeHTOB Canon CTaHeT Ay4YLUUM
NnapTHEPOM AAS Bac.

CaHkT-MNeTepb6yprckuit GuAnan
00O «KaHOH Py»

Poccus, 191186, CaHkT-TleTepbypr
BOAbIHCKMI NepeyAok, 3A
BusHec-ueHTp «CeBepHas CToAMLA»
Ten.: +7 (812) 449-55-00

dakc: +7 (812) 449-55-1

Canon

NMOAAEPXKA

LLIvpoKkum cnekTp YCAyr, obecnedmBatoLLmnx
BbICOKOE Ka4eCTBO, UTO MPUBOAUT K
VAOBAETBOPEHHOCTW KAMeHTOB. COOCTBEHHbIE
3KCMEePTHbIe 3HaHWA HaleAEeHbl Ha MOBbILLEHME
2OPEKTVBHOCTU U Ha TO, YTODbI PACKPbITh
NOTeHLMAA HALLMX KAUEHTOB.

MHHOBAL WU

AOAras MCTopUa MHHOBALMW, KOTOPbIE
obecrneymBaroT NepeAOBbIMU TEXHOAOTUAMM
y>ke 6oree 80 AeT. HoBaTopcKMe pelueHus
B OTPACAM U CTPEMAEHME K BYAY LM
pa3paboTkaM B 0OAACTU TEXHOAOT I,

Canon uniFLOW Online
Outstanding Cloud Output Management Solution

New to the Line

000 «KaHoH Py»

Poccug, 109028, Mockea,
CepebpsaHunyeckas Hab.,29
BusHec-ueHTp «CepebpsaHbi ropoa»
Ten.: +7 (495)258-56-00

®dakc: +7 (495)258-56-01

canon.ru

LIeHTp NOAAEPXKKN KAMEHTOB:

Ten.: +7 (495)705-91-88

+7 (812)332-04-69

(6ecnAaTHble 3BOHKM AASI BCeX permoHoB Poccum)
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