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HACKOADbKO
SALLUNLLIEHA
MHOOPMALINA B
BALUEM O®OUCE?

CoBpeMeHHble MPEANPVATUA B 3HAUMTEABHOM CTEMNeHM NoAaratoTca Ha MHOOPMaLIMIO,
CO3AaBasA CAOYKHbIE 1 BbICOKOTEXHOAOTMUYHBIE CETU, OOBEAVHAIOLLIME MPOLIECChI, AKOASH

N OPraHn3aLVmn, HaXOAALLMECA B PA3HbIX CTpaHax. B anoxy LmdpoBov TpaHchopMaLmm
NOABASIHOTCS HOBbIE MOKIME METOAbI PabOTbI, KOTOPbIE TPAHCHOPMUPYIOT HE TOABKO
0dVCHOE MPOCTPAHCTBO, HO U TO, KaK AFOAV CO3AAIOT, MEePeAAHOT 1 UCMOAB3YIOT
NHPOPMaLWIO. B CTOAb CAOXKHOW CPEeAE 3aLLMTY AGHHbBIX YyKe He 06ecrneymTb C NMOMOLLbIO
CTapbIX METOAOB, U OOABLLIMHCTBO KOMMaHWM MHBECTUPYHOT B BbICOKOTEXHOAOT MUHbIE
peLleHns, Takme Kak bpaHAMay3pPbl, HOBbIE aHTVBMPYChI, MPOrPaMMHbIe MHCTPYMEHTbI
obecrneyeHmsa 6e30MacHOCTU 1 MHoroe aApyroe. OAHAKO 334acTYHO UM He YAGETCSH MOHATD,
YTO 3aLUMLLIATb HY>KHO U ODUCHBbIE MPUHTEPDI, KOTOPbIE ropasA0 boAee YA3BUMbI, YeM
MOMET MOKA3aTbCS Ha MePBbIN B3MAAA,

3AAYMAMUTECb O CBOUX MPUHTEPAX

CoBpeMeHHble MHOMOd®YHKLMOHAAbHbIE MPUHTEPbI ABAAOTCA MOLLHBIMY MHCTPYMEHTaMu,
KOTOPbIE, Tak »e Kak cepBep MAM MK, MMetoT CBOU OMepaurOHHbIe CUCTEMbI, YKeCTKME ANCKM
OOABLLOIO 06beMa, MOAKAIOYEHME K CeTU U VIHTEPHETY, a TakyKe eXKeAHEBHO VCMOAb3YHOTCA AAA
06pPaboTKM OrPOMHOIMO KOAMYECTBA BaskHEMLLVX KOPMOPATUBHbIX AOKYMEHTOB.

B YEM 3AKAKOYAETCA PUCK?

*  HeCaHKLUMOHMPOBaHHbBIM MPOCMOTP +  O6Lad CTOMKa HameyaTaHHbIX 3aAaHWM,
KOHPUAEHLMAABHOM MHDOPMaLUN, MPUHAAAEXKALLIMX PA3HBIM MOAB30OBATEAAM
XPAHALLGCA Ha HESaLLMLLIEHHbIX MDY +  OTnpaBKa AOKYMEHTOB PaKCOM AW MO

¢ AOCTYMHOCTb BaLLer MHPPaCcTPYKTYPbI IAEKTPOHHOM MOYTe HEBEPHbBIM aApecaTaM B
neyaTi MOXKET OblTb HapyLLeHa 13-3a pe3yAbTaTe OMneyaTkm
HenpaBUAbHOM PaboTel + [lepexBaT nedyaTtaemMblx AU CKaHUPYEMbIX

¢ 3AOYMBILLUACHHWKN MOAYYAIOT AOCTYM K BaLLew AAHHBIX XaKepamu
CeTV Yepes NPUHTEP M NCMOAL3YIOT ero AAS «  YTeps AGHHbBIX B PE3YALTATE HEBPEXHON
A@AbHENLLINX aTak YTUAM3ALMN MPUHTEPOB B KOHLIE X

e AOCTYM K KOHPUACHLMNAABHBIM AOKYMEHTaM, SKNBHEHHOIO LIMKAS.

3a0bITbIM B BbIXOAHOM AOTKE MOCAE MedaTu

«BHeapeHe OCHOBHbIX CTaHAAPTOB MHMOPMALIMOHHOM He30MacHOCTU ABAAETCA
CTOSLLMM BAOYKEHMEM CPEACTB AAA ODUCOB, B KOTOPbIX 06pabaTbiBatoTcA BOAbLLME
06BbeMbl AGHHbBIX. B HalLW AHM MPUHTEP nMepecTan bbiTb MPOCTbIM YCTPOWCTBOM, Tenepb

3TO CepBeP C PYyHKLMEN neyaTm».

(pyKOBOAMTEADb OTAEAS MHMOPMaLMOHHOM Be3onacHocTK, Publicis Groupe)
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BE3OIACHbDIE PELLIEHUA AASA
NEYATU B BALLEN KOMMAHUM

BcTpoeHHble pyHKUMU 6e30MnacHoOCTU U KOHPUAEHLUMUNAABHOCTH

Koraa Mbl pa3pabaTbiBaeM UAK BbIBMPAEM TEXHOAOT UM, MOOAYKTbI U YCAYTU AAA
HALLMX KAMEHTOB, Mbl YYUTbIBAEM UX BO3MOXKHOE BAUSHME Ha paboyyio Cpeay
HALWMX KAMEHTOB. VIMEHHO MO3TOMY HalUn OPUCHble MHOMOMYHKLIMIOHAAbHbIE
MPUHTEPb! OCHALLEHbI LLUMPOKMM HAabOPOM BCTPOEHHbIX 1 AOMOAHUTEABHO
npuobpeTaeMbix GYHKLMIN 6E30MacHOCTU, KOTOPbIE MO3BOAAOT KOMMaHUAM
AODBOro pasmepa AOCTUYb HEODXOAMMOIO YPOBHSA 3aLLNThl AAS:

D OC

&

| YCTPOWMCTB | CETEM | AOKYMEHTOB | MPEANPUATUS

ey MEDKAYHAPOAHDIE

——8 CTAHAAPTbI U MPOBEPKA
CEPTUDUKATDI x BE3OMACHOCTHU

Halum MHOrOdDYHKLVOHaAbHbIE MPUHTEPDI KomMnaHuma Canon MCNoAb3yeT OAVH U3 CaMblX
imageRUNNER ADVANCE npoxopaT CTPOMMX PEXXMMOB MPOBEPKKW HE&30MacHOCTM
PErYAAPHYIO OLEHKY U CepTUDUKALIMIO BO BCEW MHAYCTPUM ODPUCHOTO 0O0PYAOBAHMNS.
Ha COOTBETCTBME OOLLUVM KPUTEPUAM U TexHOAOr MK, NCMOABb3YEeMble B HaLUMX
TpeboBaHuaMm cTaHaapTa IEEE2600 no YCTPOWCTBax, TECTMPYIOTCA Ha COOTBETCTBME
6e30MacHOCTM MeYaTHbIX YCTPOWCTB. TEM CTaHAAPTaM, KOTOPbIM AOAYKHA

COOTBETCTBOBATb Hallla KOMIMaHWMA.

ABAAACH AMAEPOM B OBAACTU PA3PaABOTKN MHHOBALIMOHHbBIX PELLUEHNM AAS NeYaT U
VMPAaBAEHUA MHDOPMaLMer B odurcax M koMrnaHmax, Canon padboTaeT COBMECTHO C

KAVMEHTaMK, MOMOoras MM UCMOAb30BaTb KOMMAEKCHbIN MOAXOA K MHDOPMaALMOHHOMN
6e30MacHOCTW, KOTOPbIN MOAPA3YMEBAET, YTO MEePbl HE30MACHOCTU B TEXHOAOIUAX AAA
oduca ABAAKOTCA YaCTbto 0bLLen MHPOPMALIMOHHOWM SKOCUCTEMDI.
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SALLLUTUTE

YCTPOUCTBO

KoMnAeKcHasa 3awimTa Balnx PUsnyecKnx akTuBoB

&

PELLEHUSA AAS
AYTEHTUOUKALUN
NMOAb3OBATEAEMN

3aWmUTUTE YCTPOMCTBO OT HECAHKLMOHWPOBAHHOIO
VICMOAB30BaHUA, BHEAPVIB KOHTPOAb AOCTYMa
MOAb30BaTEAA C MOMOLLbIO ayTeHTUdUKaLMM. ITO
Tak)Ke MO3BOAUT MOAb30BaTEASM ObICTPEe MOoAyYaTb
AOCTYIM K HY>KHbIM MapaMeTpaM 1 3aAaHNAM nedaTu, B
TO »Ke BpeMs MNoBbilasg BUAMMOCTb M MPO3PadYHOCTb
npoLeccoB. Halm odUCHbIE MPUHTEPbLI 0O0PYAOBAHbI
TMOKUM peLleHreM AAA BXoaa uniFLOW Online
Express, KoTopoe obecrneumBaeT ayTeHTUDOUKALMIO
MOAb30BaTeAel Mo 6ase AaHHbIX Ha YCTPOWCTBE, Mo
AroMeHy Yepes Active Directory nam dyepes cepaep
uniFLOW. 2T0 paeT BO3MOXXHOCTb KOHTPOAMPOBATH
AOCTYM K YCTPOWCTBY U AOCTWUb BaAaHca Mexay
YAODCTBOM MOAb30OBaTEAEN U HE30MaCHOCTHLIO.

' ' SALWLNTA AAHHDbIX HA

)KECTKOM AUCKE

Ha MHOrod®YHKLVOHAABHOM MNPpUHTEpPe BCeraa
XPaHWTCA BOAbLLIOM 0OBbeM AaHHbIX, KOTOPbIE
HEOOXOAMMO 3alLMLLaTb, — OT 3aAaHMM Ha MeYyaTsb,
HaxXOAALLIMXCSA B O4YepeAr, A0 MOAYHEHHbIX daKcoB,
OTCKaHMPOBAaHHbIX M306paskeHMM, aapPeCHbIX

KHWT, )KYPHAAOB aKTUBHOCTW W MCTOPWUW 3aAaHUIA,
YcTtpomcTBa Canon npeaAaratoT pas MHCTPYMEHTOB
AAS 3aLLUMTBI AQHHbBIX Ha BCex aTanax >XM3HeHHOoro
LIMKAQ YCTPOMCTBA, @ Tak»Ke AAS COXPaHEeHUs Mx

KOHPUAEHUMAABHOCTM, LLEAOCTHOCTU M AOCTYMHOCTM.

v CUCTEMA YTNPABAEHNUA

AOCTYNOM

OTa GYHKLMA MO3BOAAET MPEAOCTABAATL AOCTYIM

K KaXKAOM OTAGABHOM PYHKLMKM YCTOOMCTBA.
AAMUHUCTPATOPBLI MOMYT UCMOAb30BaTb CTaHAAPTHbIE
AOCTYTMHbIE POAUV AWM CO3AABATb MOAb30BaTEABLCKME
POAV C HEODOXOAVMbBIMK MPaBaMM 11 YPOBHEM AOCTYMa.
Hanpumep, HEKOTOPbIM MOAb30BaTEASM MOXKHO
OrpaHNYMTb AOCTYI K KOMMPOBAHMIO AOKYMEHTOB VAU
ICMOAB30BaHWIO DYHKLMM OTMPRABKM.

A
HACTPOMKA NMOAUTUKMU
@ BE3OMNACHOCTHU

Hosenwme yctpomcTea imageRUNNER
ADVANCE DX Takyke ocHalleHbl pyHKLMen
MOAUTKKM 6E30MacHOCTK, KOTOpasa NO3BOASAET
AAMUHMCTPATOPY YMPABAATb BCEMY MapaMeTpaMu
6e30MacHOCTM B OAHOM MEHIO 1 PEAAKTUPOBATb
X AO MPUMEHEHUSA B KadecTBe KOHOUrypaumm
yCTpomncTBa. NocAe NprMeHeHMs MCMNOAb30BaHVe
YCTPOMCTBA VI M3MEHEeHKe NapamMeTpoB AOAXKHbI
MPOVCXOAVTE B COOTBETCTBUM C 3TOM MOAUTUKOWN.
MOAUTYIKY 6€30MacHOCTU MOXKHO 3aLLUVTUTb
OTAEABbHbBIM MapoAeM, YTOObI OHa obecrnedmBana
AOMOAHUTEABHbIE BO3MOXXHOCTU YrpaBAEHA

1 6e30MacHOCTb, a AOCTYIM K Hel ObIA TOABKO Y
OTBETCTBEHHOro crieumnaamcTta no NT-6esonacHoOCTW.

lH AAMUHUCTPUPOBAHME
XLy YCTPOUCTBA

KoHdurypaums yCTPOMCTBA, a TakyKe rnapameTpbl

CETU U APYIE BO3MOMHOCTM YMPAaBASHNA AOCTYMHbI
TOABKO MOAB30BaTEAAM C MPaBaMmM aAMUHUCTPATOPa —
3TO HEOBXOAMMO BO U3BEXKaHME CAYYaANHOIO A
NPeAHaMEPEHHOMO U3MEHEeHUA KOHMUMYpaLImM.

4+ ) NPEBEHTUBHAS4A
SAWLUNTA

MpoaykTbl imageRUNNER ADVANCE DX npeaasaratoT
pPAA HaCTPOEK 6e30MacHOCTU, KOTOPbIE MO3BOASHOT
3aLUNTUTL NPUHTEPbLI OT aTak. PYHKLMA NPOBEPKM
CYCTeMbl MpW 3anycke obecnedmBaeT LIeAOCTHOCTb
MNPOrPaMMHbIX KOMMOHEHTOB YCTPOMCTBa MNOCAe
BKALOYeHMs, a McAfee Embedded Control obecneunTt
HAAEXKHYIO PAbOTY Ha MPOTAXEHUM BCEro >KN3HEHHOro
LIMKA@ YCTPOWCTBA, MpeAOTBpaLLas NporpaMMHble cbom
11 3aMyCK HECaHKLVOHMPOBaHHbIX MPOrpamMM BO BpemMs
paboTbl MprHTEPa. B AOMOAHEHVE K 9TOMY AaHHble
CUCTEMHOIO »XYPHaAa B pexkmMMe peaAbHOro BpeMeHu
NOAAEPXKMBAIOT ©E30MaCHOCTb AGHHbBIX YCTPOWCTBA U
BbIMOAHAOT MOHUTOPWHI (A@HHbIE MOXKHO CUYMTBIBaTb
COBMECTMMOW CTOPOHHEM cucTemom SIEM).
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HACKOABKO XOPOLLO 3ALUMLLEHbI BALLW YCTPOUCTBA?

1
Balum ycTponcTBa PacnoOAOXKEHbI
B OOLLIECTBEHHbIX MecTax?

4

MO>XHO AU MOAYUYUTb
HEeCaHKLMOHUPOBAHHbIN AOCTYM K
HACTPOWKaM YCTPOMCTBA?

2 3

MoryT AM MOAb3OBaTEeAMU McnoAb3yeTe AU Bbl UHCTPYMEHTDI
MOAYYUTb He3aLLUULLEHHbIN AAS 33aLLUUTBI MHDOPMaLIMK Ha
AOCTYM K YCTPONCTBaM? YECTKOM AUCKE YCTPOMCTBA?

5

3aAYMbIBAaAUCH AU Bbl O
YXN3HEHHOM LIMKAE N 6e30MacHom
YTUAN3ALIMM BALLIErO YCTPOWCTBA?

LLUNDPPOBAHUE XXECTKOIO AUCKA

Halwum yctpomncTtBa imageRUNNER
ADVANCE DX LWndpytoT BCe AaHHble Ha
MECTKOM AUNCKE AAS MOBbILLEHUS YOOBHSA
6e30MacHOCTU. Yun 6e30MnacHoOCTH,
OTBeYaroLLMM 3a LNPPOBaHME AAHHDIX,
COOTBETCTBYET CTaHAAPTY 6&30MacHOCTU
FIPS 140-2 ypoBHSA 2, MPUHATOMY
npasuTeAbcTBOM CLUA, 1 cepTudmnumMpoBaH
B paMKax mporpammbl CVMP (nporpamMmma
NPOBEPKM KOUNTOrPadUUECKMX MOAYAEN),
opraHmnsoBaHHom CLLA 1 KaHaaoW, a Takxke ee
AnoHCKoro aHaaora JCVMP.

O4YNCTKA XXECTKOIro ANCKA

HekoTopble AaHHbIE, HaNPUMepP AaHHbIe
CKOMUPOBAHHbIX UAN OTCKaHWPOBAaHHbIX
N306PaXKEHUIN, a TakXKe AaHHbIE AOKYMEHTOB,
pacrieyaTaHHbIX C KOMMbOTEPa, XPaHATCA

Ha YKECTKOM AMCKE MPUHTEPa orpaHnYeHHoe
BpeMA M YAAAFIOTCH MOCAE BbINMOAHEHWS
COOTBETCTBYIOLLIEro 3apaaHns. Ytobbl
rapaHTUPOBATb NMOAHOE YAAAEHWE OCTAaTOUYHbIX
AAHHbIX HalLW YCTPOMCTBa OCHAaLLaoTCH
SKECTKUM AMCKOM C BO3MOXKHOCTbIO
PEryAdpHOro YaAaAeHMA OCTaTOYHbIX AaHHbIX B
KayecTBe aTarna 06pPaboTKK 3aAAHUN.

NMHNUMNAANSALINA BCEX AAHHbIX U
NMAPAMETPOB

YTobbl MPeAOTBPATUTE YTEPIO AGHHbIX MPW
3aMeHe UAU YTUAM3ALMU YKECTKOIO AMCKA,

Bbl MOXKETEe repes3anmcaTb BCe AOKYMEHTbI U
AAHHbIE Ha >KeCTKOM AMCKE, a 3aTEM BbINMOAHUTbL
COPOC HACTPOEK A0 3HAYEHUM MO YMOAYAHUIO.

PE3EPBHbIVN YXXECTKUN AUCK*

KoMAaHuM MOAYUYUAK BO3MOXKHOCTb
BbIMOAHATbL PEe3epBHOE KOMMPOBaHME
AQHHbBIX C »XeCTKOrO AMCKa YCTPOWCTBA Ha
AOTIOAHUTEABHO MPUOBPETAEMbIN KECTKUM
AVCK. [pn pe3epBHOM KOMMPOBaHUM AdHHbIE
Ha 0BOUX YKECTKUX AVCKaX MPOXOAAT MOAHOE
LndpoBaHmMe.

* ONMUMOHAABHO AAS BbIBPAHHbIX MOAEAelr. AAS MOAYYEeHUS
NnoAPO6HOM MHPOPMALMK O AOCTYMHbBIX QYHKLMAX U OMNUMAX
Ha Pa3HbIX MOAEASAX YCTPOMNCTB AMHENKN 0bpaTUTecCh K
npeacTtaBuTento Canon.

3awmTtuTte cBor opuc 5
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MOXXET AU MPUHTEP CTATb UCTOYHUKOM YIPO3bl AASI BALLEA CETU?
* ECTb AV BO3MO>KHOCTb MPOBECTK aTaKy Ha BallW CETEBble MOPThl?
*  MoOryT AM roCTW BbIMOAHATL MeYaTb U CKaHWPOBaHMe, He NMoABEpPrasd Ballly CETb PUCKaM?

*  [loAAEPKMBAKOTCA AW BalLer CMCTEMOM MOAUTUKM BE30MacHOro NCrNoAb30BaHKA
AVYHbIX YCTPOWCTB MOAb30BaTEAEN?

LLndpytoTca AW AaHHble NedaTu npu nepeapade ¢ MK Ha yCTpOMCTBO BbIBOAA?

BesonaceH AV MpoLecc nepeAadm AaHHbIX NMeYaT M CKaHMPOBAHUA?

W
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Canon npeaAaraeT psA peweHum AAS obecrneyeHUs
6e30MnacHOCTU, KOTOpPbIle 3alUUTAT Bally CeTb U
AQHHbI€ OT BHYTPEHHUX U BHELLUHUX aTaK.

DUADBTP IP- U MAC-AAPECOB

3alUUTUTE CBOKO CETb OT HECAHKLIMOHUPOBAHHOIO
AOCTYMa CTOPOHHUX AULL, PA3PELLMB CBA3b TOABKO
C YCTPOWCTBAMU, UMEIOLLIMMU OMpPeAEAeHHble

IP- uAan MAC-appeca; 3Ty GYHKLNIO MOXKHO
HACTPOUTb KaK AAS MepeAadn AQHHbIX BHYTPU
CeTU, TaK U UX BbIBOAA 33 €€ MPEAEADI.

KOH®PUTI'YPALUA MPOKCU-CEPBEPA

HacTpolTe NpoKcu-cepBep, YTObb! YNPaBAATb
MOAKAOUYEHUAMN BMECTO Balllero yCTPOMNCTBa,
M UCMOAb3YMTE ero npu NoAKAKYEHUN K
YCTPOWNCTBaAM BHE CeTW.

AYTEHTUDPUKALINA MO IEEE 802.1X
HecaHKLMOHUNPOBAHHbIN AOCTYM K CETKU
6AoknpyeTcs LAN-KOMMYTaTOPOM, KOTOPbIN
NPEeAOCTaBASIET AOCTYMN TOAbKO KAUEHTCKUM
YCTPOWCTBaM, aBTOPU30OBaHHbIM CEPBEPOM
ayTeHTUDUKaL M.

NMOAKAKOYEHWE YEPE3 IPSEC

MNMoakAoUYeHMe Yyepes IPSec npeaoTBpaLlaeT
nepexeaT UAM pacundpoBKy |IP-nakeTos,
nepeaaBaeMblx no IP-cetn, CTOPOHHMMUK
AULLAMMU.

Mcnoab3yinTte wndpoBaHme cBa3nm TLS BO
n3beXxkaHme NMPOCAYLLUMBAHNA CETU U XULLIEHUS
AQHHbIX, NepPeAaBaEMbIX MeXXAY MPUHTEPOM

N APYFrMMU YCTPOMCTBAMU, HarNpumep
KOMMbIOTEPaMMU.

YMNPABAEHUE MOPTAMU

HacTpanBanTe napaMeTpbl MOPTOB B paMKax
KOHDUrypaLmnm NoAUTUKM 6e30MacHOCTMU.

ABTOMATUYECKA4A PET'MCTPALIUA
CEPTUDPUKATOB

C aToM dYHKLMEN Bbl CMOXKETE 3a0bITb O TAKOM
rnpoLiecce, Kak MNoOAAEPXKKA cepTUDMKATOB
6e3ornacHocTU. C MOMOLLIbIO MPOBEPEHHOMN
TEXHOAOI MM CUCTEMHbIN AAMUHUCTPATOP
MOXXET aBTOMAaTUYECKN OBHOBAATb U
BbIMYCKaTb CEPTUPUKATLI B LIEAAX COBAIOAEHUSA
MOAUTUK BE30MacHOCTMK.

MOHUTOPUHTI >)KXYPHAAOB

PasAunYHble >KYPHaAbl MO3BOAAIOT OTCAEXMBATb
NCMOAb30BaHME YCTPOMCTBA, BKAIOYasA
3a6A0OKMPOBaHHbIE 3aMPOChl Ha MOAKAIOHYEHME.

WI-FI DIRECT

ObecneybTe BOSMOXXHOCTb Ne4vyaTu C
MOOUABHbIX YCTPOWCTB NOCPEACTBOM
OAHOPAHIOBOro CoeAnHeHns bes
HEeOBXOAMMOCTM MOAKAKOYATDL €ro K
KOPMOpaTUBHOW CETU.

LWLIMDOPOBAHUE AAHHDIX MNMPU_
B3AMMOAENCTBUN C YCTPOUCTBOM

STa onuma LMdpPYeT 3aAaHUA NeYaTn npu
MX OTMpPaBKe C MOAb30BaTeAbCKoro MK Ha
MHOFOYHKLMOHAABHbBIN NPUHTER. Bbl Tak>ke
MOYKeTe LLUMDPOoBaTb OTCKAHUPOBAHHbIE
AaHHble B dopmMaTe PDF, akTuBmnpoBaB
YHUBEPCAAbHbIN HABOP DYHKLINIA
6e30MacHOCTM.

FOCTEBASA NMEYATb C MOBUADbHbIX
YCTPONCTB

Halle nporpaMMHoe obecneyeHne AN
yrpaBAeHUa 6e30MacHOM ceTeBOW NevYaTbio
N CKaHUPOBAHMEM YCTPAHAET YaCTOTHbIE
MPOBAEMDI, CBA3aHHble C 6e30MacHOCTbIO
neyaTmn ¢ MOBUAbHbIX YCTPOWCTB U rOCTEBOM
rneyaTun, NPeAOCTABAASA BHELLHME CMOCOobbI
OTNPaBKM 3aAaHUM HA NeYaTb, TaKMe Kak
SAEKTPOHHAasA NoYTa, UHTEPHET U MOBUABHOE
MPUAOXKEHWe., 9To obecrnedmBaeT paboty MDY
Cc 6e30MnacHbIM UCTOYHUKOM, MUHUMUSUPYA
BEPOATHOCTb B3AOMa.

ABOWMHAS CETb

HoBaga TexHoAOrnsa Tenepb NO3BOAAET
paboTaTb C AByMA MHTepdencamm ceTteBoro
MOAKAOUYEHUSA: OCHOBHOE MOAKAKOYEHMe
Bceraa byAeT NMpoOBOAHbLIM, MPWY 3TOM BTOpOE
MOAKAIOUEHME MOXKET ObITh KakK MPOBOAHBIM,
TaK 1 6eCnpoBOAHBIM AAA BOAEe CTPOroro m
6€30MacHOro pPasAeAeHmns ceTen.

3awmTtuTte cBon opuc 7
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SALLUTUTE CBONW
AOKYMEHTDI

Bce KoMNaHum MMeroT AEAO C KOHPUAEHLUMAABHBIMU AOKYMEHTAMU, TAKUMU KakK
KOHTPAKTbI, COrAaLLEeHUNA, BYXraATePCKMNE AOKYMEHTbI, AaHHbIE O KAMEHTaX, MAaHbI
OTAGAA Pa3pPaboTKM U MHOIoe Apyroe. B cAydae ecAM TakMe AOKYMeHTbl MonaayT
B Yy>KME PYKU, MOCAEACTBUSA MOIYT BapPbMPOBATHCA OT MOAPbBIBA pernyTaunm A0
KPYMHbIX WTPadOB UAM AarKe CYAEOHbIX MCKOB.

Canon npeAaAaraeT psA pelleHun Ana obecrneyeHusa 6e30nacHOCTU, KOTOpble MOMOryT BaM
3alWMNTUTb KOHPUAECHLUMAABHBIE AOKYMEHTbI Ha NPOTAXXEHUM BCEro UX YXUSHEHHOIO LIMKAA.

KOHO®OUNAEHLUMAABHOCTD
‘ MEYATHbIX AOKYMEHTOB
Be3onacHas nevarTb

MoAb30BaTeAb MOXeT 3apaaTb PIN-koa nedaTuy,
UTObObI NeYaTb AOKYMEHTa HauYMHAAAChb TOAbKO

nocAe BBoAa NpaBuMAbHOro PIN-koaa Ha yCTpouncTBe.

STO MO3BOASET 3aLLUNTUTb KOHOUAEHLIMAABHbIE
AOKYMEHTbI.

MpuocTaHOBKa BCeX 3aAaHUM Ha nevyaTb

Ha yctponctBe imageRUNNER ADVANCE DX
AAMUHUCTPATOP MOXKET NPUOCTAHOBUTb BCE
OTMNpPaBAEHHble 3aAaHMNA Ha NeYaTb — TakuUM
06pa3oM AASA MeYaTV MOAb30OBaATEAAM HEOHBXOAMMO
OYAET BbINOAHUTb BXOA B CUCTEMY, 38 CUET Yero
obecneymBaeTca 3alMTa KOHOUAEHLIMAABHOCTM

BCeX neydyaTHblIX MaTepPUnaAOB.

_'-I NMPEAOTBPATUTE CO3AAHMUE
AYBAUKATOB

MNMeyaTtb C BUANMbIMU BOAAHbIMU 3HaKaMU

ApaﬂBepbl MO3BOAAKOT NMeydaTtaTb Ha CTpaHunue

BUNANMbIE OTMETKU, KOTOPbIEe PAaCrnoAararkoTca

MOBEPX COACPXKMMOIro AOKYMeHTa. OTo

MO>HO MCMOAb30BaTb AAS MHPOPMUPOBAHUSA

COTPYAHMKOB O KOHDUAEHUMAABHOCTU AOKYMEHTa U
npeAOTBPaTUTb ero KonmpoBaHMe.

MeuyaTb/KONUpPOBaHUE C HEBUAUMBIMU BOASIHbIMU
3HaKaMu

EcAM 3Ta YHKLUMSA BKAKOUEHA, AOKYMEHTbI ByAYT
reyaTaTbCs UAM KOMUPOBATLCH CO BCTPOEHHbIM
CKPbITbIM TEKCTOM Ha dOHe, KOTOopbIn byaeT
MPOSABAATLCS MPU CO3AAHNU AYBAMKATA U UrpaThb
POAb CAEPYXKUBAIOLLIEN Mepbl.

MpeaoTBpaLLEeHUe yTepu AaHHbIX Ha
KOPNOpPaTUBHOM YPOBHE

BbiBeanTe GYHKLUMM AASA MPEAOTBPALLEHUSA yTepu
AQHHbIX HA HOBbIM YPOBEHb — UCMOAb3YMNTE

MouToBbIe ALMKHU

3aAaHMA Ha NeYyaTb AU OTCKAHMPOBAHHbIE
AOKYMEHTbI MOYXXHO XPaHUTb B MOYTOBbIX ALLMKAX
AASI AOCTYNa B AtoHOe yaobHoe Bpema. MNoyToBble
ALLMKN MOXKHO 3alLnUTUTb PIN-KOAOM, UTOObI TOABKO
Ha3HaYeHHble MOAb30BAaTEAU MOIAU OCYLLECTBAATb
AOCTYT K UX COAEPXKMMOMY. B 3TOM 3aLLMLLIEHHOM
MPOCTPAHCTBE HA YCTPOMCTBE MOXXHO XPaHUTb
4acTo ne4vyaTaeMble AOKYMeHTbl (Hanpumep, 6AaHKK
N GopPMbl), KOTOPbIE TPEDYIOT OCTOPOXKHOIO
obpalleHus.

Be3onacHaga ne4yatb uniFLOW*

BesonacHas neyaTtb uniFLOW MyPrintAnywhere — aTo
OTnpaBKa 3aAaHMIN Ha NeYyaTb Yepes YHUBEPCAAbHbIV
APANBEP M MX NedaTb Ha AOOOM MPUHTEPE CeTu.

uniFLOW B coyeTaHuu c iW SAM Express. 2T0
CEepBEPHOE peLleHMe MO3BOASAET BbINMOAHATb
OLUMPPOBKY U apPXMBUPOBAHNE AOKYMEHTOB,
OTMNPABAEHHbIX Ha MPUHTEP UAK MOAYYEHHbIX C
YCTPOMNCTBA, a Tak)Ke aHaANU3MPOBaTb TEeKCTOBbIE
AdHHble 1 aTpMOyYTbl MPU PearnpoBaHMM Ha yrpo3bl
6e30MmacHoOCTK.

OTCcAeXMBaHME UCTOYHUKA AOKYMEeHTa*
MocpeACTBOM BCTPOEHHOIO KOAA Bbl MOXKETE
OTCAEXUMBaATb MCTOYHUK AOKYMEHTa.
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HACKOABbKO XOPOLLUO 3AWMNUIEHDI BALLUIM AOKYMEHTDI?

3
Mo>keTe AU Bbl OTCAEXXMBATb
MCTOYHUK NeYaTHbIX AOKYMEHTOB?

1 p
MmMeroT An
HeCaHKLMOHMPOBAHHbIE
MOAb30OBATEAU AOCTYM K
KOHDUAEHLIMAABHbBIM
AOKYMEHTaM Ha NpuHTepe?
YCTPOMNCTBE?

4 5
Mo>KeT AU APYron YeAoBeK
3abpaTb BallM
KOHPUAEHLIMAAbHbIE AOKYMEHTbI

nocAe neyaTtm? YCTPOMNCTBA?

MoykeTe AU Bbl 0b6ecrneynTb
KOHPUAEHLIMAABHOCTb AOKYMEHTOB,
KOTOpPble MPUHAAAEXKAT Pa3HbIM
MOAb30BaTEAAM, HO
06pabaTbIBAOTCA Ha EAVHOM

Mo>keTe AU Bbl MPEeAOTBPATUTb
UacTble OLLUNBKM, BO3HUKAOLLIME
Mpu OTNpPaBKe AOKYMEHTOB C

w MOAHBIA KOHTPOAb HAA OTMPABKOM
AOKYMEHTOB U ®AKCOB

OrpaHuyeHMue Crnucka appecaTtoB

YT06bl COKPATUTb PUCKU YTEUKU MHPOPMaLIUW,
AAMUHUCTPATOPbI MOTYT OrPaHNYNTb

AOCTYM K PAa3AMYHbBIM aapecaTaM, HanpuMep
OTCYTCTBYHOLLUMM B aAPECHOW KHUIre Ha cepBepe
LDAP, He 3apermcTpmpoBaHHbIM B CUCTEME UAU HA
ornpepAeAeHHOM AOMEHe.

OTKAIOUYEHME aBTO3aNOAHEHUS aApPecoB
MNpeAoTBpaTUTE OTMNPAaBKY AOKYMEHTOB HEBEPHbIM
aApecaTaM, OTKAKOYMB aBTO3arMoAHeHe aApecoB
SAEKTPOHHOM MoYThI.

3awmTa aApPeCcHOM KHUMu

YcTtaHoBuTe PIN-KOA AAST 3aLLUMTBI QAPECHOM KHUMU
YCTPOMNCTBA OT HECAHKLIMOHUPOBAHHOIO AOCTYMa
NMOAb30OBaTEAEN.

MoAnuch yCTPOMCTBA

[MoARNCh YCTPOMCTBA MOXXHO A0GaBUTb Ha
OTCKaHMPOBaHHbIE AOKYMEHTbI B dopMaTax
PDF nAn XPS Cc NOMOLLIbIO KAOUYA U MexaHU3Ma
cepTUdUKaLMM — TakMM 06pasoM MoAyYaTeEAb
CMOXKEeT NPOBEPUTb NCTOUYHUK M MOAAUNHHOCTb
AOKYMEHTa.

MoaTBep>xpAeHUe HoMepa dakca

[MpeaoTBpaTUTE OTMPABKY AOKYMEHTOB
HernpaBUAbHbIM aapecaTaM, 3arpPocKB NMOBTOPHbIN
BBOA HOMepa daKca NMoAb30BaATEAAMU.

KoHdUuaAeHUMaAbHOCTb NOAy4YaeMbiX PaKcoB
HacTponTe yCTPOMCTBO Ha XpaHeHune
AOKYMEHTOB B NaMaATK 6e3 1x nedatun. Bbl Takke
MOXETE COXPaHUTb KOHPUAEHLIMAABHOCTb
MOAYYEHHbIX MOCPEACTBOM daKca AOKYMEHTOB,
NPUMeHMB NMapaMeTpP AAS UX COXPaHEeHUa B
KOHPUAEHLMAABHYIO NanKy UAM 3aLmMTuB nx PIN-
KOAOM.

NMPOBEPKA UCTOYHUKA N MOAANHHOCTU AOKYMEHTA
NMOCPEACTBOM LIUDPOBbIX MOAMUCEN

MoAanucb NoAb3OBaTeAsa™

OTa onuMa NO3BOASAET MOAb30BATEAAM OTMPABAATD
danabl PDF nam XPS ¢ yHUKaAbHON LIMdPOBOMN
MOAMMCHIO MOAb30OBaTEAS, MOAYYEHHOMN OT
cepTuduULmMpyroLLen KoMnaHnm. Takmum obpasom
MOAYyYaTEAb CMOXET MPOBEPUTb, KTO MOCTAaBUA
MOAMMUCH MOA AOKYMEHTOM.

NPUMEHANTE NOAUTUKU C UHTEMPALMEN ADOBE

LIFECYCLE MANAGEMENT ES

MoAb30BaTEAM MOryYT 3alUmLLaTh dpanabl PDF 1
NMPUMEHATb K HUM €AMHOO0DPAa3HbIe U AMHaMUYecKmne
MOAUTUKN AAST KOHTPOAA AOCTYMa U Npan
NMOAb30BAHMSA, @ TaK>Ke 3alUNTbl KOHOUAEHLMAABHOMN
N LeHHOM MHDOoPMaLMM OT HEeYMbILLAEHHOro

NAWN 3AOYMbILLAEHHOIO pa3rAalleHus. MoAnTUKn

6€30MacHOCTU MOAAEPYKMBAKOTCS Ha YPOBHE
cepBepa, MO3TOMY MPaBa MOXXHO U3MEHUTb AaXKe
nocAe pacnpeaeAeHns danaa. YCTPOWCTBa cepum
imageRUNNER ADVANCE DX MOXXHO HacTpouTb
AAA MHTerpaunm ¢ Adobe® ES.

* I'Ipl/lo6peTaeTc;| AOMOAHUTEABHO. AASI MOAYYEHNS I'IOApO6HOI;I VIHCbOpMaLI,l/IVI O AOCTYMHbIX d)yHKLLVIFlX N OoNuUMAX Ha Pa3HbIX MOAEAAX

YCTPOMNCTB AUHENKN 0BpaTUTEeCh K NpeacTaBuTeAto Canon.

3awmTuTte cBon odpuc
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BE3OMNACHOCTbD _
KOPMNOPATUBHOM
MHDOPMALUA

Canon MOYKeT BHEeCTU CBOM BKAAA B MOBbILLEHME
VPOBHSA 3aLMTbl MHDOPMaL MM B BaLLlen opraHmsaLmu.

NMOAHbIN KOHTPOAbDb
. HAA KOMMAEKCHbIMU
8 ‘ § NOTPEEHOCTSIMU B OLIMDPOBKE
1 ¥ | nPABOTE C AOKYMEHTAMU

C HaLLUVM MOAYAbHbBIM MPOrPaMMHbBIM
obecneyeHneM AAS YMNPABAEHUA AOKYMEHTaMM
KOMMaHMM MOFYT HaCAaXKAATbCA 6e30MmacHbIM
COBMECTHbIM MCMOAb30BaHMEM CETEBBIX
YCTPOWCTB 1 6e30MacHOM NevyaThbio 3aAaHUM Ha
AOOOM U3 MPUHTEPOB, MOAKAIOUEHHbIX K CEpBEPY
YAPABAEHUSA AOKYMEHTaMU. [ToAb30BaTEAU
MOBUABHBIX YCTPOWCTB MOIMYT BOCMOAb30BaTLCH
CEePBVICOM C LIEHTPAAN30OBAHHbBIM YIPABAEHWVEM,
KOTOPbIM obecneymBaeT He30nacHbIM AOCTYM
MOAb30BaTEAEN CUCTEMbI M FOCTEN K MeYaTu C
MOBUABHbBIX YCTOOWCTB.

MoAYAb CKaHWPOBaHMA Ha MDY obecrneymBaeT
OLIMDPOBKY KOPMOPATUBHbBIX AOKYMEHTOB, @ Tak>Ke
VX CXKaTue, KOHBEPTUPOBAHME 1 PACTPEAEAEHVIE
MO PAa3AMYHbBIM MECTaM Ha3HaYeHKs, BKAKOYasA
obAauHble CUCTEMbI. Bbl Takyke MoykeTe 6e30MmacHOo
NepeHanpPaBAAaTb 3aAaHMSA NeYaT Ha HanboAee
MOAXOAALLMY MPUHTEP, ONTUMUN3VPYSA CTOMMOCTb
MeYaTh KaXkKAOro AOKYMEHTA.

Halle pelleHne YCUAMBAET 3aLLUMTY AOKYMEHTOB
B BalLer KOMMAaHWM C MOAHBbIM BYyXFaATEPCKUM
yYyeToM, obecneymBas Npo3pPad“YHOCTb onepaLn
Ha YPOBHE MOAB30BATEAEN, YCTPOMCTB 1 OTAEAOB.

LEHTPAAU3SOBAHHOE
YNPABAEHUE NMAPKOM
YCTPOUCTB

Halue MO aAAa ynpaBAeHUA ycTpomcTBaMuy iW
MC paeT AOCTYM K MapaMeTpaM YCTPOMCTBA,
MOAUTUKAM 6e30MacHOCTU, MapPOAAM

1 cepTudmKaTaM, a Tak>Ke yCTaHOBKE
0OHOBAEHUM BCTPOEeHHOoro MO Ha yCTpoWCcTBa
Canon B ceTu, YTO COKPaTUT Harpysky Ha NT-
OTAEA U1 MOMOXKET obecrnednTb 6e30MacHOCTb U
AKTYaAbHOCTb BalLlen MHOPACTPYKTYPbI NedaTu.

> KOMMAEKCHbIA AYAUT
© AOKYMEHTALUMU

Hallly apxXUTEeKTYpy CepBUCOB AAS ODUCHOWM
AOKYMEHTaLMM MOXKHO AOMOAHUTD
YHUKAABHBIMU OMLMAMM AAA TIOAHOMN
oLUndPOBKK (T.e. CKaHMPOBaHUA 1 3aMncKn
MeTaAaHHbIX) BCEX AOKYMEHTOB, 06paboTaHHbIX
ycTpomcTBamMn imageRUNNER ADVANCE DX.

YNMPABASAEMbBIE NMPOLECCDI
=] NEYATU

Canon MPS coy4eTaeT B cebe MHHOBALIMOHHbIE
TEXHOAOI M 1 MPOrPaMMHbIE PeLLeHNs C
MNOAXOAALLMMM CEPBUCAMM, KOTOPBbIE MOMOraroT
AOAXKHBIM 00Pa30M HACTPOWTb MPOLIECCHI MeYaT
1 PaboTbl C AOKYMEHTaMM 6e3 HEOOXOAMMOCTW
B AOMOAHUTEABHOW Harpyake AAa NT-oTaeAna.
BAaroaaps ynpexxAaroLLEMY YIPABAEHUIO K
HEeMPePbIBHOW ONTUMM3ALIMN MHPPACTRYKTYPbI
MeYaTu M MPOLIECCOB AOKYMEHTOODOOPOTa Mbl
MOYEM MOMOYb BaM AOCTUUb HEODXOAUMBIX
noKasaTeAer 6e30MacHOCTH, OAHOBPEMEHHO
OMNTUMUBUPYS PACXOAbLI M MOBbILLaA
MPOV3BOANTEABHOCTb BalLLEro bmsHeca.
\ BO3MOXXHOCTH
NMEPCOHAAU3ALUU
Hallla KoMaHAa LUTaTHbIX Pa3paboTyrKoB
MOXET MPEAAOXKNTb U PaspaboTaTb AAA BaC

NepCoHaAM3NPOBaHHOE peLleHke, KOTOpOoe
YAOBAETBOPLUT Balllll YHUKaAbHbIE |'IOTD€6HOCTI/].
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HACKOAbKO KOMIMAEKCHbIM ABAAETCHA BALL MOAXOA K OBECNEYEHUIO
KOPMOPATUBHOWN BEE3OMNACHOCTU?

PacrnpocTpaHaeTca AW Ballla MOANTMKAE 6e30MacHOCTY Ha MapkK
MHOTODYHKLIMOHAABHbBIX YCTPONCTB?

Kak Bbl obecrnedymBaeTe akTYaAbHOCTb MHAPACTRYKTYPbI MeYaT, a Tak»Ke
CBOEBPEMEHHYIO U 2D DEKTUBHYIO YCTAHOBKY NCMPABAEHWUIN 1 OOHOBAEHNN?

MOryT AV TOCTW BbIMOAHATL MedaTb M CKaHUpOBaHWeE, HE MOABEPrasa Ballly CETb
PUCKY?

MoAAEPYKMBAETCSA AM BaLLKVM MapKOM NeYyaTHbIX YCTPOMCTB 6e3onacHoe
MCMOABb30BaHME AUYHbBIX YCTPOWCTB MOAb30BaTEAEN?

AOCTAaTOUYHO AW Y Balllero MT-oTAaeAa BpeMEHU AAA PACCMOTPEHUA MPOOAEM
He30macHoCTn?

HaluAK AM Bbl BaAaHC Mexkay obecrnedeHrieM 6e30MnacHOCTU U
YAOBCTBOM UCMOAb30BaHWS YCTPOWCTB?




NMNOYEMY CANON?
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U NMPO®ECCUNOHAAU3M ‘\‘ NMAPTHEPCKAA PABOTA

NHTerpauusa nporpaMMHbIX U anmnapaTHbIX Mbl MOMoraeM KAMeHTaM BeCcTu

peLeHUn CHM>KaeT BEPOATHOCTL cOoeB B b13HecC yBepeHHee, NPEeAOCTaBASISl UM

pa6o‘re cuCcTeMbl. peweHnda AAA I'IpOGAeM, CBA3aHHbIX C
6e30MNacHOCTbIO AAHHbIX.

CEPBUC = WHHOBALUU
O06Llas KOMaHAA No obecneyeHuto Mbl BHEAPSAEM B CBOU MPOAYKTbI U
MHPOPMALMOHHOMN 6€30MNaCHOCTU AASA YCAYTM UHTE@AAEKTYaAbHble cMocobbl
HaLLWX KAUEHTOB UV BHYTPEHHEM CUCTeMBbI MUHUMU3MPOBATb BO3MOXKHbIE PUCKK AASA
NT-6e3omacHocTn B Canon. MHPOPMaLIMOHHOWM Be30MacHOCTW.

Mbl paccMaTpMBaeM BCE BO3MOYKHbIE
YIPO3bl, KaK BHYTPU, TakK 1 BHE
KOPMNOoPaTUBHOW CETU.

EUROPE

3acayru Canon B Canon U.S.A. cTana
chepe obecnevyeHus obAaAATEAEM HArpaAbl
knbep6esonacHocTu 6bIAU BLI PaceSetter Awards
OTMeueHbl Ha 2017 SCA 2017 (kaTeropua «lleyaTb

C MOBUABHbBIX YCTPOMNCTB U
6e30MacHOCTb MPOLIeCCOB
OLINDPOBKUN AOKYMEHTOBY).

Awards Europe.

Canon Inc. 000 «KaHOH Py» CaHkKT-lNMeTepb6yprckuin buaman
Canon.com Poccusa, 109028, Mockaa, 000 «KaHOH Py»

CepebpsaHunyeckasa Hab.,29 Poccua, 191186, CaHkT-lMNeTepbypr
Canon Europe BrsHec-UeHTp «CepebpsaHbir ropoa» BoAbIHCKMIM mepeynoK, 3A
canon-europe.com Ten. +7 (495)258-56-00 BusHec-LeHTp «CeBepHas CTOAMLAY
RUseian edition Pakc: +7 (495)258-56-01 Ten.: +7 (812) 449-55-00
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LleHTp MOAALPXKKUN KAMEHTOB:
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