Canon

Useful Tips for Reducing the Risk of Unauthorized Access

for Network Cameras

Important System administrators are advised to read.

This document explains the measures to safely use the network cameras.
The explanation is divided into "models released in and after 2022" and "models released before 2022", so

please check the model in use from the following table.

Models released in and after 2022

Models released before 2022

p A-1page

VB-H47
VB-M46
VB-S32VE
VB-S32D
VB-5820D
VB-S920F

p B-1 page

ME20F-SHN

VB-H

VB-H761LVE-H / VB-H761LVE / VB-H760VE / H751LE-H /
VB-H751LE / VB-H730F Mk Il / VB-H730F / VB-H710F /
VB-H652LVE / VB-H651VE / VB-H651V / VB-H630VE / VB-H630D /
VB-H610VE / VB-H610D / VB-H45 / VB-H43 / VB-H41

VB-M

VB-M741LE-H / VB-M741LE / VB-M740E / VB-M720F /
VB-M700F / VB-M641VE / VB-M641V / VB-M640VE / VB-M640V /
VB-M620VE / VB-M620D / VB-M600VE / VB-M600D / VB-M50B /
VB-M44 / VB-M42 / VB-M40

VB-R
VB-R13VE /VB-R13/VB-R12VE / VB-R11VE / VB-R11 / VB-R10VE

VB-S

VB-S910F / VB-S905F Mk Il / VB-S905F / VB-S900F Mk 11 /
VB-S900F / VB-S805D Mk Il / VB-S805D / VB-S800D Mk I /
VB-S800VE / VB-S800D / VB-S31D Mk Il / VB-S31D /
VB-S30D Mk Il / VB-S30VE

ENGLISH



Models released in and after 2022

This chapter describes the following models. For network cameras other than the following models, refer to
"Models released before 2022".

VB-H47
VB-M46
VB-S32VE
VB-532D
VB-5820D
VB-5920F

Canon
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Introduction

Devices that are connected to a network could be targeted for cyber attacks such as unauthorized accesses by non-
intended unauthorized parties. Especially for network cameras, although they can be convenient since they have a variety of
server functions, there is a risk of being attacked by hackers unless operated with security implementations. To completely
eliminate all risks is impossible, however, by studying various risk angles and taking measures based on the security policies,
it is possible to decrease the risk of cyber attacks.

This document explains the security hardening measures to the camera settings targeted for all customers with Canon
Network Cameras (hereafter referred to as the cameras). Refer to this document and implement necessary measures
according to the environment under the customer's responsibility, which will lead to safer camera operation.

About This Document

The security hardening measures explained in this document are mainly for the cameras, which are a part of an entire
system as shown in the figure below. For the entire system's security hardening, measures must be taken according to the
customer's network environment and/or purpose of the camera use.

Measures, not only from cyber attacks but against physical vandalism and mischief, are also important. Some of the
examples of measures here are, embedding the cable that connects to the camera, isolating recording devices, restoring
camera settings when disposing the camera, and remembering to remove the memory card, etc.

Network Cameras
NVR —
Internet

This document mainly

— explains the security

hardening measures

_ —_ possible for the camera's
Router PoE Hub functions and settings.
o
PC pPC
LAN

B Warnings and Symbols

« Inthis document, there are screen shots of the camera's setting page explaining each measure, however, depending
on the camera and firmware version used, the actual settings on the screen may differ. Each function's settings, as well
as important points, are described in detail in the camera's "Operation Guide". Refer to the "Operation Guide" for the
camera being used when setting up the camera.

- Any unauthorized reproduction of this document is prohibited.
« The contents of this document are subject to change without any prior notice.

- Tothe full extent permitted by laws and regulations, neither Canon Inc. nor any of its subsidiaries or affiliates shall be liable
for any losses, direct, incidental or consequential damages, or liabilities that may be incurred as a result of network security
incidents such as unauthorized accesses.

The following symbols used in this document indicate important and supplementary information.
Important Cautions and restrictions are written under this symbol. Make sure to read these carefully.

E Note Supplementary descriptions and reference information are written under this symbol.
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Operating in a Network Configuration Suitable to the Users' Needs

Before explaining what security hardening measures are possible with the camera'’s functions and settings, the network
configuration suitable to the camera use is explained here. Check whether the camera access from outside is necessary.

B Blocking Access from Outside

In order to reduce the security risk when checking the camera’s video or changing the settings, it is effective to block
access physically and/or virtually if it is unnecessary to be made accessible from an external network, such as the internet.

When access from a remote location is unnecessary and the devices accessing the camera can be limited, using only
specific devices in the same local area network will enhance security. When it is necessary to access the camera from a
remote location, it is important to use a method that can communicate safely, such as using a VPN that can block access
from the outside.

Network Cameras

=)
NVR — ﬁ
Internet

7NN -
11 M—{oooo

Router PoE Hub

A\ | /4

If the network system can be
established with access to the
cameras only within the local area
network (blue arrows), configure c \ c \
the network so as to block access PC PC
from external networks (red arrow).

What is a VPN?

A VPN is an abbreviation of the word Virtual Private Network, which creates a virtual tunnel for a communication path that is capable
of having a safe data exchange. By connecting LANSs of different sites such as head office and branch offices via VPN, it is possible to
block access from external networks.

Network Cameras
| f =
C ] C ] NVR
pPC PC

Internet
Router I
i) [ VPN oo
Hub N B & Router PoE Hub
A\ 1/ |

By connecting through

- - a VPN, it is possible to

block access from the
C ] C ] C ]
PC PC

= { a0,

outside even when c )
communicating PC PC
LAN between remote sites. LAN




B Making Thorough Measures for Networks That can be Accessed Externally

In case of sharing videos with the general public, it is necessary to disclose the camera information to the internet so that
the camera can be accessed from the outside by connecting to an external network such as the internet.

Network Cameras

Internet

/NN

A\ | /4

Port forwarding settings of the
router are commonly used as a
means of exposing cameras to the
internet. When disclosing to the
internet, if proper security settings
are not done, the risk of
unauthorized access from
unintended users increases. LAN

Networks that allow external access are highly convenient, but at the same time the risk of unauthorized access to devices
on the network increases. Therefore, in such a network configuration as illustrated above, it is important not only to
implement the countermeasures described in this document, but also to secure measures to the entire system such as
authentication of each device and encryption of each communication on the network.
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Basic Measures



Setting Administrator Name and Password

The administrator account has authority over all of the camera’s settings and operations. If the administrator account is
illegally used by an unauthorized party and tampering is done, there is a risk the camera will not be accessible. In order to
prevent spoofing of the administrator account, the most fundamental measure for safe operation of the camera is to make
the administrator name and password in an array of letters that are difficult to guess by unauthorized users. Strictly manage
the administrator account and refrain from settings such as the same administrator account on multiple cameras.

The administrator account needs to be set when the camera is started for the first time. After setting, editing can be done in
[Security] > [User Management] on the camera's setting page.

The administrator account is set in [Default Settings] when accessing the camera for the first time.

Default Settings (1/2)
Administrator Account

Enter an administrator name and password. This enables the administrator to configure cameras.

© Administrator Name 5 to 15 charac
= e 0 A value is not specified.

© Password 81032 characters

0 A value is not specified.

© confirm Password 8w 32 characters
* = 0 A value is not specified.

The administrator name and password can be changed in [Security] > [User Management] on the camera's setting page.

Bl Setting a Strong Administrator Name and Password
In order to strengthen the administrator name and password, consider the following points:
- Combine at least 10 characters of alphanumeric characters or symbols and special characters permitted for the camera.
- Combine upper and lower case characters.

« Avoid commonly used words and string of characters that are easy to guess.

M Other Passwords

For the camera, in addition to the administrator account, the password for the authorized user (p. A-12), server
authentication, and encryption are to be set. Set these passwords in an array of letters that are difficult to guess by
unauthorized parties and manage them appropriately.
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Using the Latest Firmware

The camera’s firmware is updated as needed in order to improve performance of the functions and bug fixes. From the
security point of view, it is important to always keep it updated because the measures against known vulnerabilities are
applied to the latest firmware.

Check Canon'’s website regularly at the initial setting after purchasing the camera and during its operation, whether the
latest firmware is provided.

The firmware version can be confirmed in [Maintenance] > [Device Information] > [Firmware Version] on the camera's
setting page.

The firmware is updated in [Maintenance] > [Update Firmware] > [Update Firmware] on the camera's setting page.

Video Update Firmware

A Device Information

Model Name s
Video Record

Detection

Update Firmware

Event =
e © Restore Default Settings Do not restore

S © update Firmware Choose File uloail]

ONVIF

Security

| Maintenance
General
Backup / Restore
P Update Firmware
Environment

Log

It is also possible to use the Camera Management Tool to update the firmware.
For details regarding the Camera Management Tool, refer to the "Camera Management Tool User Manual".

Setting Date and Time

Set the correct date and time for the camera. If there are indications that suspicious unauthorized access occurred, it may be
possible to confirm the date and time of occurrence by checking the log.

Date and time is set in [System] > [Date and Time] > [Settings] on the camera's setting page.

Video Date and Time

Audio Current Date and Time

O Date yyyy/mm/da
Video Record
O Time nremmss
Detection
Settings
Event o
@ setiings Method Synchronize with NTP server
Server
© Set NTP Server Settings Automatically Disable

O NTP Server up 1w 63 characters ==n

Securi — -
v © synchronization Interval (minutes) s - 1420 5

s O Last Sync Time
System

Viewer

@ Time Zone (GMT +09:00) Osaka, Sapporo, Tokyo

© Daylight Saving Time Disable
P Date and Time yig 2

Memory Card

Network

Maintenance




Monitoring the Log

Camera connection status and operating conditions are recorded and saved as a log in the camera embedded memory and
the memory card. Check the logs periodically to quickly find any signs of suspicious unauthorized access, such as repeated
user authentication failures. For details on the log, refer to the camera’s "Operation Guide".

B Save Destination and Category of the Log
The log contents saved on the camera embedded memory and the memory card are different.

Logs saved on the camera embedded memory: Error log, Warning log, Information log

— All of the logs will be deleted, except for the date and time when the error log occurred and the error number, if the following
operations are performed: rebooting, initialization, and restoring to the factory default settings. Also, all of the logs will be deleted if
exceeding a certain size.

Logs saved on the memory card: Error log, Part of the Warning log, Information log
— The logs will not be deleted if any of the following operations are performed: rebooting, initialization, and restoring to the factory
default settings.

B Viewing, Notifying, and Downloading the Log

Log saved on the camera embedded memory can be confirmed in [View Logs] on the camera's setting page. It is also
possible to notify the user of [Error] and [Errors and warnings] at the level the user set, if [Log Notifications] is enabled.

When using the Camera Management Tool, it is possible to download both the camera embedded memory log and
memory card log as a file respectively.

Viewing and setting options of the log are set on the camera's setting page.
[Maintenance] > [Log] > [View Logs]
[Maintenance] > [Log] > [Log Notifications]

Video

Audio View Logs

© system Log
Video Record

© EmorLog

Detection

Log Notifications
Event

0 Use log notifications
Server

© Notification Level

ONVIF e
0 Copy E-mail Settings
© Mail Server Name Up to 255 characters

System © Mail Server Port 1-6s535

Maintenance 0 Sender (From) up to 64 characters.

Ezizel 0 Recipient (To) up to 64 characters

Backup / Restore o

O Authentication
Update Firmware
Environment O verify Server Certificate

»log 10 Subject Up to32 characters

© Log Notification Test

Download the log file in [Maintenance] > [Download Log] on the Camera Management Tool.

Camera Management Tool - o %

File Camera List Camera Settings Tools
Q G‘E l('?: e l'('_\"{ "5: m | E 0 | Settings Page

Camera List ~ No.of Cameras: 1 Selected: 1

Filter: ¥ | | Contains any (or) | Apply filter

Camera Name Connection Status IPv4 Address IPvb Address 551/Port No. Model Name Firmware Version Serial Number
» VB-5820D Connectable m_ . — 80 VB-5820D g

Example of the Camera Management Tool screen



M Log Contents

Log level, code, fault level, category are as follows:

Log Level Code Fault level Category
Error log Error 4xx Software-level failure (Task operations | [crit]
Ex.) S410 Event service initialization error | will stop)
Error log Error 3xx Operational error (Operations will lerr]
Ex.) S302 Error on saving settings continue)
Warning log Warning 2XX Non-operational error [warning]
Ex.) 5220 PAN/TILT operation warning
Warning log Warning XX Error external to the system [notice]
Ex.) H144 Password specification error
Notification log | Information | Oxx Information on normal operation [info]
Ex) SO01 System started
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Measures Suitable to the Users' Environment



Managing Accounts Having Access to the Cameras
[User Management]

non

"Administrator", "authorized user", and "guest user" are the three types of accounts that are able to access the camera.

The administrator account has authority over all of the camera’s settings and operations. Administrator is the only account
which is able to access the setting page. Therefore, in order to prevent leaks to unauthorized users, it is important to strictly
manage information on the administrator account.

The "authorized user" and "guest user" are able to access the camera viewer. Understand what the "authorized user" and
"guest user" are able to do, and set the minimum necessary authorization level and users.

M "Authorized Users" Means Users Who Require Authentication
To allow only specific users, except the administrator, to access the camera viewer, set up an authorized user.

In the authorized user settings, register account information (user name and password) and grant camera viewer
privileges (allow video distribution only, allow camera control, etc.). The same authority is given to all authorized users and
it is possible to set the camera control similar to the administrator's camera control, therefore it is necessary to be careful
to give authority to authorized users. Regularly review and manage the authorized users, and set the minimum necessary
authorization level and users.

It is important to disable all the authorities of the guest users, which is described later, when wanting to restrict access to
only authorized users. Unless these are disabled, access from the guest users will not be restricted.

M "Guest Users"

Guest user means a guest account which does not need a user name and password. By enabling authorities for the guest
users, anyone will be able to access the camera viewer without requiring user authentication. Also, this would allow
camera control and video distribution commands without authentication. Therefore, authorities for guest users should be
set only when the purpose of use of the camera is open to the general public, such as public release of the video,
otherwise disable all authorities of the guest users.

When allowing access by guest users, grant only the minimum necessary privileges to them, since the same privileges are
given to all guest users, just as to all the authorized users.

User management is set in [Security] > [User Management] > [Authorized User Account]/[User Authority] on the camera's
setting page.

Videa User Management

asiio Administrator Account

© Administrator Name 5 to 15 characters
Video Record

O Password 81032 characters
Detection
O confirm Password 81032 characters
Event
Authorized User Account
Server
User Name 5o 15 characters
ONVIF
© Password 81032 chamacters
Security
Certificate Management
SSL/TLS
802.1X

Confirm Password & to 32 characters

© User List
P User Management

Host Access Restrictions
System

Maintenance

b

In order to cancel guest user authorities, clear all the check boxes.



B Setting User Authentication for the Camera Viewer

It is possible to set the option of whether to authenticate users when accessing the camera viewer. However, the user
authentication setting here is valid only in the camera viewer, and it is not applicable when accessing the camera by any
other applications or viewers etc. Therefore, if the user authentication is to be applied to all kinds of access types, it is
important to set the [User Authentication] to [Authenticate] and disable all privileges of the guest users as described
above.

User authentication for the camera viewer is set in [System] > [Viewer] > [Viewer Settings] > [User Authentication] on the
camera's Settings page.

Video Viewer

i General

0 Default Page Display Settings Page
Video Record

Detection Viewer Settings

Event
10 Rotate Video Display Do not rotate

© In-viewer Picture Adjustment Do not allow

» Viewer
Date and Time
Memory Card

Network

Maintenance
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Restricting Hosts Having Access to the Cameras
[Host Access Restrictions]

By specifying the hosts that can access the camera, the risk of unauthorized access can be reduced.

In order to restrict hosts to access the camera, allow communication with only specified hosts, and prohibit all other
communication. Oppositely, there is also the method of prohibiting communication with specified hosts and allowing
communication with all others.

Depending on the user's environment, the range of access restriction can be grouped on a network basis, or it can be set for
each host. However, if mistakenly setting the administrator's IP address to prohibit communication, access from the
administrator to the camera will be prohibited and there will be no other way than to restore to the factory default settings.
Caution is needed when setting the access restrictions.

Host access restriction is set in [Security] > [Host Access Restrictions] > [IPv4 Host Access Restrictions]/[IPv6 Host Access
Restrictions] on the camera's setting page.

Video Host Access Restrictions

Audio IPv4 Host Access Restrictions

© Apply Host Access Restrictions Enable
Video Record

© Default Policy Authorize Access
Detection

01:
Event

02:

03:

04:

05:

Certificate Management
06:

SSL/TLS

802.1X

User Management
P Host Access Restrictions
System

) © Network Address / Subnet
Maintenance

IPv6 Host Access Restrictions

© Apply Host Access Restrictions Enable

© Default Policy Authorize Access
01:
02:
03:

04:

© Prefix / Prefix Length




Setting to the Digest Authentication

When accessing the cameras via [HTTP Server] and [RTP Server], select [Digest Authentication] for the authentication
method. When [Basic Authentication] is selected, the password can be easily leaked to unauthorized parties because the
password will be sent on the network without being encrypted.

It is necessary to set the authentication method of the HTTP server and the RTP server respectively. Confirm that the
application supports the digest authentication.
Bl Digest Authentication (HTTP)

HTTP server authentication method is set in [Server] > [Server] > [HTTP Server] > [Authentication Method] on the camera's

setting page.

Video
Audio

Video Record

© HTTP Port =0, 1024 - 65535

Detection

O HTTPS Port 443, 1024 - 65535
Event

SNMP Server
Server

© Use SNMP v1 and v2c
» Server

P — € Use SNMP v3
RTP Server

ONVIF

System

Maintenance

M Digest Authentication (RTSP)

RTP server's RTSP authentication method is set in [Server] > [RTP Server] > [RTP Server] > [RTSP Authentication Method] on
the camera's setting page.

Video RTP Server

Audio RITP Server

Video Record

Detection

© RTSP Port 554 1024 - 65535
Event

Audio Settings 1
Server

O Audio Compression Method
Server
B —— @ Multicast Address

P RTP Server 10 Multicast Port o, 1024 - 65534 feven numbers anly)

ONVIF 0 Multicast TTL 0-255

Security Audio Settings 2

System 6 Audio Compression Method
Maintenance O Multicast Address
© Multicast Port o, 1024 - 65534 {even numbers only)

O Multicast TTL 0-2s5




Changing the Port Number

It is important to limit unspecified access to prevent unauthorized access to the camera. The port number is an entrance to
the communication between the camera and the external device, and a number is set for each communication protocol.
A common number is used for the port number and network devices can be connected easily. Thus, there is a risk of it being
used for intrusion by unauthorized parties.

In case there is a need to change the port number due to concern of security, make sure that the port numbers are not
redundant with those of other communication protocols, and set it within the specified range. If the port number is
changed, specify the port number in addition to the IP address in order to access the camera.
B Example: Changing the Port Number

When connecting by the HTTPS, set "https://{Camera's IP address}:{Port Number}".

When the HTTPS port number is changed to 10443
https://192.168.100.1:10443

M HTTP Port Numbers/HTTPS Port Numbers

HTTP/HTTPS port number is set in [Server] > [Server] > [HTTP Server] on the camera's setting page.

Video Server

o HTTP Server

© Authentication Method Digest Authentication
Video Record

© HTTP Port 20, 1024 - 65535 80
Detection

€ HTTPS Port 443, 1024 - 65535 443
Event

SNMP Server
Server

@ Use SNMP v1 and v2c Disable
P Server

O Use SNMP v3 Disable

Video Server

RTP Server
ONVIF
Security
System

Maintenance

It is also possible to change the following port numbers:

B RTSP Port Number

RTSP port number is set in [Server] > [RTP Server] > [RTP Server] on the camera's setting page.

M Multicast Port Number

Multicast port number is set in [Server] > [RTP Server] on the camera's setting page.
[Audio Settings 1/2] > [Multicast Port]
[RTP Stream 1/2/3/4/5] > [Multicast Port]
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Encrypting Communication [SSL/TLS]

In order to securely communicate between the camera and the external device, it is recommended that all communication
be via HTTPS connection (encrypted communication combining SSL/TLS and HTTP). SSL (Secure Sockets Layer)/TLS
(Transport Layer Security) is a technology to encrypt communication on the network and prevent hacking and tampering of
communication contents by an unauthorized party. Even if the data is hacked during communication, by encrypting the
communication in the proper way, the contents of the data are protected and safety can be secured.

B Self-Signed Certificate and Server Certificate

To encrypt communication via HTTPS connection, use a self-signed certificate or a server certificate issued from a CA
(Certificate Authority). Self-signed certificates are sufficient to do encryption, however, a warning screen will be displayed in
the web browser, and there is a risk of impersonation. Therefore, it is advised to use it in the cases for an operation test and
others.

It is recommended to acquire and import a server certificate issued from CA for a full-scale system operation.

When using HTTPS or FTPS to upload, avoid the problem of performing communication with a dangerous server, by
importing the CA certificate or certificate revocation list (CRL) issued by the CA and verifying the server certificate, for a safer
communication with the server.

To install the certificate, go to the camera's Settings page, [Security]> [Certificate Management].

Video Certificate Management

Audio Server/Client Certificate Management

© Server/Client Certificates Choose File JRLRilENe =20

Validity Period | Validity Period
Commen Neme ()

Video Record

0 Server/Client Certificate Password Up tw 64 characters
Detection

Event

Server Server/Client Certificate List

(1764

b Certificate Management

ssims Create Certificate

202.1X 0 Generate Certificate Signing Request

User Management O Create Self-Signed Certificate

Host Access Restrictions
0 Country (C) 2 characters

System

) State/Province (ST) Upto 123 characters

© Organizational Unit (OU) Up to 64 characters
® Common Name {CN) upto 64 characters

© validity Period Start Date yyyy/mm/dd

© validity Period End Date yyyy/mmydd

CA Certificate Management

O CA Certificates Choose File IR Fert)]
Validity Period | Validity Period
i

o CA Certificate List
©/64)

CRL Management

© cris Choose File JNRTEIE

Date of Next
Issuer Name
Update




Encrypting communication by HTTPS connection is set in [Security] > [SSL/TLS] on the camera's setting page.

Video
Audio Encrypted Communications

@ HTTPS Connection Policy HTTP and HTTPS
Video Record

T Server Certificates )
Validity |
Period End

| Date

Validity Period
Start Date

Event Common Name (CN)

Server \ i
Server Cerlificates
ONVIF (/64
Security
Certificate Management

b SSUTLS O Certificate Validity Period
80Z.1X
User Management

Host Access Restrictions
System

Maintenance

E Note

- Even setting the HTTPS connection as mentioned above, the video delivered via RTP/RTSP as well as data to upload cannot be
encrypted. In order to securely communicate these types of data, it is necessary to deal with the whole system.

- The installed CRL certificate applies only at the time of upload. For details, refer to the camera's Operation Guide.



Using Cameras on Protected Networks [802.1X]

IEEEB02.1X authentication is a standard that regulates connections by authentication, that prevents access by non-specified
devices to the network. Because only server authenticated devices can connect to the network, the network can be
protected from unauthorized access. In order to allow a camera to access networks protected by IEEE802.1X authentication,
appropriate certificates and settings are required.

I[EEE802.1X is set in [Security] > [802.1X] on the camera's setting page.

Video 802.1X

Audio 802.1X Authentication

. © 202.1X Authentication Disable
Video Record
© Authentication Status Stop
Detection

Authentication Method
Event

© Authentication Method
Server

) User Name Up o 63 characters

Client Certificates
Security

Certificate Management

validity
Period End
Date

Common Name (CN) ;a;ﬂrlt)};f:nvd

SSU/TLS a

P 802.1X o Client Certificates
(1/64)

User Management
Host Access Restrictions
System

Maintenance O Certificate Validity Period Not selected

To install the certificate, go to the camera's Settings page, [Security]> [Certificate Management].

E Note

- In order to use the IEEE802.1X authentication function, it is necessary to establish the IEEE802.1X network environment in advance.
- Importing a CRL on 802.1x does not perform verification.

A-19



Disabling Unused Functions

The camera has functions to support various purposes and network environments. However, unless those functions are
properly set, there is a risk of unauthorized access from outside parties. In order to use the camera safely, it is also necessary
to disable the setting of unused functions.

The details are explained below.

B AutolP

When [AutolP] is enabled, even in environments where there is no DHCP server, IPv4 link local addresses (169.254 XxX.XXX)
are assigned to the camera. Therefore, by assigning a PC to the same segment as the IPv4 address and using the Camera
Management Tool, the camera can be detected and initial settings can be made.

Although [AutolP] is enabled by factory default setting, it is recommended to disable [AutolP] when the initial setting of
the network is completed so that it will not be used for unauthorized purposes.

AutolP is set in [System] > [Network] > [IPv4] > [AutolP] on the camera's setting page.

Video Network

Audio L5

© Maximum Packet Size 576- 1500
Video Record

Detection 1Pvd

© 1Pv4 Address Settings Method
Event

© 1Pv4 Address
Server

@ Subnet Mask

ONVIF
© 1pva Default Gateway Address

| € IPv4 Address {AutolP) S——

;- IPv6
Viewer

Date and Time O 1pve Enable
Memory Card 0 Auto (RA) Enable

» Network © Auto (DHCPvE) Letle

SRl EEE 0 1Pv6 Address (Manual)
O prefix Length 16-122

1 IPv6 Default Gateway Address

1 1Pv6 Address (Auto)

Factory default setting for [AutolP]: [Enable]
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B mDNS (multicast Domain Name System)

[MDNS] is a function to notify devices on the network of the camera IP address and host name information simultaneously
so that the camera can be detected even in an environment without a DNS server.

In the factory default setting, the setting of [nDNS] is enabled, it is recommended to disable [NDNS] when the initial
setting of the network is completed so that it will not used for unauthorized purposes.

mDNS is set in [System] > [Network] > [mMDNS] on the camera's setting page.

Video Network

Audio =50

) © Maximum Packet Size s76- 1500
Video Record

Detection v

© 1Pv4 Address Settings Method Manual
Event

© 1Pva Address ]
Server
@ Subnet Mask

ONVIF
0 1Pva4 Default Gateway Address
O AutolP

6 1Pv4 Address (AutolP)

. IPvE
Viewer

Date and Time 0 1P Enable

Memory Card 0 Auto (RA) Enable

B DieteRE 6 Auto (DHCPVE) Enable

MaleTance © 1Pv6 Address (Manual)
O prefix Length 16-128

© 1Pv6 Default Gateway Address

© Set Name Server Address Automatically Use DHCP/DHCPvG
© Name Server Address (DHCP)

0 Name Server Address (DHCPv6)

© Host Name up 1o 63 characters

@ Host Name Registration with DDNS Do Not Register

0 Search Domain Up o 63 characters

© Search Domain List

mDNS

@ Use mDNS

Factory default setting for [Use mDNS]: [Enable]
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B SNMP (Simple Network Management Protocol)

When using the [SNMP Server], it is possible to monitor and/or control the camera (SNMP Agent) from the SNMP
manager.

The SNMPv3 is able to communicate by encrypting the user name and password that are authentication information.
When managing by SNMP, select the SNMPv3, which is a much safer way of communicating compared to SNMPv1 and
v2¢, and set the encrypted password.

se v1 and v2c in a network, only when it is necessary for a customer's environment, where security is secured.
Use SNMPv1 and v2 twork, only when it f tomer' t, wh t d

SNMP server is set in [Server] > [Server] > [SNMP Server] on the camera's setting page.

Video Server [8]: Reboot

o HTTP Server

0 Authentication Method Digest Authentication
Video Record

© HTTP Port 20, 1024 - 65535
Detection

© HTTPS Port 443. 1024 - 65535
Event

SNMP Server
Server
@ Use SNMP v1 and v2c
P Server
Video Server

RTP Server 0 Administrator Contact Information Up to 63 characters

ONVIF © Administration Function Name upto 31 characters

Security 10 Installation Location Up to 31 characters

System SNMP v3 Server
) User Name Up m 32 characters.

Maintenance
© Security Level Authentication and encryption
0 Authentication Algorithm SHA1
0 Authentication Password 2o 32 characters il

© Enaryption Algorithm AES

0 Enaryption Password 8 to 32 characters il

Factory default setting for [Use SNMP v1 and v2c]: [Disable]
Factory default setting for [Use SNMP v3]: [Disable]
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M RTP (Real-time Transport Protocol)

By using [RTP Server], video and audio data can be delivered to the specified multicast address. It is recommended to set [RTP]
to [Disable] when the recording system and the viewer connecting to the camera do not require RTP protocol.

RTP server is set in [Server] > [RTP Server] > [RTP Server] on the camera's setting page.

Video RTP Server

Audio RITP Server

O rP Enable
Video Record
0 RTSP Authentication Method Digest Authentication
Detection
© RTSP Port 554 1024 - 65535 554
Event
Audio Settings 1
Server
@ Audio Compression Method
Server
B — @ Multicast Address
» RTP Server © Multicast Port o, 1024 - 65534 feven numbers only)

ONVIF 0 Multicast TTL 0-255

5 Audio Settings 2
System @ Audio Compression Method
Maintenance O Muilticast Address

@ Multicast Port o, 1024 - 65534 feven numbers only)

© Multicast TTL 0-2s5

Factory default setting for [RTP]: [Enable]
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Appendix

When Disposing the Camera

When disposing the camera, initialize the camera and delete all setting information such as network settings and
administrator account. Do not forget to take out the memory card.

To initialize the camera, go to [Maintenance] > [General] > [Initialization] on the camera's setting page. When disposing the
camera, set [Network Settings and Management Information] to [Do not savel. If unable to access the setting page, use the
reset switch on the camera to restore to the factory default settings.

Operation of the camera reset switch differs for each model, therefore, refer to "Operation Guide".

Video General

A Device Information

Model Name
Video Record

Firmware Version
Detection
Serial Number

Event
Build Number

Server
MAC Address

ONVIF
Tool

A © View Current Settings

Sk © See Canon Software License Agreement
Maintenance ) See Third Party Software License Conditions

B conaal © Reboot
Backup / Restore

Update Firmware Initialization

Environment © Network Settings and Management Information

Log © Restore Default Settings

Encrypting Backup Information

The backup information of the camera settings is used when restoring the camera to the user's previously saved settings.
It is possible to manage the backup information more securely by setting [Encryption Password] for the backup information.
Handle the set password with care.

Backup information encryption is set in [Maintenance] > [Backup/Restore] > [Backup/Restore] on the camera's setting page.

Video Backup / Restore

A Backup / Restore

_ © save Destination Memaory Card
Video Record
6 Back Up Settings | Exec
Detection § -~
@ Restore Settings Mo file chosen
Event
© Encryption Password 0or 81032 characters
Server

General

b Backup / Restore

Update Firmware
Environment

Log
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For models released before 2022

This chapter describes the following models. For network cameras other than the following models, refer to
"Models released in and after 2022".

ME20F-SHN

VB-H
VB-H761LVE-H / VB-H761LVE / VB-H760VE / H751LE-H / VB-H751LE / VB-H730F Mk Il / VB-H730F / VB-H710F / VB-H652LVE / VB-H651VE /
VB-H651V / VB-H630VE / VB-H630D / VB-H610VE / VB-H610D / VB-H45 / VB-H43 / VB-H41

VB-M
VB-M741LE-H / VB-M741LE / VB-M740E / VB-M720F / VB-M700F / VB-M641VE / VB-M641V / VB-M640VE / VB-M640V / VB-M620VE /
VB-M620D / VB-M600VE / VB-M600D / VB-M50B / VB-M44 / VB-M42 / VB-M40

VB-R

VB-R13VE/VB-R13/VB-R12VE / VB-R11VE / VB-R11/ VB-R10VE

VB-S

VB-S910F / VB-S905F Mk Il / VB-S905F / VB-S900F Mk Il / VB-S900F / VB-S805D Mk Il / VB-S805D / VB-S800D Mk Il / VB-S800VE / VB-S800D /
VB-S31D Mk Il /VB-S31D / VB-S30D Mk Il / VB-S30VE
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Introduction

Devices that are connected to a network could be targeted for cyber attacks such as unauthorized accesses by non-
intended unauthorized parties. Especially for network cameras, although they can be convenient since they have a variety of
server functions, there is a risk of being attacked by hackers unless operated with security implementations. To completely
eliminate all risks is impossible, however, by studying various risk angles and taking measures based on the security policies,
it is possible to decrease the risk of cyber attacks.

This document explains the security hardening measures to the camera settings targeted for all customers with Canon
Network Cameras (hereafter referred to as the cameras). Refer to this document and implement necessary measures
according to the environment under the customer's responsibility, which will lead to safer camera operation.

About This Document

The security hardening measures explained in this document are mainly for the cameras, which are a part of an entire
system as shown in the figure below. For the entire system's security hardening, measures must be taken according to the
customer's network environment and/or purpose of the camera use.

Measures, not only from cyber attacks but against physical vandalism and mischief, are also important. Some of the
examples of measures here are, embedding the cable that connects to the camera, isolating recording devices, restoring
camera settings when disposing the camera, and remembering to remove the memory card, etc.

Network Cameras
NVR —
Internet

This document mainly

— explains the security

hardening measures

_ —_ possible for the camera's
Router PoE Hub functions and settings.
o
PC pPC
LAN

B Warnings and Symbols

« Inthis document, there are screen shots of the camera's setting page explaining each measure, however, depending
on the camera and firmware version used, the actual settings on the screen may differ. Each function's settings, as well
as important points, are described in detail in the camera's "Operation Guide". Refer to the "Operation Guide" for the
camera being used when setting up the camera.

- Any unauthorized reproduction of this document is prohibited.
« The contents of this document are subject to change without any prior notice.

- Tothe full extent permitted by laws and regulations, neither Canon Inc. nor any of its subsidiaries or affiliates shall be liable
for any losses, direct, incidental or consequential damages, or liabilities that may be incurred as a result of network security
incidents such as unauthorized accesses.

The following symbols used in this document indicate important and supplementary information.
Important Cautions and restrictions are written under this symbol. Make sure to read these carefully.

E Note Supplementary descriptions and reference information are written under this symbol.
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Operating in a Network Configuration Suitable to the Users' Needs

Before explaining what security hardening measures are possible with the camera'’s functions and settings, the network
configuration suitable to the camera use is explained here. Check whether the camera access from outside is necessary.

B Blocking Access from Outside

In order to reduce the security risk when checking the camera’s video or changing the settings, it is effective to block
access physically and/or virtually if it is unnecessary to be made accessible from an external network, such as the internet.

When access from a remote location is unnecessary and the devices accessing the camera can be limited, using only
specific devices in the same local area network will enhance security. When it is necessary to access the camera from a
remote location, it is important to use a method that can communicate safely, such as using a VPN that can block access
from the outside.

Network Cameras

=)
NVR — ﬁ
Internet

7NN -
11 M—{oooo

Router PoE Hub

A\ | /4

If the network system can be
established with access to the
cameras only within the local area
network (blue arrows), configure c \ c \
the network so as to block access PC PC
from external networks (red arrow).

What is a VPN?

A VPN is an abbreviation of the word Virtual Private Network, which creates a virtual tunnel for a communication path that is capable
of having a safe data exchange. By connecting LANSs of different sites such as head office and branch offices via VPN, it is possible to
block access from external networks.

Network Cameras
| f =
C ] C ] NVR
pPC PC

Internet
Router I
i) [ VPN oo
Hub N B & Router PoE Hub
A\ 1/ |

By connecting through

- - a VPN, it is possible to

block access from the
C ] C ] C ]
PC PC

= { a0,

outside even when c )
communicating PC PC
LAN between remote sites. LAN




B Making Thorough Measures for Networks That can be Accessed Externally

In case of sharing videos with the general public, it is necessary to disclose the camera information to the internet so that
the camera can be accessed from the outside by connecting to an external network such as the internet.

Network Cameras

Internet

/NN

A\ | /4

Port forwarding settings of the
router are commonly used as a
means of exposing cameras to the
internet. When disclosing to the
internet, if proper security settings
are not done, the risk of
unauthorized access from
unintended users increases. LAN

Networks that allow external access are highly convenient, but at the same time the risk of unauthorized access to devices
on the network increases. Therefore, in such a network configuration as illustrated above, it is important not only to
implement the countermeasures described in this document, but also to secure measures to the entire system such as
authentication of each device and encryption of each communication on the network.
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Setting Administrator Name and Password

The administrator account has authority over all of the camera’s settings and operations. If the administrator account is
illegally used by an unauthorized party and tampering is done, there is a risk the camera will not be accessible. In order to
prevent spoofing of the administrator account, the most fundamental measure for safe operation of the camera is to make
the administrator name and password in an array of letters that are difficult to guess by unauthorized users. Strictly manage
the administrator account and refrain from settings such as the same administrator account on multiple cameras.

The administrator account needs to be set when the camera is started for the first time. After setting, editing can be done in
[Basic] > [User Management] on the camera's setting page.

The administrator account is set in [Default Settings] when accessing the camera for the first time.

Default Settings [0 Reboot

Administrator Account

Enter an administrator name and password. This enables the administrator to configure cameras.

 Administrator Name 510 15 cnaraciers o.»!\‘.rall.le T

Password 5 31 characters
o e @ A value is not specified.

€ Confirm Password 31w 31 charcters @ A vaue & not speciied.

The administrator name and password can be changed in [Basic] or [Security] > [User Management] on the camera's setting
page.
B Setting a Strong Administrator Name and Password

In order to strengthen the administrator name and password, consider the following points:

- Combine at least 10 characters of alphanumeric characters or symbols and special characters permitted for the camera.

- Combine upper and lower case characters.

- Avoid commonly used words and string of characters that are easy to guess.

Important

If the factory default setting has an administrator account, be sure to change it.

+ The number of characters that can be set for the administrator name and password depends on the product. For details, refer to
the "Camera Management Tool User Manual".

B Other Passwords

For the camera, in addition to the administrator account, the password for the authorized user (p. B-12), server
authentication, and encryption are to be set. Set these passwords in an array of letters that are difficult to guess by
unauthorized parties and manage them appropriately.
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Using the Latest Firmware

The camera’s firmware is updated as needed in order to improve performance of the functions and bug fixes. From the
security point of view, it is important to always keep it updated because the measures against known vulnerabilities are
applied to the latest firmware.

Check Canon'’s website regularly at the initial setting after purchasing the camera and during its operation, whether the
latest firmware is provided.

The firmware version can be confirmed in [Maintenance] > [Device Information] > [Firmware Version] on the camera's
setting page.

The firmware is updated in [Maintenance] > [Update Firmware] > [Update Firmware] on the camera's setting page.

Update Firmware 0] - Reboot
Device Information

Model Name VB-M508
Video and Audio

Fimware Version

Server

Update Firmware
ideo Record

) Restore Default Setfings Do Mot Restore ﬂ

Ewent
& Update Firmware [= (il

Security

[0 Reboot
Memory Card
Maintenance

General

Itis also possible to use the Camera Management Tool to update the firmware.
For details regarding the Camera Management Tool, refer to the "Camera Management Tool User Manual".

Setting Date and Time

Set the correct date and time for the camera. If there are indications that suspicious unauthorized access occurred, it may be
possible to confirm the date and time of occurrence by checking the log.

Date and time is set in [Basic] > [Date and Time] > [Settings] on the camera's setting page.

[oss Date and Time
. Nebwork . Current Date and Time

User Management O Date yyyymmos 201809703

O Time nnmmes 14:40:36
Video

Viewer Settings

Camera ) Settings Method ronize with NTP server

[ e ) Set NTP Server Settings Automatically Use DHCP

_— & NTP Server (DHCP)

) Synchronization Interval (minutes) - 1440
Wideo Record
) Last Sync Time
Event
& Time Zone (GMT) Dublin, Edinburgh, Lisbon, London
Security
) Daylight Saving Time Disable
Memory Card




Monitoring the Log

Camera connection status and operating conditions are recorded and saved as a log in the camera embedded memory and
the memory card. Check the logs periodically to quickly find any signs of suspicious unauthorized access, such as repeated
user authentication failures. For details on the log, refer to the camera’s "Operation Guide".

B Save Destination and Category of the Log
The log contents saved on the camera embedded memory and the memory card are different.

Log saved on the camera embedded memory: Error log, Warning log, Information log

— The logs will be deleted if any of the following operations are performed: rebooting, initialization, and restoring to the factory default
settings. The log will also be deleted if exceeding a certain size.

Log saved on the memory card: Error log, Section of the warning log, Information log

— The logs will not be deleted if any of the following operations are performed: rebooting, initialization, and restoring to the factory
default settings.

B Viewing, Notifying, and Downloading the Log

Log saved on the camera embedded memory can be confirmed in [View Logs] on the camera's setting page. It is also
possible to notify the user of [Error] and [Errors and warnings] at the level the user set, if [Log Notifications] is enabled.

When using the Camera Management Tool, it is possible to download both the camera embedded memory log and
memory card log as a file respectively.

Viewing and setting options of the log are set on the camera's setting page.
[Maintenance] > [Log] > [View Logs]
[Maintenance] > [Log] > [Log Notifications]

Basic

Camera \iew Logs

View Logs
Video and Audio

o Log Notifications
) Us= log nofifications
Video Record
6 Notification Level
Event
) copy E-mail Settings
Secunty
) Mail Server Name  Up to 63 characters
Memory Card
) Mail Server Port 1
Maintenance _
) Sender (From) Upto63 characters
General
) Recipient (To) upto & characters.
Backup / Restore
0 Authentication

€ Subject Upio 31 characters

) Log Notification Test

File Camera List Camera Settings Tools

Camera List ~ No. of Cameras: 6 Selected: 0

Filter: * | | Contzins any (or) | Apply filter

Camera Name Connection Status 1Pv4 Address IPv6 Address SSL/Port No. Model Name Firmware Version Serial Number
VB-MS0B @ Connectable — 8 VB-MS08

Example of the Camera Management Tool screen



M Log Contents

Log level, code, fault level, category are as follows:

Log Level Code Fault level Category
Error log Error 4xx Software-level failure (Task operations | [crit]
Ex.) S410 Event service initialization error | will stop)
Error log Error 3xx Operational error (Operations will lerr]
Ex.) S302 Error on saving settings continue)
Warning log Warning 2XX Non-operational error [warning]
Ex.) 5220 PAN/TILT operation warning
Warning log Warning XX Error external to the system [notice]
Ex.) H144 Password specification error
Notification log | Information | Oxx Information on normal operation [info]
Ex) SO01 System started
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Managing Accounts Having Access to the Cameras
[User Management]

non

"Administrator", "authorized user", and "guest user" are the three types of accounts that are able to access the camera.

The administrator account has authority over all of the camera’s settings and operations. Administrator is the only account
which is able to access the setting page. Therefore, in order to prevent leaks to unauthorized users, it is important to strictly
manage information on the administrator account.

The "authorized user" and "guest user" are able to access the camera viewer. Understand what the "authorized user" and
"guest user" are able to do, and set the minimum necessary authorization level and users.

M "Authorized Users" Means Users Who Require Authentication
To allow only specific users, except the administrator, to access the camera viewer, set up an authorized user.

In the authorized user settings, register account information (user name and password) and grant camera viewer
privileges (allow video distribution only, allow camera control, etc.). The same authority is given to all authorized users and
it is possible to set the camera control similar to the administrator's camera control, therefore it is necessary to be careful
to give authority to authorized users. Regularly review and manage the authorized users, and set the minimum necessary
authorization level and users.

It is important to disable all the authorities of the guest users, which is described later, when wanting to restrict access to
only authorized users. Unless these are disabled, access from the guest users will not be restricted.

M "Guest Users"

Guest user means a guest account which does not need a user name and password. By enabling authorities for the guest
users, anyone will be able to access the camera viewer without requiring user authentication. Also, this would allow
camera control and video distribution commands without authentication. Therefore, authorities for guest users should be
set only when the purpose of use of the camera is open to the general public, such as public release of the video,
otherwise disable all authorities of the guest users.

When allowing access by guest users, grant only the minimum necessary privileges to them, since the same privileges are
given to all guest users, just as to all the authorized users.

User management is set in [Basic] or [Security] > [User Management] > [Authorized User Account]/[User Authority] on the
camera's setting page. (The screen shot below is an example from [Basic].)

Basic | User Management [01- Reboot

Network Administrator Account

€ Administrator Name 5t 15 charactars Bare71KO10

Date and Time
) Password =10 31 charcters e

Video
) Confirm Password 310 31 characters FEEETE
Viewer

Camera Authorized User Account

Izer Nz 5101 e
ki il Ay User Name 5 to 15 charsctars
SErver

ideo Record ¥l Kan2ShaDiji7

Ei 0 UserList

User Authority
Maintenance Privileged Camera Control Camera Control Video Distribution Audio Distribution
0 Authorized User /] /] ]

Guest User

: Reboot

In order to cancel guest user authorities, clear all the check boxes.
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B Setting User Authentication for the Camera Viewer

It is possible to set the option of whether to authenticate users when accessing the camera viewer. However, the user
authentication setting here is valid only in the camera viewer, and it is not applicable when accessing the camera by any
other applications or viewers etc. Therefore, if the user authentication is to be applied to all kinds of access types, it is
important to set the [User Authentication] to [Authenticate] and disable all privileges of the guest users as described
above.

User authentication for the camera viewer is set in [Basic] > [Viewer] > [Viewer Settings] > [User Authentication] on the
camera's setting page.

[ s | Viewer [@): Reboot

Network General
User Management ) Default Page Display Settings Page

Date and Time

Viewer Settings
Video

€ User Authentication Authenficate

Camera ) H 264 for Guest Users Disable

Video and Audio - Reboat
Server

‘Video Record

Event

Maintenance
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Restricting Hosts Having Access to the Cameras
[Host Access Restrictions]

By specifying the hosts that can access the camera, the risk of unauthorized access can be reduced.

In order to restrict hosts to access the camera, allow communication with only specified hosts, and prohibit all other
communication. Oppositely, there is also the method of prohibiting communication with specified hosts and allowing
communication with all others.

Depending on the user's environment, the range of access restriction can be grouped on a network basis, or it can be set for
each host. However, if mistakenly setting the administrator's IP address to prohibit communication, access from the
administrator to the camera will be prohibited and there will be no other way than to restore to the factory default settings.
Caution is needed when setting the access restrictions.

Host access restriction is set in [Security] > [Host Access Restrictions] > [IPv4 Host Access Restrictions]/[IPv6 Host Access
Restrictions] on the camera's setting page.
Basic Host Access Restrictions
Camera IPv4 Host Access Resfrictions
e A e ) Apply Host Access Resfrictions. Enable
€ Default Policy Prohibit Access
Server

‘fideo Record

Event

. Securty

IPsec
Memory Card

Maintenance ) Network Address / Subnet

© Default Policy Prohibit Access
D1:
oz
o3
04:
05:
Dé&:

o7:

) Prefix / Prefix Length




Setting to the Digest Authentication

When accessing the cameras via [HTTP Server] and [RTP Server], select [Digest Authentication] for the authentication
method. When [Basic Authentication] is selected, the password can be easily leaked to unauthorized parties because the
password will be sent on the network without being encrypted.

It is necessary to set the authentication method of the HTTP server and the RTP server respectively. Confirm that the
application supports the digest authentication.

Bl Digest Authentication (HTTP)
HTTP server authentication method is set in [Server] > [Server] > [HTTP Server] > [Authentication Method] on the camera's
setting page.
Basic [M1: Reboot
Camera
Video and Audio
i HTTP Port =g,
Server

) HTTPS Port 443, 1024 - 85538

SNMP Server

Audio Senvel € Use SNMP vi and v2c Disable

RTP Server
0 UseSNMP V3 Disable

‘ideo Record
FTP Server
Event
) Usz FTP Server
Secunty
WS-Security
Memory Card
) Check Time on Authentication

Maintenance

[01: Reboot

M Digest Authentication (RTSP)

RTP server's RTSP authentication method is set in [Server] > [RTP Server] > [RTP Server] > [RTSP Authentication Method] on
the camera's setting page.

Baskc RTP Server

A
Camera RTP Server

0 rRP
ideo and Audio

) RTSPPort =2,

Audio Mulficast
O Multicast Address

) Muiticast Port 0, 1024 - 65534 feven numbers onty)
Video Record
) Multicast TTL a-255
Event
RTP Stream 1
Security
320 x 180 JPEG

Memory Card
) Frame Rate 1-30 5

Maintenance

) Multicast Address
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Changing the Port Number

It is important to limit unspecified access to prevent unauthorized access to the camera. The port number is an entrance to
the communication between the camera and the external device, and a number is set for each communication protocol.
A common number is used for the port number and network devices can be connected easily. Thus, there is a risk of it being
used for intrusion by unauthorized parties.

In case there is a need to change the port number due to concern of security, make sure that the port numbers are not
redundant with those of other communication protocols, and set it within the specified range. If the port number is
changed, specify the port number in addition to the IP address in order to access the camera.
B Example: Changing the Port Number
When connecting by the HTTPS, set "https://{Camera's IP address}:{Port Number}".
When the HTTPS port number is changed to 10443
https://192.168.100.1:10443
B HTTP Port Numbers/HTTPS Port Numbers

HTTP/HTTPS port number is set in [Server] > [Server] > [HTTP Server] on the camera's setting page.

Basic Sewe r [0 : Reboot Apply and reboot

Camera TTP Server

) Authentication Method Digest Authenticafion
Video and Audio

SNMP Server

Audio Server © Use SNMP vi and v2e Disable

RTP Server
D use SNMP v3 Dissble

Video Record

FTP Server
Event
€ Use FTP Server

WS-Security

€ Check Time on Authentication
Maintenance

[[] : Reboot Apply and reboot

It is also possible to change the following port numbers:

M RTSP Port Number

RTSP port number is setin [Server] > [RTP Server] > [RTP Server] on the camera's setting page.

M Multicast Port Number

Multicast port number is setin [Server] > [RTP Server] on the camera's setting page.
[Audio Multicast] > [Multicast Port]
[RTP Stream 1/2/3/4/5] > [Multicast Port]
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Encrypting Communication [SSL/TLS]

In order to securely communicate between the camera and the external device, it is recommended that all communication
be via HTTPS connection (encrypted communication combining SSL/TLS and HTTP). SSL (Secure Sockets Layer)/TLS
(Transport Layer Security) is a technology to encrypt communication on the network and prevent hacking and tampering of
communication contents by an unauthorized party. Even if the data is hacked during communication, by encrypting the
communication in the proper way, the contents of the data are protected and safety can be secured.

B Self-Signed Certificate and Server Certificate

To encrypt communication via HTTPS connection, use a self-signed certificate or a server certificate issued from a CA
(Certificate Authority). Self-signed certificates are sufficient to do encryption, however, a warning screen will be displayed in
the web browser, and there is a risk of impersonation. Therefore, it is advised to use it in the cases for an operation test and
others.

It is recommended to acquire and install a server certificate issued from CA for a full-scale system operation.

Encrypting communication by HTTPS connection is set in [Security] > [SSL/TLS] on the camera's setting page.

Basic SS LITLS [0] : Reboot Apply and reboot
Camera Certificates

) Create Seif Signed Certificate
ideo and Audio

0 Certificate Status Not Installed
Server
>ountry (C) 2 characters
© Country (C)
‘ideo Record
@ State/Province (ST) Up 1o 125 characiers

) Locality (L) upt: aracters

9 Organization (0) upito 54 characters

User Management
) Organizational Unit {OU) Up to 54 characters
cress Restrictions

@ Common Name (CN) up o 64 characters

@ Validity Period Start Date  yyyy/mmica

i 0 Validity Period End Date yyyymmua

Memory Card
Certificate Management
Maintenance
) Generate Certificate Signing Request
) Display Certificate Signing Request
) Install Server Certificate
€ Install Intermediate Certificate
) Delete Server Ceriificate
) Delete Intermediate Certificate
) Display Server Certificate Details
) Display Self CA Certificate
& Backup

Encrypted Communications

E Note

Even setting the HTTPS connection as mentioned above, the video delivered via RTP/RTSP as well as data to upload cannot be
encrypted. In order to securely communicate these types of data, it is necessary to deal with the whole system.



Using Cameras on Protected Networks [802.1X]

IEEEB02.1X authentication is a standard that regulates connections by authentication, that prevents access by non-specified
devices to the network. Because only server authenticated devices can connect to the network, the network can be
protected from unauthorized access. In order to allow a camera to access networks protected by IEEE802.1X authentication,
appropriate certificates and settings are required.

I[EEE802.1X is set in [Security] > [802.1X] on the camera's setting page.
Basic 802.1X

Camera B02.1X Authentication

© 302 1X Authenfication Enable
Video and Audio

) Authentication Status Stop
Server
E Authentication Method
Video Record
) Authentication Method
Event
) UserName upto &3 chamcters
Security
Certificate Information
User Management

A Certi Status -
Host Access Restictions © CA Cerificate Status Mot Installed

SLTLS

Memory Card

Maintenance

O Client Certificate Status Mot Installed

€ Client Privaie Key Status

Certificate Management

€ Install CA Cerfificate

Not Installed

Browse.

© Install Client Cerificate
€ install Ciient Private Key

) Client Privats Key Password 110234 chamacters

© Delete Certificate

E Note

In order to use the IEEE802.1X authentication function, it is necessary to establish the [EEE802.1X network environment in advance.



Disabling Unused Functions

The camera has functions to support various purposes and network environments. However, unless those functions are
properly set, there is a risk of unauthorized access from outside parties. In order to use the camera safely, it is also necessary
to disable the setting of unused functions.

The details are explained below.

B AutolP

When [AutolP] is enabled, even in environments where there is no DHCP server, IPv4 link local addresses (169.254 XxX.XXX)
are assigned to the camera. Therefore, by assigning a PC to the same segment as the IPv4 address and using the Camera
Management Tool, the camera can be detected and initial settings can be made.

Although [AutolP] is enabled by factory default setting, it is recommended to disable [AutolP] when the initial setting of
the network is completed so that it will not be used for unauthorized purposes.

AutolP is setin [Basic] > [Network] > [IPv4] > [AutolP] on the camera's setting page.

; Network [41: Reboot
=
User Management © LaN interface
Date and Time
) Maximum Packet Size s76- 1500
Video

Viewer 1Pv4

Camera € 1Pva Address Settings Method Auto {DHCP)

Mo fad Auicks © 1Pv4 Address (DHCP)

o @ |Pv4 Default Gateway Address (DHCP)
Server

O AutolP
Video Record

@ 1Pva Address (AutolP)
Event

IPvE
Secunty

0 P
Memory Card

0 Auto (RA)
Maintenance

) Auto (DHCPVE)

© |PvE Address (Manual)
) Prefix Length 15-128

) IPvE Default Gateway Address

) 1PvE Address (Auto)

Factory default setting for [AutolP]: [Enable]
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B mDNS (multicast Domain Name System)

[MDNS] is a function to notify devices on the network of the camera IP address and host name information simultaneously
so that the camera can be detected even in an environment without a DNS server.

In the factory default setting, the setting of [nDNS] is enabled, it is recommended to disable [NDNS] when the initial
setting of the network is completed so that it will not used for unauthorized purposes.

mDNS is set in [Basic] > [Network] > [MDNS] on the camera's setting page.

| Network 01: Reboot Apply and reboot

LAN

User Management € LAN Interface

Date and Time: ; &
© Maximum Packet Size

Gamera /4 Address Seftings Auto (DHCP)

Video and Audio
= © IPv4 Default Gateway Address (DHCF)
Server

0 AutolP Disable
Video Record

Event
Disable
Security
Memory Card
€ Name Server Address 1
Maintenance

) Name Server Address 2

) Set Name Server Address Automatically Use DHCP/IDHCPVE

th Domain List

0 usemDNS Disable

[4] : Reboot Apply and reboot

Factory default setting for [Use mDNS]: [Enable]
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B SNMP (Simple Network Management Protocol)

When using the [SNMP Server], it is possible to monitor and/or control the camera (SNMP Agent) from the SNMP
manager.

The SNMPv3 is able to communicate by encrypting the user name and password that are authentication information.
When managing by SNMP, select the SNMPv3, which is a much safer way of communicating compared to SNMPv1 and
v2¢, and set the encrypted password.

se v1 and v2c in a network, only when it is necessary for a customer's environment, where security is secured.
Use SNMPv1 and v2 twork, only when it f tomer' t,wh T d

SNMP server is set in [Server] > [Server] > [SNMP Server] on the camera's setting page.

Basic Server [31: Reboot Apply and rebact

Camera TTP Server

) Authentication Method Digest Authenticafion
Video and Audio

© HTTP Port ea, 1024 80

O HTTPS Port 3. 1m2¢ - 65535

SNMP Server

ot O Use SNMP v1 and v2c Disable
RTP Server
Video Record
) Administrator Contact Information up to 63 characters

Event
) Administration Function Name up to 31 sharaotere

iy @ Installation Location Upto 31 characters

Memory Card SNMP v3 Server

Maintenance € User Name upo 31 cnameer ra7 1IKO10
) security Level Authentication and encryption
€ Authentication Algorithm
) Authentication Password 210 31 charasters

 Encryption Algorithm

) Encryption Password 51 31 characiers

O Use FTP Server Disable

WS-Security

Time on Authentication

[3]: Reboot Apply and reboot

Factory default setting for [Use SNMP v1 and v2c]: [Disable]
Factory default setting for [Use SNMP v3]: [Disable]
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M FTP (File Transfer Protocol)

Use the [FTP Server] to upload files for the web page use to the camera.

In FTP communication, the user name and password transmitted as authentication information are not encrypted.
Therefore, there is a risk that unauthorized parties might access and upload files to the camera. Enable the FTP setting only

when uploading a file.

FTP server is set in [Server] > [Server] > [FTP Server] on the camera's setting page.

Basic Server

Camera TTP Server

€ Authentication Method
Video and Audio

) HTTP Port 20,1024 -5

) HTTPS Port 443, 1024- 65535

SNMP Server

Audio Server © Use SNMP vi and v2c

RTP Server
0 Use SHMP V3

ideo Record
Event
Security
Memary Card

ime on Authentication

Maintenance

Factory default setting for [Use FTP Server]: [Disable]

M RTP (Real-time Transport Protocol)

[4] : Reboot Apply and reboot

Digest Authentication

Disable

Disable

[ : Reboot Apply and reboot

By using [RTP Server], video and audio data can be delivered to the specified multicast address. It is recommended to set [RTP]
to [Disable] when the recording system and the viewer connecting to the camera do not require RTP protocol.

RTP server is set in [Server] > [RTP Server] > [RTP Server] on the camera's setting page.

e RTP Server

Camera RTP Server

O R1P
Video and Audio
€ RTSP Authentication Method

 RTSP Port ss4, 102

Audio Mutticast

) Mutticast Address

@ Mutticast Port 0, 1024 - evan numbars caly)

Video Record

) Mutticast TTL 0-255
Event

RTP Siream 1
Security

) video Size

Memory Card
) Frame Rate

Mk araics 0 Multicast Address

Factory default setting for [RTP]: [Enable]

Enable
Digest Authentication

554

320 x 180 JPEG
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Appendix

When Disposing the Camera

When disposing the camera, initialize the camera and delete all setting information such as network settings and
administrator account. Do not forget to take out the memory card.

To initialize the camera, go to [Maintenance] > [General] > [Initialization] on the camera's setting page. When disposing the
camera, set [Network Settings] to [Do not save]. If unable to access the setting page, use the reset switch on the camera to
restore to the factory default settings.

Operation of the camera reset switch differs for each model, therefore, refer to "Operation Guide".

Basic General [E]: Reboot

Camera Device Information

Model Name
Video and Audio
Firmware Version
Server
Serial Number
Video Record
Build Number
Event
MAC Address
Security
Tool
Memory Card
& View Current Seitings
6 view License

) Reboot
Backup / Restore

Update Firmware Initiakization

Log € network Settings

) Restore Default Settings

[E]: Reboot

Encrypting Backup Information

The backup information of the camera settings is used when restoring the camera to the user's previously saved settings.
It is possible to manage the backup information more securely by setting [Encryption Password] for the backup information.
Handle the set password with care.

Backup information encryption is set in [Maintenance] > [Backup/Restore] > [Backup/Restore] on the camera's setting page.

Basic Backup / Restore [ Reboot
Camera Backup  Restore

) Save Destinstion Memory Card
Video and Audio

Exec

Server
Video Record

) Encryption Password up o 31 charmcters
Event

Security : Reboot

Memory Card

Updste Firmware

Log
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