
Canon for 
Business security

FEATURES BENEFITS 
Office Health 
Check

Scans critical systems Discover new security vulnerabilities before 
exposure to malicious threatsFirewall review and assessment

Analysis and identification of security risks and 
vulnerabilities

Comprehensive assessment and essential analysis 
of your IT environment

Detailed risk report with solution recommendations

Device 
Hardening

Baseline configuration with recommended 
cybersecurity best practices

Reduce the risk of printer-related security breaches 
and data loss to avoid possible regulatory fines and 
damage to brand reputationEnables system verification at startup with Secure 

Boot to check for tampering

Disables unused protocols and services to reduce the 
risk of attack

Protect data hosted in devices throughout 
operational lifetime

Enables Secure Data Erase option

Blocks display of job logs Extend data protection policies to print devices to 
maintain a secure environmentRestricts USB use

Secure 
Profile 
Management

Proactive monitoring of devices throughout lifetime Reduce risk of information leaks

Automated alerts in the event of unexpected changes 
to device settings

Optimise device performance due to fewer 
security-related issues

Devices restored to preset configuration Reduce business disruption with proactive device 
monitoring and incident resolution

8/5 or 24/7 incident escalations Common protection across your Canon fleet 
regardless of model or capabilitiesOnline reporting tool for dashboard of secured status

Data Backup Securely store device data and settings in a cloud 
storage location 

Ensure business continuity in the event of an 
incident

Safeguard critical information to mitigate potential 
data loss

Enhance brand reputation through rapid recovery 
after unexpected events

Data 
Removal

Data deletion, data handover, or data destruction 
using approved standards

Reduced risk of data breaches and associated fines

Prevents data from devices falling into
the wrong hands

Device inspection to check for any residual physical 
information

Extends internal data protection policies to cover 
all print devices across the organisation

Maintains compliance

PRINT INFRASTRUCTURE SECURITY SERVICES
Safeguard your sensitive information and stay compliant at every stage of the device lifecycle. From installation 
and operation to end-of-life, our suite of security services offers support to help you meet any print security 
challenge. You can procure each service as needed, or you can opt for our flexible Subscription Security Services 
for comprehensive ongoing protection at the right level for your organisation.



pre-installation
Office Health Check

Our experts assess your workspace to identify 
vulnerabilities or weak points in your IT infrastructure 
and help you find the most suitable services for your 
business.

installation
Device Hardening

Keep your network secure right from the start by 
adding devices preconfigured with recommended 
security settings and functions for your environment.

GAIN CONFIDENCE THAT YOUR PRINT INFRASTRUCTURE IS SECURE
Services that enhance security

Protect endpoint devices, improve security and compliance, and safeguard 
sensitive documents and data around the clock.
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Celebrated by the industry
Industry analysts such as IDC and Quocirca say our workspace technology 
solutions and services strongly bolster information security by safeguarding 
devices, documents and data throughout organisations’ print infrastructure.

Setting the standard
Canon Europe is certified by ISO 27001 and works to the ISO 27002 standards of 
Information security compliance.

Backed by an elite team
Canon customers get support from our Product Security Incident Response Team, 
the same security experts who implement our class-leading product security.

People-centred security
A code of conduct around customer data security is built into our terms and 
conditions of employment. Canon staff receive industry-leading training and are 
individually vetted.

Secure by design
With Canon, information security isn’t an afterthought. It connects everything  
we do, from hardware design through to end-of-life.

operation
Secure Profile Management

Prevent unauthorised access to your sensitive 
documents and data through Secure Profile 
Management.

end-of-life
Data Backup and Data Removal

Data Backup helps safeguard critical device 
information for unexpected events, aiding a rapid 
recovery and mitigating against potential data loss, 
while our Data Removal service permanently deletes 
digital and physical data from redundant devices, 
ensuring compliance at end-of-life.

WHY CANON FOR YOUR INFORMATION SECURITY NEEDS:


