DEVIGE SECURITY

Our hardware incorporates advanced security features to prevent data breaches and
manage access to your documents and ensure secure printing, including multi-factor
authentication, real-time threat detection, and end-to-end data encryption.

FEATURES

SEGURITY

BENEFITS

Device
Security

Verify system at start-up with automatic recovery

Verifies the system at startup and offers
automatic recovery if tampering is detected,
protecting against malware and unauthorised
modifications of printer systems.

Storage encryption

Reduces risk of critical data loss at the device
even if the storage is removed or tampered
with.

Trellix protected embedded control

Ensures device integrity during the runtime of
the device over its lifetime.

Security Information Event Management (SIEM)
integration

Makes it easier for enterprises to include MFPs
and printers in their existing monitoring
systems, with real-time device security health
information.

Document
Security

User authentication

Protects unauthorised access to device and its
functions.

Secure print / forced hold print

Prevents printed documents being left out if a
device is unattended.

Encrypted PDF

Protects sensitive scanned documents from
being accessed even if they are intercepted or
sent to the wrong person in error.

Digital signatures authenticity

Improves compliance and identity protection by
confirming the authenticity of the sending
device or user.

Network
Security

Microsoft Entra ID

A cloud-based identity and access management
(IAM) service from Microsoft. It helps
organisations secure and manage user
identities for accessing various resources, both
cloud-based and on-premises.

IEEE 802.1X authentication

Allows for per-user credentials, eliminating the
reliance on a single network password that can
be easily obtained.

Wi-Fi Protected Access 3 (WPA3)

Encrypts sensitive data from wireless networks
to help keep network devices safe while
connecting to a Wi-Fi point.

Dual support network

Featuring advanced security, encryption and
network management.



ENJOY TOTAL PROTECTION WITH CANON'S HARDWARE PORTFOLIO

DEVIGE SECURITY DOCUMENT / DATA SECURITY NETWORK SECURITY

Devices are built on a platform Numerous controls are built in to Configurable network security

that provides robust security make sure sensitive information features help to strengthen networks
capabilities and maintains high is not compromised at any stage while protecting and securing
availability and productivity. of document workflow. information and connected devices

from external or internal attacks.

WHY CANON FOR YOUR INFORMATION SEGURITY NEEDS?

Celebrated by the industry

Industry analysts such as IDC and Quocirca say our workspace technology
solutions and services strongly bolster information security by safeguarding
devices, documents and data throughout organisations’ print infrastructure.

S

Setting the standard

Canon Europe is certified by ISO 27001 and works to the ISO 27002 standards of
Information security compliance.

Backed by an elite team

Canon customers get support from our Product Security Incident Response Team,
the same security experts who implement our class-leading product security.

People-centred security

A code of conduct around customer data security is built into our terms and
conditions of employment. Canon staff receive industry-leading training and are
individually vetted.

® ® ®

Secure by design

With Canon, information security isn't an afterthought. It connects everything we
do, from hardware design through to end-of-life.
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