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HAAEXXHOE, BESOMNMACHOE U
NNPOU3BOAUTEADHOE MDY,
OOPMATA A3 AAFA LBETHOWU
NMEYATWA

MaKCcUMaAbHOe BpeMa 6e30TKa3HOM paboThl 1 MPOCTOe TEXHMYECKOoe OBCAY>KIMBaHMeE BAaroaapsa
HenpPeB30MAEHHOW MPOYHOCTM YCTPOWCTBA

YMPABAEHVE U
NMPOU3BOAUTEABHOCTb BEE30MNACHOCTb \ OBCAYSKUBAHME
BO3MOXXHOCTM
YAOBCTBO B MOAKAIOYEHMS K
NCNOAb3OBAHUN OBAAUYHbBIM SKOAOrMYHOCTD
PECYPCAM
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* HacTpauBanTe ayTeHTUPMKALMIO Ha YCTPOWCTBE,
ABYXbaKTOPHYIO ayTEeHTUDMKALIMIO U OFPaHUYeHne AOCTyNa
KaK K GYHKLMSIM YCTPOMCTBA, TaK U K 06AaYHBIM MepaM
6e3onacHocTn

* AOMNOAHUTEABHO NMpuobpeTaeMbit TBEPAOTEAbHbIN

HaKoMMTeAb C WdPOBaHMEM MOBbILLIAET 3aLLMTY AaHHbIX U

60oAee YCTOMUMB K BUBPALIMSIM U yAaGPaM AAS MOBbILLIEHWS

HaAEXHOCTU

Mpuobpetnte uNiFLOW Online*, ecAn BaM Heobxoanma

YAYULLIEHHast 3aLUMLLIeHHas neYaTb, a Takxke GYyHKLMM nevaT

C MOBUABHbIX YCTPOWCTB M FOCTEBOM NedyaTu ¢ Aboro

NMPOU3BOAUTEAbBHOCTb

* BbICTPbIN Pa3orpeB AASt MTHOBEHHOMO HauaAa nevati

* HenpepblBHas neyaTb GOAbLLNX 06bEMOB MPOAYKLMM Ha
HOCUTEAAX Pa3AUYHBIX TUMOB 1 dopMaToB

* DKPaHHbIN HTePdENC C BO3MOXXHOCTSIMU NMepCcoHaAm3aLmm
AAS NOBbILLEeHNS 3P DEKTUBHOCTU 06PabOTKN AOKYMEHTOB

* OnTUMM3aLmMsa NocTo6PaboTKN AOKYMEHTOB C
OnNuUUOHaAbHBIMU GYHKUUAMU GUHULLIHOM 06paboTku,
BKAIOYasi CLUMBaHWE, SKOCLLMBaHWE 1 nepdopaLmio

* AOMOAHUTEABHO NPUOBPETaEMbI TBEPAOTEAbHbI ycTponcTea
HaKOMUTEAL C LIMGPOBAHMEM MOBLILIALT 3aLUNTY MPpK * KOHPUASHLMAABHOCTb AGHHbIX B ceTh obecneunBaeTcs ¢
XPaHEeHUN AAHHbIX U BoAee YCTOMUMB K BUBPALIMSIM U yAapaM nomoubto IPsec, duAbTpaLmm NopToB 1 MOAAEPXKKN TLS 1.3 n
AAS TIOBBILLEHWS HAASXKHOCTU WPA3

* CaenaiTe 3alUMTy elle addeKkTUBHEe C YAOBHbIM B
YAOBCTBO B UICMTOAb3OBAHUU HacTpomke NHCTpyMeHToM Security Navigator nan no3soAsTe
3kcnepTam Canon co3AaTb ONTUMaAbHOE pelleHne AAS

® YAOBHbIN CEHCOPHbIN 3KkpaH 7" (17,8 cM) no3soasieT 6e3 Tpyaa BaLlen 6usHec-cpeAabl
HaXOAUTb HY>HbIe PEXUMbI 1 orepaLn

* ONTUMMU3UPYITE NPOLIECChI NeYaTH, KOMMPOoBaHUs, BO3MOXHOCTM MOAKAIOYEHUS K OBAAUHBIM
CKaHWPOBaHUS U OTMNPAaBKM AOKYMEHTOB AAS YIIPaBAEHUSI @ PECYPCAM

OAHUM KaCaHunem
* HasHauybTe HEeCKOAbKO HaCTPOEK Ha OAHY KHOMKY AAS

M * CoxpaHsanTe OTCKaHUPOBAaHHbIE AOKYMEHTbI Ha SAeKTPOHHON
CcBepx6bICTPOM 06paboTKN AOKYMEHTOB

noyTe nAmn Ha Google Auncke / Google Workspace, MCnoAb3ys

YNPABAEHUE U OBCAY>XUBAHUE

¢ LleHTpaAn3oBaHHOe ynpaBAEHWe BCEMU YCTPONCTBaMM B
CeTU C 06AAYHBIMU MHCTPYMEHTaMN YAAAEHHOIO YNpaBAeHUs
KoMnAekT MO AASt yAQAeHHOTO onepaTopa obecneynsaet
aAABTEPHATUBHbBIN AOCTYM K YCTPOWCTBY AAS AUCTAHLIMOHHOMO
yrnpaBAeHUs BceMU bYHKLMUAMN CUCTEMbI

COBMeCTMMOCTb C MPOrpPaMMHbIMK peLleHnaMmn Canon
uniFLOW AASl OTCA@XKMBAHNA 3aAaHUI NMeYaT N cCo3AaHUsA
oTYeToB

CucTtema e-Maintenance AAS YBEAVUEHNS BPEMEHM
HenpepbIBHOW PaboThbl 38 CHET YAAAEHHOW AMArHOCTUKY,
aBTOMaTU3MPOBAHHOMO CUUTLIBAHWS MOKa3aHWM 1
OTCAEXKMBaHWSA YPOBHS PACXOAHbBIX MaTepPUanoB

@ YCTOMYMBOE PA3BUTUE

% HacTpaunBanTe napaMeTpbl NeyaTu Ha ypoBHe YCTPOMCTBA,
UTO6bl COKPATUTb YPOBEHb PAacXoAOB ByMaru 1 ToHepa

y MpeobpasynTe AOKYyMeHTbl B undposon popMaT, 4Tobbl
COKpaTUTb 06beMbl UCMOAb30BaHUA 6yMaI'VI

Yy ®yHKLll/19l 3KOCLUMBaAHUSA TakKXXe NO3BOAUT COKPaTUTb
noTpebAeHMEe PACXOAHBIX MaTEPUAAOB

4 OYHKUMKM 3HeprocbepexkeHus, Takue Kak CraLmnn pesknMm,

* MOBTOPHO BLINOAHANTE NPEAbIAYLLME OnepaLn OAHUM NepcoHaAM3UpoBaHHble paboune npoLecch! ¢ uniFLOW MoMOratoT COKPaTUTb SHepronoTpebAeHue
KacaHMeM KHOMKKU C >KYPHAAOM AeNCTBUU Online Express % ONTUMU3NPOBaAHHOE aHepronoTpebAeHne (3HadeHne TEC) no
* File Assist aBToMaTlUYecku NpuceamMBaeT UMeHa, CoOpTUPyeT CPaBHEHWIO C MPEAbIAYLLIVMA MOAGASMU MUHUMU3MPYET
BE3OMACHOCTb daiAbl 1 CO3AAET AAS HUX CTPYKTYPY Nanok pacxoabl Ha aKCMAyaTaLmMio
* MNeyaTaiTe B 6ECNPOBOAHOM PEXUME C MOBUABHbIX
* MpoBepKa cMCTeMbl Npu 3anycke ¢ nopaep»kon Platform YCTPONCTB C noaaep>kkon Apple AirPrint n Mopria
Firmware Resiliency (NIST SP800-193) 1 aBTOMaTMYECKOro ¢ AonoAHuTe psaa GYyHKUUIA MOBUABHOM MevaTu v
BOCCTaHOBAEHWS, a Tak>xe nopAepyka SIEM n McAfee CKaHMPOBaHUA C NpuAckeHnem Canon PRINT Business
Embedded Control aHaAn3npyoT yCTPONCTBO B peXXnme
|PeaAbHOro BpEMeHM AAS OBHapPYXeHUsA U NPeAOTBPaLLeHMS
BHELLHMX aTak
* uniFLOW Online — 310 06AauHas nAaTdhopMa AAS nn TOB Ha YCTPOMCTBE, AOCTYMHAsA No NnoAnucke. Ucxoaa uz notpe6HocTen TeAU MOryT ™ 6Aaropaps
uniFLOW Online, BKAIOYasi YAYYLLUEHHYIO 3aLLMUTY U Pa3Hble METOAbI ayTeHT TeAent. N [ ITeAbHOCTH. COKpalleHUe YPOBHSI OTXOAOB 3a cyeT
ITEABHOIO nevyaTHbIX " Ha yc'rpoﬁc'rae. UHTYMTUBHO NOHATHaA 06Aa4yHas NaHeAb MHCTPYMEHTOB AAS AaHHbBIX B \ " KOHTPOAb HAaA AOCTYNOM U
AN 3aTpart Ha nevyaTthb.
* MNeyaTb, KOMMPOBaHWE, CKaHNPOBaHWe ¥ OTNPaBka * ABTOMaTMyecKoe NPUCBOEHME MMEH, COPTUPOBKa GainAoB 1
* CeHCOpHbIM LBeTHOM 3KpaH WVGA aunaroHaabto 7" (17,8 cM) CO3AaHWe CTPYKTYpPbI Nanok ¢ Filing Assist™
* YnpaBAEHME OAHUM KaCaHMEM C 5KyPHAAOM AGNCTBUI 1 * 3almMTa AOKYMEHTOB, YCTPOWCTB 1 CETH C noMoLLbio McAfee
KHOMKaMM COBMECTHOM/MepCOHaAbHOM KOHbUIypaumm Protected Control, TLS1.3, WPA3 1 noaaepku SIEM
* CKOPOCTb neyaTv A0 26 CTP./MUH * MpocToe 06CAY>KUBaHME BAAroAaps aBTOMaTUYEeCKOMY
* MoaAep>KKa LLMPOKOro PsiAa HOCUTEAE Pa3HOro Tuna u OGHOBACHUIO BCTpOeHHOI:O no
pasmepa * BO3MOXXHOCTU DUHMLLHOM 06pabOTKM BKAKOYAIOT CLUMBaHME,

O6nauHoe pelueHue uniFLOW Online Express* ana
YNpaBAEHUs NeyaTbio

* TpebyeTcs aKTUBaUMs

** AOCTYNHO C # Ha o6, uniFLOW Online AAsl ynpaBAeHUs neyaTbio

MHAUBUAYAADHDIE PELLUEHUA AAA AIOBbIX 3AAAY

3KOCLUMBaHWeE 1 NepdopaLmio

» | YCTPOMUCTBAC

NOAKAKOYEHUEM
YMNPABASIEMbIE K OBAAKY

NMPOLECCDHI MEYATHU imagcrunnER
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PaCLLIVIpeHHbIe YCAYrn <=imageRUNNER PeweHus AAR
aBTOMaTW3aLWK NPOLLECCoB
OCHOBHbl€e YCAYrY i-SENSYSX BbICOKOTEXHOAOIUUHbIE
peLLeHns AAS OLUBPOBKM
v PelueHusi ¢ 06AaUHBIM
NOAKAKOYEHUEM

COBMECTHASA
PABOTA
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NHcTpyMeHTbl Canon aAs undposon TpaHcdopmaumm (DTS) — 3To HaluKM annapaTHbIe U NPOrpPaMMHbIe PELLEHNS B PaMKaX MHTErpnpyeMom n

TEXHOAOTMYHOM 3KOCMCTEMbI, KOTOPbIE MOMOrYT BaM YCMeLWHO CrpaBuUTbCa C TpaHchopmaumen. dTo np

EANOXKEeHUE BKAKOHaEeT yrnpaBAdeMble npouecchbl

neyaTn v peLleHna ANG COBMECTHOM pa60T|:.| — OHU obecrneyaT npo3pPayYHOCTb N MOAHbIN KOHTPOAb HaA AOKyMeHTOO60pOTOM.
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