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CUT'YPHOCT, BESBEAHOCT A BPBHA
I'IPOAYKTVIBHOCT CO NOBEKE®YHKLUMOHAAEH
NMEYATAY 3A A3-OOPMATU BO BOJA

MakCcUMU3MPajTe ro BpeMeTo Ha paboTa 1 MOeAHOCTaBETE O OAPYKYBAFETO CO HEHaAMMHATA
M3APYKAMBOCT Ha YPEAOT

‘-\ KOHTPOAA U

NMPOAYKTUBHOCT BESBEAHOCT OAPXXYBAHE
KOPUCHUYKO NOBP3YBAME

AO>XXUBYBAHE @ CO CLOUD @ OAPXANBOCT
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NMPOAYKTUBHOCT

* KpaTKoTo BpeMe 3a 3arpeBatbe ro 3abp3ysa
3aMoYHyBaHEeTO Ha NMPON3BOACTBEHOTO MevyaTere

* MeyaTeTe NMoBeKe BUAOBMN U FOAEMUHM Ha MEAUYMU
KOHTUMHYMPaHO BO FOAEM 06eM

* MNepcoHaAM3MpajTe ja KOpPUCHUYKaTa KOHUrypaumja 3a
npwvikas 3a Aa ja 3roaeMnTe edrkacHocTa 3a 0bpaboTka .
Ha AOKYMeHTUN

¢ OnecHeTe ja o6paboTkaTa No neyaTereTo Co N3bopHUTE
onuun 3a 3aBpLUHa 06paboTKa, BKAYUYBajKM eKo .
3axedTyBarbe, 3axedTyBare 1 NpaBere AYNKN

¢ N360pHMOT WindpmpaH SSD-AUCK ro 3roAemMyBa NPOCTOPOT
3a CKAaAMpaH-e NoAATOLM M MMa NMoroAeMa OTMOPHOCT Ha
BMépaLll/Il/l M NOTPEeCH 3a Aa OBO3MOXXU NOroAemMa CUrypHOCT

@ KOPUCHUYKO AO>XXUBYBAHE

* MpaKTUYeH ekpaH Ha AOMMP 0A 7 MHYK/17,8 cm LWTO HYAN

OAAMYHA BUAAMBOCT M YNOTPEBAMBOCT 3@ MHTYUTUBHO

pakyBare

OnNTUMU3MPajTe ro NeYaTereTo, KONMPareTo,

CKEeHMPareTo N UCTpaKarbeTo PaboTHM MpoLecn co

AOKYMEHTU 3a pakKyBakrbe CO eAeH AOMMP

¢ KomMbuHMpajTe noBeKke NOCTaBKM BO €AHO Komnye 3a
HeBepojaTHO 6p3a 06paboTKa Ha AOKYMEHTHU

* [MoBTOpETE 'Y NPETXOAHUTE 3aAaun CO AOMMParbe Ha
eAHO Komnue co nctopujaTta Ha dyHKLMjaTa 3a BpeMeHcKa
eBuAeHUMja

BE3BEAHOCT

M ﬂpoBepKaTa Ha CUCTEeMOT MNMpu BKAy4YyBareTO LWTO
NOAAPYKYBaA 3alUTUTa Ha PUPMBEPOT Ha NAaTdopmaTa
(NIST SP800-193) n aBTOMaTCKO O6HOBYBaH-€,
noaAapLikaTa 3a SIEM n McAfee Embedded Control ro
aHaAM3MpaaT yPeAOT BO PeaAHO BpeMme 3a Aa OTKpujaT U
crnipeyaT HapABOpeLWHW Hanaam

*CodTBepoT uniFLOW Online e AoocTaneH Kako NpeTnAaTa 3a ypeAoT 3acHoBaHa Ha Cloud u HyAM ynpaByBakbe CO CHUMaeTO U NevYaTereTo Ha
Haarpaa6a co uniFLOW Online 3a Aa Ao6MjaT MHOTY yHanpeAeH! NPUAOGUBKY, Mery KoM u: noroneMa 6e36eAHOCT CO METOAM 3a NPOBepPKa Ha UAGHTUTETOT Ha Te. N

MocTaBeTe NpoBepKa Ha MAEHTUTETOT Ha YPeAoT,
npoBepKa Ha MAEHTUTET BO ABa YEKOPW 1 OrpaHnyyBarba
Ha OYHKUMNTE Ha yPeAoT - oBue 6e36eAHOCHU MepKu
MO>Xe Aa Ce nocTaBaT Ha ypeaoT 1 Ha Cloud

N360pHUOT WndpmpaH SSD-ANCK HYAM MOroAeMa
3alUTUTa Ha NoOAATOLMTE U MMa NOroAeMa OTMOPHOCT Ha
BMOpaLMM 1 MOTPECK 3a A@ OBO3MOXXM MOoroAema
cUrypHocT

MpemunHeTe Ha uniFLOW Online* 3a aAa poobueTe
nobesbeapHO NevaTerbe, NeyaTerbe 0A MOBUAHM YPeAn 1
neyaTerbe BO YAOra Ha KOPUCHUK-TOCTUH OA CEKOj YpeA
MpuBaTHOCTa Ha NOAATOLMTE BO BallaTa Mpexa e
3awWTUTeHa co IPSec, onuuuTe 3a GUATPUPaHLE NOPTU U
noaApLikaTa 3a TLS 1.3 1 WPA3

3ronemeTe ja CUrypHOCTa yLTe noBeke co Security
Navigator LTo AeCHO ce nporpamMmpa MAM AO3BOAETE UM
Ha ekcrnepTuTe 0a Canon Aa ro co3AaAaT HajaA0bpoTO
peLleHme 3a BalleTo AGAOBHO OMKPY>XyBarbe

@ NMOBP3YBAHKE CO CLOUD

3auyBajTe M1 CKeHVpaHUTe AOKYMEHTU BO BallaTa
e-nowTa namn Google Drive/Google Workspace co nomoLu
Ha NepcoHaAm3upaHn paboTHM NpoLecn co uniFLOW
Online Express

dyHKkumjaTa File Assist aBToMaTCKn MMeHYBa, MoapeAyBa
1 co3paBa CTPYKTYpa Ha Manku 3a paToTekuTe

MeuaTeTe 6E3>KMYHO 0A MOBUAHM YPEAU CO MOAAPLLKA 3a
Apple AirPrint n Mopria

AoaajTe AOMOAHUTEAHA GYHKLIMOHAAHOCT BO NeYyaTereTo
N CKeHNpareTo Npeky MOBUAHN ypeaun Cco anAMkKaumjaTa
PRINT Business Ha Canon

KOHTPOAA N OAPXXYBAME

* YnpaByBajTe LLeHTPaAHO CO CUTe ypeAn BO MpexkaTa Co

MOMOLU Ha onuunTe 3a AAAEYUNHCKO yrnpaByBare BP3

ocHoga Ha Cloud

CodTBepoT Remote Operators HyAM aATepHaTUBEH

npucTan A0 YPeAOT 3a Aa OBO3MOXM AAAEUMHCKO

paKyBarbe Co cuTe GYHKLUUU Ha CUCTEMOT

* KoMnaTubmAaHoCTa co codTBEepCKUTE peLleHmja uniFLOW
o Canon 0BO3MOXYBa CAEAEHE U CO3AaBatbe U3BeLluTan
3a 3apaumnTe 3a nevyaTerse

* e-Maintenance Mo>e Aa ro 3roAeMu BpeMeTo Ha akTUBHa
paboTa NpeKy AaAeUMHCKO AujarHoCTULMpatbe,
ABTOMaTU3MPAHO MEPEeHe U CAAEHE Ha MOTPOLLHWUTE
mMaTepujasm

@ OAPXAUBOCT

Y YpeayBajTe r1 NocTaBKMUTE 3a NeyaTerbe Ha HUBO Ha
YPeAOT 3a Aa ja HaMaAUTe HenoTpebHaTa NOTPOLLYBayKa
Ha xapTuja 1 ToHep

% KoHBEpTUparbeTo Ha AOKYMEHTUTE BO AUTUTAAHM
AaTOTeKM ja MUHUMM3MPa NOTPOLLYBayKaTa Ha XxapTuja

v OnuumjaTa 3a eko 3axedTyBakbe yLITe NoBeKe ja HaMaAyBa
ynoTpebaTa Ha MOTPOLLHKU MaTepujaAu

Y OyHKUMNTe 3a 3alUTeaa Ha eHeprija, Kako WTo e
PEXXMMOT Ha MMUpyBatrbe, OBO3MOXKYBaaT HaMaAyBakbe Ha
noTpoLlyBaykaTa Ha eHepruja

Y MNoaobpaTa TUMMYHA NOTPOLLYBaYKa Ha eHepriuja
(BpeaHoCT Ha TEC) Bo cnopeaba co npeTxoaHaTa cepuja
' MUHUMU3KPa PaboTHUTE TPOLLIOLM

TuTe. Bo

T oA Te NoTPe6u, KOPUCHULMTE MOXKAT Aa U3BPLUAT

pa6oTHKu

NPOAYKTUBHOCTA. HaMaAyBake Ha OTNaAHaTa xapTHja Co M3AaBakbe 3aAauM NPeKy YPeAOT. MHTYMTUBHA KOHTPOAHA TabAa Ha Cloud 3a Nperaea Ha NOAATOUM BO PeaAHO BpeMe. [ToroaeMa KOHTPOAA BP3 NPUCTAaNOT U KOPUCTEHETO 3apaAn

HaMaAyBabe Ha TPOLUOLMTE 3a nevaTere.

BP3UN ®AKTU

MeyaTerbe, KONUPakbe, CKeHMparbe U ncnpakakse
WVGA-ekpaH Ha Aonump BO 60ja oA 7 nHuK/17,8 cm
PakyBarbe CO eAeH AOMUP CO KonumbaTa BpemeHcka
eBuaeHUMja 1 CrnoaeneHo/AnyHo

* Bp3uHa Ha neyaTerbe A0 26 CTP./MUH.

* MoAAPLLKa 3a MOBEKe BUAOBU U FOAEMUHU Ha MEAUYMU

uniFLOW Online Express* e pelueHue 3a ynpaByBarbe
CO MeyaTereTo Bp3 ocHoBa Ha Cloud

*noTpe6HO e Aa ce aKTUBMPa

* ABTOMAaTCKO MMeHYBakbe, MOAPEAYBarE N CO3AaBaHE
CTPYKTYpa Ha nanku 3a patoTekmTe co Filing Assist**

* Be36eAHOCT Ha AOKYMEHTUTE, YPeAUTE U MpexaTa co
McAfee Protected Control n noaaplikaTta 3a TLS1.3,

WPA3 1 SIEM

* AeCHO oApPXYyBakbe CO aBTOMAaTCKO axKypuparbe Ha

dupmeepoT

* OnummnTe 3a 3aBpLUHa 06paboTKa BKAYYyBaaT eKO
3axedTyBarbe, 3axedTyBarbe N MpaBere AYMNKU

**AOCTanHo e co NpeTnAaTa Ha pewweHneTo uniFLOW Online 3a ynpaByBake co neyaTerweTo Bp3 ocHoBa Ha Cloud

NPUAATOAEHU PELLEHNJA 3A HAAMUHYBAKE HA CUTE NPEAU3BULIA

YPEAN CO

YNPABYBAHU
YCAYTU 3A
MEYATEHE

Moao6peHn ycayru

>

MOAAPLLKA
3A CLOUD
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PELLEHWJA 3A
COPABOTKA BO
PABOTHMUOT NMPOCTOP

PewueHunja 3a aBTOMaTUsnpamwe
Ha npouecute

HanpeaHu pelueHuja 3a
CHUMake
PelleHuja 3a noBp3yBate
co Cloudp
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YcAyruTe 3a pAurnutasHa tTpaHcdopmaumja (DTS) Ha Canon rv 06eAnHYBaaT HaLLMTE BPBHWU XapABEPCKU AEAOBU 1 COPTBEP BO MHTErPUPAH EKOCUCTEM Ha
TEeXHOAOTMja KOJLUTO € NMPeABUAEH Aa B 06e36eAM MOAAPLLKA BO BallaTa AUrMTaAHa TpaHcdopMaumja. OBaa MOHYAa HYAM KOMBMHALM]a OA YNPAaBYBaHM
YCAYTM 3@ MevyaTerbe 1 peLleHnja 3a copaboTka BO paboOTHNOT MPOCTOP KOULLITO Ke B OBO3MOXAT TPAHCMAPEHTHOCT U KOHTPOAA BP3 LIEAMOT paboTeH

LIMKAYC Ha AOKYMEHTUTE.
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