CPE2026-003 — Vulnerability Mitigation/Remediation for Production Printers
and Office Multifunction Printers — 23 April 2026 (Updated: 29 June 2026)

Affected Products/Models
* Added on 29 June 2026

Affected Firmware CVE-2026:

Products Version Fix Firmware Version 1789

imageFORCE 1643*

v1.01 or earlier

v1.03 or later

imageFORCE 1643F*

v1.01 or earlier

v1.03 or later

NEN

imageFORCE 520

v4.04 or earlier

v4.08 or later

imageFORCE 520Z

v4.04 or earlier

v4.08 or later

imageFORCE 610

v4.04 or earlier

v4.08 or later

imageFORCE 610Z

v4.04 or earlier

v4.08 or later

imageFORCE 6155

v9.04 or earlier

v9.08 or later

imageFORCE 6160

v9.04 or earlier

v9.08 or later

imageFORCE 6170

v9.04 or earlier

v9.08 or later

imageFORCE 710

v4.04 or earlier

v4.08 or later

imageFORCE 710Z

v4.04 or earlier

v4.08 or later

imageFORCE 8105

v4.04 or earlier

v4.08 or later

imageFORCE 8105P

v4.04 or earlier

v4.08 or later

imageFORCE 8186

v4.04 or earlier

v4.08 or later

imageFORCE 8186P

v4.04 or earlier

v4.08 or later

imageFORCE 8195

v4.04 or earlier

v4.08 or later

imageFORCE 8195P

v4.04 or earlier

v4.08 or later

imageFORCE C3150

v4.04 or earlier

v4.08 or later

imageFORCE C331

v4.04 or earlier

v4.08 or later

imageFORCE C331Z

v4.04 or earlier

v4.08 or later

imageFORCE C431

v4.04 or earlier

v4.08 or later

imageFORCE C431Z

v4.04 or earlier

v4.08 or later

imageFORCE C5140

v9.04 or earlier

v9.08 or later

imageFORCE C5150

v9.04 or earlier

v9.08 or later

imageFORCE C5160

v9.04 or earlier

v9.08 or later

imageFORCE C5170

v9.04 or earlier

v9.08 or later

imageFORCE C521

v4.04 or earlier

v4.08 or later

imageFORCE C521Z

v4.04 or earlier

v4.08 or later
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Affected Firmware

Fix Firmware Version DUl

Al Version 1789

imageFORCE C611

v4.04 or earlier

v4.08 or later

imageFORCE C611Z

v4.04 or earlier

v4.08 or later

AN AN

imageFORCE C7165

v9.04 or earlier

v9.08 or later

imagePRESS C165

v53.04 or earlier

v53.06 or later

imagePRESS C170

v53.04 or earlier

v53.06 or later

imagePRESS C265

v26.04 or earlier

v26.06 or later

imagePRESS C270

v26.04 or earlier

v26.06 or later

v
v
v
v
v
imagePRESS V1000 v25.15 or earlier v25.28 or later v
imagePRESS V700 v25.15 or earlier v25.28 or later v
imagePRESS V800 v25.15 or earlier v25.28 or later v
imagePRESS V900 v25.15 or earlier v25.28 or later v
imageRUNNER 2425 v15.00 or earlier v15.10 or later v
imageRUNNER 2425 i v3.22 or earlier v4.06 or later v
imageRUNNER 2425i v15.00 or earlier v15.10 or later v
imageRUNNER 2625i v15.00 or earlier v15.10 or later v
imageRUNNER 2630i v15.00 or earlier v15.10 or later v
imageRUNNER 2645i v15.00 or earlier v15.10 or later v
imageRUNNER 2725i v8.12 or earlier v10.20 or later v
imageRUNNER 2730i v8.12 or earlier v10.20 or later v
imageRUNNER 2745i v8.12 or earlier v10.20 or later v
imageRUNNER 2925i v16.04 or earlier v16.06 or later v
imageRUNNER 2930i v16.04 or earlier v16.06 or later v
imageRUNNER 2945i v16.04 or earlier v16.06 or later v
imageRUNNER ADVANCE
4525i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
4525i 1| v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
4525i 11l v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
4535i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
4535i 1| v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
4535i llI v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
4545i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
4545i 11 v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE v

4545i 1l

v51.25 or earlier

v51.43 or later




Affected Firmware

Fix Firmware Version DUl

Al Version 1789

imageRUNNER ADVANCE
4551i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
4551i 1l v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
525i I v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
525i Il v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
525iZ 1l v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
525iZ 1li v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
615i ll v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
615i I v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
615iZ Il v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
615iZ IlI v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
6555i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
6555i Il v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
6555i I v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
6565i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
6565i I v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
6565i 1| v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
6575i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
6575i Il v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
6575i lll v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
715i ll v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
715i 1l v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
715iZ |l v81.25 or earlier v81.43 or later v




Products

Affected Firmware

Version

Fix Firmware Version

CVE-2026.
1789

imageRUNNER ADVANCE
715iZ 11l v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
8505 v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
8505 v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
8505 I v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
8505 11 v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
8505 Il v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
8585 v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
8585 v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
8585 I v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
8585 I v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
8585 Il v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
8595 v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
8595 v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
8595 Il v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
8595 I v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
8595 Il v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
C255i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C256 llI v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
C256i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C256i I v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C256P I v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE v

C3520i

v81.25 or earlier

v81.43 or later




Products

Affected Firmware

Version

Fix Firmware Version

CVE-2026.
1789

imageRUNNER ADVANCE
C3520i Il v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C3520i v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
C3525i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C3525i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C3525i lll v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
C3530i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C3530i Il v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C3530i Ml v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
C355i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C355iFC v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C355P v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C356 llI v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
C356i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C356i I v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C356P I v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C356P Il v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
C475i I v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
C475iZ 1l v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
C5535i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C5535i 1l v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
C5540i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE v

C5540i llI

v51.25 or earlier

v51.43 or later




Products

Affected Firmware

Version

Fix Firmware Version

CVE-2026.
1789

imageRUNNER ADVANCE
C5550i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C5550i 1l v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
C5560i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C5560i 1l v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
C7565i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C7565i Il v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C7565i lll v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
C7570i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C7570i ll v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C7570i v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
C7580i v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C7580i Il v81.25 or earlier v81.43 or later v
imageRUNNER ADVANCE
C7580i lll v51.25 or earlier v51.43 or later v
imageRUNNER ADVANCE
DX 4725i v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX 4735i v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX 4745i v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX 4751i v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX 4825i v26.04 or earlier v26.08 or later v
imageRUNNER ADVANCE
DX 4835i v26.04 or earlier v26.08 or later v
imageRUNNER ADVANCE
DX 4845i v26.04 or earlier v26.08 or later v
imageRUNNER ADVANCE
DX 4925i v16.04 or earlier v16.08 or later v
imageRUNNER ADVANCE
DX 4935i v16.04 or earlier v16.08 or later v




Products

Affected Firmware

Version

Fix Firmware Version

CVE-2026.
1789

imageRUNNER ADVANCE
DX 4945i v16.04 or earlier v16.08 or later v
imageRUNNER ADVANCE
DX 527i v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX 527iZ v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX 529i v16.04 or earlier v16.06 or later v
imageRUNNER ADVANCE
DX 529iZ v16.04 or earlier v16.06 or later v
imageRUNNER ADVANCE
DX 6000i v41.25 or earlier v41.43 or later v
imageRUNNER ADVANCE
DX 617i v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX 617iZ v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX 619i v16.04 or earlier v16.06 or later v
imageRUNNER ADVANCE
DX 619iZ v16.04 or earlier v16.06 or later v
imageRUNNER ADVANCE
DX 6755i v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX 6765i v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX 6780i v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX 6855i v36.04 or earlier v36.08 or later v
imageRUNNER ADVANCE
DX 6860i v36.04 or earlier v36.08 or later v
imageRUNNER ADVANCE
DX 6870i v36.04 or earlier v36.08 or later v
imageRUNNER ADVANCE
DX 6980i v16.04 or earlier v16.06 or later v
imageRUNNER ADVANCE
DX 717i v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX 717iZ v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX 719 v16.04 or earlier v16.06 or later v
imageRUNNER ADVANCE
DX 719iZ v16.04 or earlier v16.06 or later v
imageRUNNER ADVANCE v

DX 8705

v43.04 or earlier

v43.06 or later




Products

Affected Firmware

Version

Fix Firmware Version

CVE-2026.
1789

imageRUNNER ADVANCE
DX 8786 v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX 8795 v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX 8905 v16.04 or earlier v16.06 or later v
imageRUNNER ADVANCE
DX 8986 v16.04 or earlier v16.06 or later v
imageRUNNER ADVANCE
DX 8995 v16.04 or earlier v16.06 or later v
imageRUNNER ADVANCE
DX C257i v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX C259i v16.04 or earlier v16.06 or later v
imageRUNNER ADVANCE
DX C357i v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX C357P v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX C359i v16.04 or earlier v16.06 or later v
imageRUNNER ADVANCE
DX C359P v16.04 or earlier v16.06 or later v
imageRUNNER ADVANCE
DX C3720i v41.41 or earlier v41.43 or later v
imageRUNNER ADVANCE
DX C3725i v41.41 or earlier v41.43 or later v
imageRUNNER ADVANCE
DX C3730i v41.41 or earlier v41.43 or later v
imageRUNNER ADVANCE
DX C3822i v36.04 or earlier v36.08 or later v
imageRUNNER ADVANCE
DX C3826i v36.04 or earlier v36.08 or later v
imageRUNNER ADVANCE
DX C3830i v36.04 or earlier v36.08 or later v
imageRUNNER ADVANCE
DX C3835i v36.04 or earlier v36.08 or later v
imageRUNNER ADVANCE
DX C3922i v16.04 or earlier v16.08 or later v
imageRUNNER ADVANCE
DX C3926i v16.04 or earlier v16.08 or later v
imageRUNNER ADVANCE
DX C3930i v16.04 or earlier v16.08 or later v
imageRUNNER ADVANCE v

DX C3935i

v16.04 or earlier

v16.08 or later




Products

Affected Firmware

Version

Fix Firmware Version

CVE-2026.
1789

imageRUNNER ADVANCE
DX C477i v41.25 or earlier v41.43 or later v
imageRUNNER ADVANCE
DX C477iZ v41.25 or earlier v41.43 or later v
imageRUNNER ADVANCE
DX C478i v36.04 or earlier v36.09 or later v
imageRUNNER ADVANCE
DX C478iZ v36.04 or earlier v36.09 or later v
imageRUNNER ADVANCE
DX C5735i v41.25 or earlier v41.43 or later v
imageRUNNER ADVANCE
DX C5740i v41.25 or earlier v41.43 or later v
imageRUNNER ADVANCE
DX C5750i v41.25 or earlier v41.43 or later v
imageRUNNER ADVANCE
DX C5760i v41.25 or earlier v41.43 or later v
imageRUNNER ADVANCE
DX C5840i v36.04 or earlier v36.08 or later v
imageRUNNER ADVANCE
DX C5850i v36.04 or earlier v36.08 or later v
imageRUNNER ADVANCE
DX C5860i v36.04 or earlier v36.08 or later v
imageRUNNER ADVANCE
DX C5870i v36.04 or earlier v36.08 or later v
imageRUNNER ADVANCE
DX C7765i v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX C7770i v43.04 or earlier v43.06 or later v
imageRUNNER ADVANCE
DX C7780i v43.04 or earlier v43.06 or later v
imageRUNNER C1533iF* [v10.10 or earlier v10.20 or later v
imageRUNNER C3226i v8.14 or earlier v10.20 or later v
imageRUNNER C3326i v16.04 or earlier v16.06 or later v
i-SENSYS C1533iF Il v16.04 or earlier v16.06 or later v
i-SENSYS MF563dw* v1.01 or earlier v1.03 or later v
i-SENSYS MF832Cdw* v10.10 or earlier v10.20 or later v
i-SENSYS MF842Cdw v16.04 or earlier v16.06 or later v
i-SENSYS X C1538 iF Il v16.04 or earlier v16.06 or later v




