CPE2025-004 Vulnerability Mitigation/Remediation for Production Printers,
Office/Small Office Multifunction Printers and Laser Printers Printers — 19

May 2025

Affected Products/Models

Products

Affected

Firmware
Version

Fix Firmware
Version /
Guidance

Follow hardening

Vulnerability
Type
CVE- CVE-
2025- 2025-
3078 3079

imagePRESS C10000VP All versions . v
guidance _

imagePRESS C10010VP All versions Follow hardening
guidance

imagePRESS C165

V45.44 and earlier

V47.09 and higher

imagePRESS C170

V45.44 and earlier

V47.09 and higher

imagePRESS C265

V15.47 and earlier

V17.09 and higher

imagePRESS C270

V15.47 and earlier

V17.09 and higher

imagePRESS C60

All versions

Follow hardening

imagePRESS V900

V12.24 and earlier

v
v
v
v
v
guidance _ v
imagePRESS C600 All versions Follow hardening P
guidance _
imagePRESS C650 All versions Follow hardening P
guidance _
imagePRESS C650i All versions Follow hardening P
guidance _
imagePRESS C700 All versions Follow hardening P
guidance _
imagePRESS C710 All versions Follow hardening P
guidance _
imagePRESS C750 All versions Follow hardening P
guidance _
imagePRESS C800 All versions Follow hardening P
guidance _
imagePRESS C8000VP All versions Follow hardening P
guidance _
imagePRESS C810 All versions Follow hardening P
guidance _
imagePRESS C850 All versions Follow hardening P
guidance _
imagePRESS C9010VP All versions Follow hardening P
guidance _
imagePRESS C910 All versions Follow hardening P
guidance
imagePRESS V1000 V12.24 and earlier|V17.09 and higher v
imagePRESS V700 V12.24 and earlier|V17.09 and higher v
imagePRESS V800 V12.24 and earlier|V17.09 and higher v
v

V17.09 and higher




Products

Affected
Firmware
Version

Fix Firmware
Version /
Guidance

Vulnerability
Type

CVE-
2025-
3078

CVE-
2025-
3079

imageRUNNER 1133 All versions F°_”°W hardening Y
guidance
imageRUNNER 1133iF All versions F°_”°W hardening Y
guidance
imageRUNNER 1435 All versions F°_”°W hardening v
guidance
imageRUNNER 1435i All versions F°_”°W hardening v
guidance
imageRUNNER 1435iF All versions F°_”°W hardening v
guidance
imageRUNNER 1435P All versions Follow hardening v
imageRUNNER 1643i Il All versions Follow hardening p
guidance _
imageRUNNER 2224 All versions FO_IIOW hardening v
guidance _
imageRUNNER 2224iF All versions Follow hardening v
guidance _
imageRUNNER 2224N All versions Follow hardening v
guidance _
imageRUNNER 2425 All versions FO_IIOW hardening v
guidance _
imageRUNNER 2425i All versions Follow hardening v
guidance _
imageRUNNER 2625i All versions Follow hardening v
guidance _
imageRUNNER 2630i All versions Follow hardening v
guidance _
imageRUNNER 2635i All versions Follow hardening v
guidance _
imageRUNNER 2645i All versions Follow hardening v
guidance _
imageRUNNER 2725i All versions Follow hardening v
guidance _
imageRUNNER 2730i All versions Follow hardening v
guidance _
imageRUNNER 2745i All versions Follow hardening v
guidance
imageRUNNER 2925i V6.01 and earlier |[V7.09 and higher v
imageRUNNER 2930i V6.01 and earlier |[V7.09 and higher v
imageRUNNER 2945i V6.01 and earlier |[V7.09 and higher v
imageRUNNER ADVANCE 3320 All versions Follow hardening y
guidance _
imageRUNNER ADVANCE 400i All versions Follow hardening v
guidance _
imageRUNNER ADVANCE 4025i All versions Follow hardening v
guidance




Products

Affected
Firmware
Version

Fix Firmware
Version /
Guidance

Follow hardening

Vulnerability
Type

CVE-
2025-
3078

CVE-
2025-
3079

imageRUNNER ADVANCE 4035i All versions . v
guidance
imageRUNNER ADVANCE 4045i All versions Follow hardening
guidance
imageRUNNER ADVANCE 4051i All versions Follow hardening
guidance
imageRUNNER ADVANCE 4225i All versions Follow hardening
guidance
imageRUNNER ADVANCE 4235i All versions Follow hardening
guidance
imageRUNNER ADVANCE 4245i All versions Follow hardening
guidance
imageRUNNER ADVANCE 4251i All versions Follow hardening
guidance

imageRUNNER ADVANCE 4525i

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE 4525i Il|

V45.44 and earlier

V47.09 and higher

imageRUNNER ADVANCE 4535i

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE 4535i Il|

V45.44 and earlier

V47.09 and higher

imageRUNNER ADVANCE 4545i

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE 4545i Il|

V45.44 and earlier

V47.09 and higher

imageRUNNER ADVANCE 4551i

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE 4551i lll

V45.44 and earlier

V47.09 and higher

Follow hardening

imageRUNNER ADVANCE 500i All versions )
guidance
imageRUNNER ADVANCE 5235i Al versions Follow hardening
guidance
imageRUNNER ADVANCE 5240i All versions Follow hardening
guidance

imageRUNNER ADVANCE 525i

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE 525i Il

V45.44 and earlier

V47.09 and higher

imageRUNNER ADVANCE 525iZ

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE 525iZ 11|

V45.44 and earlier

V47.09 and higher

imageRUNNER ADVANCE 5535

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE 5535i

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE 5540i

V75.44 and earlier

V77.09 and higher

Follow hardening

imageRUNNER ADVANCE 6055 All versions )
guidance
imageRUNNER ADVANCE 6055i Al versions Follow hardening
guidance
imageRUNNER ADVANCE 6065 Al versions Follow hardening
guidance
imageRUNNER ADVANCE 6065i Al versions Follow hardening

guidance
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Products

Affected
Firmware
Version

Fix Firmware
Version /
Guidance

Follow hardening

Vulnerability
Type

CVE-
2025-
3078

CVE-
2025-
3079

imageRUNNER ADVANCE 6075 All versions ) J
guidance

imageRUNNER ADVANCE 6075i Al versions Follow hardening
guidance

imageRUNNER ADVANCE 615i

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE 615i Il

V45.44 and earlier

V47.09 and higher

imageRUNNER ADVANCE 615iZ

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE 615iZ 11|

V45.44 and earlier

V47.09 and higher

Follow hardening

imageRUNNER ADVANCE 6255i All versions ,
guidance
imageRUNNER ADVANCE 6265i All versions Follow hardening
guidance
imageRUNNER ADVANCE 6275i All versions Follow hardening
guidance

imageRUNNER ADVANCE 6555i

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE 6555i IlI

V45.44 and earlier

V47.09 and higher

imageRUNNER ADVANCE 6565i

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE 6565i IlI

V45.44 and earlier

V47.09 and higher

imageRUNNER ADVANCE 6575i

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE 6575i llI

V45.44 and earlier

V47.09 and higher

imageRUNNER ADVANCE 7055i

All versions

Follow hardening
guidance

imageRUNNER ADVANCE 715i

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE 715i Il

V45.44 and earlier

V47.09 and higher

imageRUNNER ADVANCE 715iZ

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE 715iZ 1lI

V45.44 and earlier

V47.09 and higher

Follow hardening

imageRUNNER ADVANCE 7260i All versions ,
guidance
imageRUNNER ADVANCE 7270i All versions Follow hardening
guidance
imageRUNNER ADVANCE 7280i All versions Follow hardening
guidance
imageRUNNER ADVANCE 8085 Al versions Follow hardening
guidance
imageRUNNER ADVANCE 8095 Al versions Follow hardening
guidance
imageRUNNER ADVANCE 8105 Al versions Follow hardening
guidance
imageRUNNER ADVANCE 8205 Al versions Follow hardening
guidance
imageRUNNER ADVANCE 8285 Al versions Follow hardening
guidance
imageRUNNER ADVANCE 8295 Al versions Follow hardening

guidance
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Products

Affected
Firmware
Version

Fix Firmware
Version /
Guidance

Vulnerability
Type

CVE-
2025-
3078

CVE-
2025-
3079

imageRUNNER ADVANCE 8505 V75.44 and earlier [V77.09 and higher
imageRUNNER ADVANCE 8505 11 V45.44 and earlier|V47.09 and higher
imageRUNNER ADVANCE 8585 V75.44 and earlier [V77.09 and higher
imageRUNNER ADVANCE 8585 1| V45.44 and earlier|V47.09 and higher
imageRUNNER ADVANCE 8595 V75.44 and earlier [V77.09 and higher
imageRUNNER ADVANCE 8595 1| V45.44 and earlier|V47.09 and higher
imageRUNNER ADVANCE C2020i  |All versions Follow hardening
guidance
imageRUNNER ADVANCE C2020L  |All versions Follow hardening
guidance
imageRUNNER ADVANCE C2025i  |All versions Follow hardening
guidance
imageRUNNER ADVANCE C2030i  |All versions Follow hardening
guidance
imageRUNNER ADVANCE C2030L  |All versions Follow hardening
guidance
imageRUNNER ADVANCE C2220i  |All versions Follow hardening
guidance
imageRUNNER ADVANCE C2220L  |All versions Follow hardening
guidance
imageRUNNER ADVANCE C2225i  |All versions Follow hardening
guidance
imageRUNNER ADVANCE C2230i  |All versions Follow hardening
guidance
imageRUNNER ADVANCE C250i Al versions Follow hardening
guidance

imageRUNNER ADVANCE C255i

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE C256i

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE C256i Ill

V45.44 and earlier

V47.09 and higher

Follow hardening

imageRUNNER ADVANCE C3320i All versions )
guidance
imageRUNNER ADVANCE C3325i  |All versions Follow hardening
guidance
imageRUNNER ADVANCE C3330i  |All versions Follow hardening
guidance
imageRUNNER ADVANCE C350i Al versions Follow hardening
guidance
imageRUNNER ADVANCE C350P  |All versions Follow hardening
guidance
imageRUNNER ADVANCE C351iF  |All versions Follow hardening
guidance

imageRUNNER ADVANCE C3520i

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE C3520i Ill

V45.44 and earlier

V47.09 and higher

imageRUNNER ADVANCE C3525i

V75.44 and earlier

V77.09 and higher
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Products

Affected
Firmware
Version

Fix Firmware
Version /
Guidance

Vulnerability
Type

CVE-
2025-
3078

CVE-
2025-
3079

guidance

imageRUNNER ADVANCE C7565i

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE C3525i lll  [V45.44 and earlier|V47.09 and higher v

imageRUNNER ADVANCE C3530i V75.44 and earlier [V77.09 and higher v

imageRUNNER ADVANCE C3530i lll  [V45.44 and earlier|V47.09 and higher v

imageRUNNER ADVANCE C355i V75.44 and earlier [V77.09 and higher v

imageRUNNER ADVANCE C355iFC V75.44 and earlier [V77.09 and higher v

imageRUNNER ADVANCE C355P V75.44 and earlier [V77.09 and higher v

imageRUNNER ADVANCE C356i V75.44 and earlier [V77.09 and higher v

imageRUNNER ADVANCE C356i IlI V45.44 and earlier [V47.09 and higher v

imageRUNNER ADVANCE C356P V75.44 and earlier [V77.09 and higher v

imageRUNNER ADVANCE C356P IlI V45.44 and earlier [V47.09 and higher v

imageRUNNER ADVANCE C475i lll V45.44 and earlier [V47.09 and higher v

imageRUNNER ADVANCE C475iZ Il  [V45.44 and earlier|V47.09 and higher v

imageRUNNER ADVANCE C478iZ V25.47 and earlier [V27.09 and higher v

imageRUNNER ADVANCE C5030i All versions Follow hardening v
guidance

imageRUNNER ADVANCE C50351  [All versions Follow hardening v
guidance

imageRUNNER ADVANCE C5045i All versions Follow hardening v
guidance

imageRUNNER ADVANCE C5051j All versions Follow hardening v
guidance

imageRUNNER ADVANCE C5235 All versions Follow hardening v
guidance

imageRUNNER ADVANCE C5240  |All versions Follow hardening v
guidance

imageRUNNER ADVANCE C5250  |All versions Follow hardening v
guidance

imageRUNNER ADVANCE C5250i  |All versions Follow hardening v
guidance

imageRUNNER ADVANCE C5255  |All versions Follow hardening v
guidance

imageRUNNER ADVANCE C52551  |All versions Follow hardening v
guidance

imageRUNNER ADVANCE C5535i lll  [V45.44 and earlier|V47.09 and higher v

imageRUNNER ADVANCE C5540i lll  [V45.44 and earlier|V47.09 and higher v

imageRUNNER ADVANCE C5550i V75.44 and earlier [V77.09 and higher v

imageRUNNER ADVANCE C5550i lll  [V45.44 and earlier|V47.09 and higher v

imageRUNNER ADVANCE C5560i V75.44 and earlier [V77.09 and higher v

imageRUNNER ADVANCE C5560i Ill  [V45.44 and earlier|V47.09 and higher v

imageRUNNER ADVANCE C7065i All versions Follow hardening v

v

v

imageRUNNER ADVANCE C7565i lll

V45.44 and earlier

V47.09 and higher




Products

imageRUNNER ADVANCE C7570i

Affected
Firmware
Version

V75.44 and earlier

Fix Firmware
Version /
Guidance

V77.09 and higher

Vulnerability
Type

CVE-
2025-
3078

CVE-
2025-
3079

imageRUNNER ADVANCE C7570i lll

V45.44 and earlier

V47.09 and higher

imageRUNNER ADVANCE C7580i

V75.44 and earlier

V77.09 and higher

imageRUNNER ADVANCE C7580i lll

V45.44 and earlier

V47.09 and higher

Follow hardening

imageRUNNER ADVANCE DX 8905

V5.47 and earlier

V7.09 and higher

imageRUNNER ADVANCE DX 8905P

V5.47 and earlier

V7.09 and higher

imageRUNNER ADVANCE DX C257i

V35.44 and earlier

V37.09 and higher

imageRUNNER ADVANCE DX C357i

V35.44 and earlier

V37.09 and higher

v

v

v

v

imageRUNNER ADVANCE C9060 All versions . v
guidance

imageRUNNER ADVANCE C9070 All versions Follow hardening v
guidance

imageRUNNER ADVANCE C9280 All versions Follow hardening v
guidance

imageRUNNER ADVANCE DX 357P V35.44 and earlier [V37.09 and higher v

imageRUNNER ADVANCE DX 4725i V35.44 and earlier [V37.09 and higher v

imageRUNNER ADVANCE DX 4735i V35.44 and earlier [V37.09 and higher v

imageRUNNER ADVANCE DX 4745i V35.44 and earlier [V37.09 and higher v

imageRUNNER ADVANCE DX 4751i V35.44 and earlier [V37.09 and higher v

imageRUNNER ADVANCE DX 4825i V25.49 and earlier [V27.09 and higher v

imageRUNNER ADVANCE DX 4835i V25.49 and earlier [V27.09 and higher v

imageRUNNER ADVANCE DX 4845i V25.49 and earlier [V27.09 and higher v

imageRUNNER ADVANCE DX 4851i V25.49 and earlier [V27.09 and higher v

imageRUNNER ADVANCE DX 527iZ V35.44 and earlier [V37.09 and higher v

imageRUNNER ADVANCE DX 6000i V35.44 and earlier [V37.09 and higher v

imageRUNNER ADVANCE DX 617i V35.44 and earlier [V37.09 and higher v

imageRUNNER ADVANCE DX 617iZ V35.44 and earlier [V37.09 and higher v

imageRUNNER ADVANCE DX 6755i V35.44 and earlier [V37.09 and higher v

imageRUNNER ADVANCE DX 6765i V35.44 and earlier [V37.09 and higher v

imageRUNNER ADVANCE DX 6780i V35.44 and earlier [V37.09 and higher v

imageRUNNER ADVANCE DX 6860 V25.49 and earlier [V27.09 and higher v

imageRUNNER ADVANCE DX 6860i V25.49 and earlier [V27.09 and higher v

imageRUNNER ADVANCE DX 6870 V25.49 and earlier [V27.09 and higher v

imageRUNNER ADVANCE DX 6870i V25.49 and earlier [V27.09 and higher v

imageRUNNER ADVANCE DX 6980i V5.47 and earlier [V7.09 and higher v

imageRUNNER ADVANCE DX 717i V35.44 and earlier [V37.09 and higher v

imageRUNNER ADVANCE DX 717iZ V35.44 and earlier [V37.09 and higher v

imageRUNNER ADVANCE DX 8705 V35.44 and earlier [V37.09 and higher v

imageRUNNER ADVANCE DX 8786 V35.44 and earlier [V37.09 and higher v

imageRUNNER ADVANCE DX 8795 V35.44 and earlier [V37.09 and higher v

v

v

v

v

v

imageRUNNER ADVANCE DX C3720i

V35.44 and earlier

V37.09 and higher




Vulnerability

Affected Fix Firmware Type
Products Firmware Version / CVE- CVE-
Version Guidance 2025-  2025-
g 3079
imageRUNNER ADVANCE DX C3725i |V35.44 and earlier[V37.09 and higher v
imageRUNNER ADVANCE DX C3730i |V35.44 and earlier[V37.09 and higher v
imageRUNNER ADVANCE DX C3822i [V25.47 and earlier|V27.09 and higher v
imageRUNNER ADVANCE DX C3826i [V25.47 and earlier|V27.09 and higher v
imageRUNNER ADVANCE DX C3830i [V25.47 and earlier|V27.09 and higher v
imageRUNNER ADVANCE DX C3835i [V25.47 and earlier|V27.09 and higher v
imageRUNNER ADVANCE DX C477i |V35.44 and earlier|V37.09 and higher v
imageRUNNER ADVANCE DX C477iZ |V35.44 and earlier|V37.09 and higher v
imageRUNNER ADVANCE DX C478i [V25.47 and earlier|V27.09 and higher v
imageRUNNER ADVANCE DX C5735i |V35.44 and earlier[V37.09 and higher v
imageRUNNER ADVANCE DX C5740i |V35.44 and earlier|V37.09 and higher v
imageRUNNER ADVANCE DX C5750i |V35.44 and earlier[V37.09 and higher v
imageRUNNER ADVANCE DX C5760i |V35.44 and earlier[V37.09 and higher v
imageRUNNER ADVANCE DX C5840i [V25.49 and earlier|V27.09 and higher v
imageRUNNER ADVANCE DX C5850i [V25.49 and earlier|V27.09 and higher v
imageRUNNER ADVANCE DX C5860i [V25.49 and earlier|V27.09 and higher v
imageRUNNER ADVANCE DX C5870i [V25.49 and earlier|V27.09 and higher v
imageRUNNER ADVANCE DX C7765i |V35.44 and earlier[V37.09 and higher v
imageRUNNER ADVANCE DX C7770i [V35.44 and earlier|V37.09 and higher v
imageRUNNER ADVANCE DX C7780i |V35.44 and earlier[V37.09 and higher v
imageRUNNER C1225 All versions Follow hardening v
guidance
imageRUNNER C1225iF All versions Follow hardening v
guidance
imageRUNNER C1325iF All versions Follow hardening v
guidance
imageRUNNER C1335iF All versions Follow hardening v
guidance
imageRUNNER C1335iFC All versions Follow hardening v
guidance
imageRUNNER C1533iF All versions Follow hardening v
guidance
imageRUNNER C1538iF All versions Follow hardening v
guidance
imageRUNNER C3025 All versions Follow hardening v
guidance
imageRUNNER C3025i All versions Follow hardening v
guidance
imageRUNNER C3125i All versions Follow hardening v
guidance
imageRUNNER C3226i All versions Follow hardening v
guidance
imageRUNNER C3326i V6.01 and earlier [V7.09 and higher v




Products

Affected
Firmware
Version

Fix Firmware

Version /
Guidance

Follow hardening

Vulnerability
Type

CVE- CVE-
2025-  2025-
3078 3079

i-SENSYS LBP212dw All versions X J
guidance

i-SENSYS LBP214dw All versions FO_HOW hardening v
guidance

i-SENSYS LBP215x All versions FO_HOW hardening v
guidance

i-SENSYS LBP226dw All versions FO_HOW hardening v
guidance

i-SENSYS LBP228x All versions FO_HOW hardening v
guidance

i-SENSYS LBP233dw All versions FO_HOW hardening v
guidance

i-SENSYS LBP236dw All versions FO_HOW hardening v
guidance

i-SENSYS LBP243dw All versions FO_HOW hardening v
guidance

i-SENSYS LBP246dw All versions FO_HOW hardening v
guidance

i-SENSYS LBP251dw All versions FO_HOW hardening v
guidance

i-SENSYS LBP252dw All versions FO_HOW hardening v
guidance

i-SENSYS LBP253x All versions FO_HOW hardening v
guidance

i-SENSYS LBP611Cn All versions FO_HOW hardening v
guidance

i-SENSYS LBP613Cdw All versions FO_HOW hardening v
guidance

i-SENSYS LBP621Cw All versions FO_HOW hardening v
guidance

i-SENSYS LBP623Cdw All versions FO_HOW hardening v
guidance

i-SENSYS LBP631Cw All versions FO_HOW hardening v
guidance

i-SENSYS LBP633Cdw All versions FO_HOW hardening v
guidance

i-SENSYS LBP653Cdw All versions FO_HOW hardening v
guidance

i-SENSYS LBP654Cx All versions FO_HOW hardening v
guidance

i-SENSYS LBP663Cdw All versions FO_HOW hardening v
guidance

i-SENSYS LBP664Cx All versions FO_HOW hardening v
guidance

i-SENSYS LBP722Cdw Al versions Follow hardening P

guidance




Products

i-SENSYS LBP732Cdw

Affected
Firmware
Version

V7.09 and earlier

Fix Firmware
Version /
Guidance

V8.16 and higher

Vulnerability
Type

CVE- CVE-
2025-  2025-
3078 3079

«

i-SENSYS MF264dw Il

All versions

Follow hardening

; v
guidance

i-SENSYS MF267dw I All versions FO_HOW hardening v
guidance

i-SENSYS MF272dw All versions FO_HOW hardening v
guidance

i-SENSYS MF275dw All versions FO_HOW hardening v
guidance

i-SENSYS MF287dw All versions FO_HOW hardening v
guidance

i-SENSYS MF411dw All versions FO_HOW hardening v
guidance

i-SENSYS MF416dw All versions FO_HOW hardening v
guidance

i-SENSYS MF418x All versions FO_HOW hardening v
guidance

i-SENSYS MF419x All versions FO_HOW hardening v
guidance

i-SENSYS MF421dw All versions FO_HOW hardening v
guidance

i-SENSYS MF426dw All versions FO_HOW hardening v
guidance

i-SENSYS MF428x All versions FO_HOW hardening v
guidance

i-SENSYS MF429x All versions FO_HOW hardening v
guidance

i-SENSYS MF443dw All versions FO_HOW hardening v
guidance

i-SENSYS MF445dw All versions FO_HOW hardening v
guidance

i-SENSYS MF446x All versions FO_HOW hardening v
guidance

i-SENSYS MF449x All versions FO_HOW hardening v
guidance

i-SENSYS MF453dw All versions FO_HOW hardening v
guidance

i-SENSYS MF455dw All versions FO_HOW hardening v
guidance

i-SENSYS MF463dw All versions FO_HOW hardening v
guidance

i-SENSYS MF465dw All versions FO_HOW hardening v
guidance

i-SENSYS MF512x All versions Follow hardening v

guidance




Vulnerability
Fix Firmware Type

Affected

Products Firmware

Version / CVE- CVE-

Version Guidance 2025-

3078

2025-
3079

i-SENSYS MF515x All versions FO_HOW hardening v
guidance

i-SENSYS MF522x All versions FO_HOW hardening v
guidance

i-SENSYS MF525x All versions FO_HOW hardening v
guidance

i-SENSYS MF552dw All versions FO_HOW hardening v
guidance

i-SENSYS MF553dw All versions FO_HOW hardening v
guidance

i-SENSYS MF5940dn All versions FO_HOW hardening v
guidance

i-SENSYS MF5980dw All versions FO_HOW hardening v
guidance

i-SENSYS MF6140dn All versions FO_HOW hardening v
guidance

i-SENSYS MF6180dw All versions FO_HOW hardening v
guidance

i-SENSYS MF623Cn All versions FO_HOW hardening v
guidance

i-SENSYS MF628Cw All versions FO_HOW hardening v
guidance

i-SENSYS MF631Cn All versions FO_HOW hardening v
guidance

i-SENSYS MF633Cdw All versions FO_HOW hardening v
guidance

i-SENSYS MF635Cx All versions FO_HOW hardening v
guidance

i-SENSYS MF641Cw All versions FO_HOW hardening v
guidance

i-SENSYS MF643Cdw All versions FO_HOW hardening v
guidance

i-SENSYS MF645Cx All versions FO_HOW hardening v
guidance

i-SENSYS MF651Cw All versions FO_HOW hardening v
guidance

i-SENSYS MF655Cdw All versions FO_HOW hardening v
guidance

i-SENSYS MF657Cdw All versions FO_HOW hardening v
guidance

i-SENSYS MF724Cdw All versions FO_HOW hardening v
guidance

i-SENSYS MF728Cdw All versions FO_HOW hardening v
guidance

i-SENSYS MF729Cx All versions FO_HOW hardening v
guidance




Products

Affected
Firmware
Version

Fix Firmware
Version /
Guidance

Follow hardening

Vulnerability
Type

CVE- CVE-
2025-  2025-
3078 3079

i-SENSYS MF732Cdw All versions X J
guidance
i-SENSYS MF734Cdw All versions FO_HOW hardening
guidance
i-SENSYS MF735Cx All versions FO_HOW hardening
guidance
i-SENSYS MF752Cdw All versions FO_HOW hardening
guidance
i-SENSYS MF754Cdw All versions FO_HOW hardening
guidance
i-SENSYS MF832Cdw All versions FO_HOW hardening
guidance
i-SENSYS MF8340 All versions FO_HOW hardening
guidance
i-SENSYS MF8360 All versions FO_HOW hardening
guidance
i-SENSYS MF8380 All versions FO_HOW hardening
guidance

i-SENSYS MF842Cdw

V6.03 and earlier

V8.16 and higher

i-SENSYS X 1238i 1l

All versions

Follow hardening

guidance
i-SENSYS X 1238iF Il All versions FO_HOW hardening
guidance
i-SENSYS X 1238P I All versions FO_HOW hardening
guidance
i-SENSYS X 1238Pr I All versions FO_HOW hardening
guidance
i-SENSYS X 1440i All versions FO_HOW hardening
guidance
i-SENSYS X 1440iF All versions FO_HOW hardening
guidance
i-SENSYS X 1440P All versions FO_HOW hardening
guidance
i-SENSYS X 1440Pr All versions FO_HOW hardening
guidance
i-SENSYS X 1861P All versions FO_HOW hardening
guidance
i-SENSYS X 1871P All versions FO_HOW hardening
guidance
i-SENSYS X C1127P All versions FO_HOW hardening
guidance
i-SENSYS X C1333i All versions FO_HOW hardening
guidance
i-SENSYS X C1333iF All versions FO_HOW hardening
guidance
i-SENSYS X C1533iF I V6.03 and earlier |V8.16 and higher
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Products

Affected
Firmware
Version

Fix Firmware
Version /
Guidance

Vulnerability
Type

CVE- CVE-
2025-  2025-
3078 3079

i-SENSYS X C1533P All versions FO_HOW hardening v
guidance

i-SENSYS X C1533P I V7.09 and earlier [V8.16 and higher v

i-SENSYS X C1538iF |l V6.03 and earlier |V8.16 and higher V4

i-SENSYS X C1538P All versions FO_HOW hardening v
guidance

i-SENSYS X C1538P I V7.09 and earlier [V8.16 and higher v

i-SENSYS X C1936P All versions FO_HOW hardening v
guidance

i-SENSYS X C1946P All versions FO_HOW hardening v
guidance

i-SENSYS X MF8230Cn All versions Fo!low hardening y
guidance

i-SENSYS X MF8280Cw All versions Fo!low hardening y
guidance

i-SENSYS X MF8540Cdn All versions Follow hardening P
guidance

i-SENSYS X MF8550Cdn All versions Fo!low hardening y
guidance

i-SENSYS X MF8580Cdw All versions Fo!low hardening y
guidance
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