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CP2023-003 Vulnerability Mitigation/Remediation for Inkjet Printers (Home 

and Office/Large Format) 

 

July 31, 2023 

Canon Inc. 

 

Affected Inkjet Printers, Business Inkjet Printers 

E300 series  

E3100 series  

E3300 series  

E3400 series  

E4200 series  

E460 series  

E470 series  

E480 series  

E560 series  

G3000 series  

G3010 series  

G3020 series  

G3030 series  

G3060 series  

G3070 series  

G3830 

G3870 

G4000 series  

G4010 series  

G4070 series  

G4870 

G500 series  

G5000 series  

G5080 

G600 series  

G6000 series  

G6080 

G7000 series  

G7080 
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GM4000 series  

GM4080 

GX3000 series  

GX3080 

GX4000 series  

GX4080 

GX5000 series  

GX5080 

GX6000 series  

GX6080 

GX7000 series  

GX7080 

iB4000 series  

iB4100 series  

iP110 

MB2000 series  

MB2100 series  

MB2300 series  

MB2700 series  

MB5000 series  

MB5100 series  

MB5300 series  

MB5400 series  

MG2900 series  

MG3000 series  

MG3600 series  

MG5600 series  

MG5700 series  

MG6600 series  

MG6730 

MG6800 series  

MG6930 

MG7500 series  

MG7700 series  

MX470 series  

MX490 series  
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MX530 series  

PRO-10 

PRO-10S 

PRO-100 

PRO-100S 

PRO-1000 

PRO-200(CN) 

PRO-300(CN) 

PRO-500 

PRO-G1/PRO-300 

PRO-S1/PRO-200 

TR150 series  

TR150(CN) 

TR4500 series  

TR4600 series  

TR4700/TR4750i/TR4751i 

TR7000/TS7400series 

TR7000a series  

TR703 

TR7500 series  

TR7600a series  

TR8500 series  

TR8580 

TR8530 

TR8600 series  

TR8600a series  

TR8630 

TR8630a series  

TR9530 

TS300 series  

TS3100 series  

TS3300 series  

TS3400 series  

TS3500 series  

TS3720/TS3022/TS3730/TS3750i/TS3751i 

TS5000 series  
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TS5100 series  

TS5300 series  

TS5380 

TS6000 series  

TS6100 series  

TS6130 

TS6180 

TS6200 series  

TS6230 

TS6280 

TS6300 series  

TS6330 

TS6380 

TS700 series  

TS708 series  

TS7330 

TS7430 

TS7450i series  

TS7530 

TS8000 series  

TS8100/XK50series 

TS8130 

TS8180 

TS8230 

TS8280 

TS8330 

TS8380 

TS8430 

TS8530 

TS8630 

TS9000 series  

TS9100 series  

TS9180 

TS9500 series  

TS9580 

XK100 
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XK110 

XK500 

XK60/TS8300series 

XK80/TS8200series 

XK90  
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Affected Large-Format Inkjet Printers 

*Printer models to use Reset LAN settings  

PRO-520 * 

PRO-521 * 

PRO-540 * 

PRO-540S * 

PRO-541 * 

PRO-541S * 

PRO-560 * 

PRO-560S * 

PRO-561 * 

PRO-561S * 

PRO-2000 * 

PRO-2100 * 

PRO-4000 * 

PRO-4000S * 

PRO-4100 * 

PRO-4100S * 

PRO-6000 * 

PRO-6000S * 

PRO-6100 * 

PRO-6100S * 

TM-200 * 

TM-205 * 

TM-300 * 

TM-305 * 

TM-5200 * 

TM-5205 * 

TM-5300 * 

TM-5305 * 

TX-2000 * 

TX-2100 * 

TX-3000 * 

TX-3100 * 

TX-4000 * 



 7 / 7 

 

TX-4100 * 

TX-5200 * 

TX-5210 * 

TX-5300 * 

TX-5310 * 

TX-5400 * 

TX-5410 * 

TZ-5300 * 

TZ-30000 * 

GP-200 * 

GP-300 * 

GP-520 * 

GP-540 * 

GP-5200 * 

GP-5300 * 

GP-2000 * 

GP-4000 * 

TC-20 * 

TC-20M * 

TC-5200 * 

TC-5200M * 

 


