
CPE2023-001 – Regarding vulnerabilities for Office/Small Office 
Multifunction Printers, Laser Printers and Inkjet Printers – 14 April 
2023 (Updated: 30 August 2023) 

Affected Products/Models 

Products 
CVE-
2022-
43974 

CVE-
2023-
0851 

CVE-
2023-
0852 

CVE-
2023-
0853 

CVE-
2023-
0854 

CVE-
2023-
0855 

CVE-
2023-
0856 

CVE-
2023-
0857 

CVE-
2023-
0858 

CVE-
2023-
0859 

imagePRESS 
C265 

✓     ✓ ✓ ✓ ✓       

imagePRESS 
C270 

✓     ✓ ✓ ✓ ✓       

imagePRESS 
V1000 

✓     ✓ ✓ ✓ ✓       

imagePRESS 
V1350 

✓     ✓ ✓ ✓ ✓       

imagePRESS 
V700 

✓     ✓ ✓ ✓ ✓       

imagePRESS 
V800 

✓     ✓ ✓ ✓ ✓       

imagePRESS 
V900 

✓     ✓ ✓ ✓ ✓       

imagePROGRAF 
TC-20 

✓                   

imagePROGRAF 
TC-20M 

✓                   

imageRUNNER 
1643i 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

imageRUNNER 
1643i II 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

imageRUNNER 
1643iF 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

imageRUNNER 
1643iF II 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

imageRUNNER 
2425 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
2625i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
2630i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
2645i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
2725i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
2730i 

✓     ✓ ✓ ✓ ✓       



Products 
CVE-
2022-
43974 

CVE-
2023-
0851 

CVE-
2023-
0852 

CVE-
2023-
0853 

CVE-
2023-
0854 

CVE-
2023-
0855 

CVE-
2023-
0856 

CVE-
2023-
0857 

CVE-
2023-
0858 

CVE-
2023-
0859 

imageRUNNER 
2745i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
259i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
359i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
359P 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
4825i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
4835i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
4851i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
4925i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
4935i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
4951i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
529i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
619i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
6855i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
6860i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
6870i 

✓     ✓ ✓ ✓ ✓       

 



Products 
CVE-
2022-
43974 

CVE-
2023-
0851 

CVE-
2023-
0852 

CVE-
2023-
0853 

CVE-
2023-
0854 

CVE-
2023-
0855 

CVE-
2023-
0856 

CVE-
2023-
0857 

CVE-
2023-
0858 

CVE-
2023-
0859 

imageRUNNER 
ADVANCE DX 
6980i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
719i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
8905i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
8986i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
8995i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
C3822i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
C3826i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
C3830i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
C3835i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
C3922i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
C3926i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
C3930i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
C3935i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
C478i 

✓     ✓ ✓ ✓ ✓       

 



Products 
CVE-
2022-
43974 

CVE-
2023-
0851 

CVE-
2023-
0852 

CVE-
2023-
0853 

CVE-
2023-
0854 

CVE-
2023-
0855 

CVE-
2023-
0856 

CVE-
2023-
0857 

CVE-
2023-
0858 

CVE-
2023-
0859 

imageRUNNER 
ADVANCE DX 
C5840i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
C5850i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
C5860i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
ADVANCE DX 
C5870i 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
C1538iF 

✓     ✓ ✓ ✓ ✓       

imageRUNNER 
C3326i 

✓     ✓ ✓ ✓ ✓       

i-SENSYS 
LBP122dw 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓   

i-SENSYS 
LBP212dw 

  ✓   ✓ ✓   ✓ ✓   ✓ 

i-SENSYS 
LBP214dw 

  ✓   ✓ ✓   ✓ ✓   ✓ 

i-SENSYS 
LBP215x 

  ✓   ✓ ✓   ✓ ✓   ✓ 

i-SENSYS 
LBP223dw 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
LBP226dw 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
LBP228x 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
LBP233dw 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
LBP236dw 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
LBP361dw 

✓     ✓ ✓ ✓ ✓       

i-SENSYS 
LBP611Cn 

  ✓   ✓ ✓   ✓ ✓     

i-SENSYS 
LBP613Cdw 

  ✓   ✓ ✓   ✓ ✓     

i-SENSYS 
LBP621Cw 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
LBP623Cdw 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 



Products 
CVE-
2022-
43974 

CVE-
2023-
0851 

CVE-
2023-
0852 

CVE-
2023-
0853 

CVE-
2023-
0854 

CVE-
2023-
0855 

CVE-
2023-
0856 

CVE-
2023-
0857 

CVE-
2023-
0858 

CVE-
2023-
0859 

i-SENSYS 
LBP631Cw 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
LBP633Cdw 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
LBP653Cdw 

  ✓   ✓ ✓   ✓ ✓     

i-SENSYS 
LBP654Cx 

  ✓   ✓ ✓   ✓ ✓     

i-SENSYS 
LBP663Cdw 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
LBP664Cx 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
LBP673Cdw 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
LBP722Cdw 

✓     ✓ ✓ ✓ ✓       

i-SENSYS 
MF264dw II 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓   

i-SENSYS 
MF267dw II 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓   

i-SENSYS 
MF272dw 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓   

i-SENSYS 
MF275dw 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓   

i-SENSYS 
MF421dw 

  ✓   ✓ ✓   ✓ ✓   ✓ 

i-SENSYS 
MF426dw 

  ✓   ✓ ✓   ✓ ✓   ✓ 

i-SENSYS MF428x   ✓   ✓ ✓   ✓ ✓   ✓ 

i-SENSYS MF429x   ✓   ✓ ✓   ✓ ✓   ✓ 

i-SENSYS 
MF443dw 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
MF445dw 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS MF446x   ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS MF449x   ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
MF453dw 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
MF455dw 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

 



Products 
CVE-
2022-
43974 

CVE-
2023-
0851 

CVE-
2023-
0852 

CVE-
2023-
0853 

CVE-
2023-
0854 

CVE-
2023-
0855 

CVE-
2023-
0856 

CVE-
2023-
0857 

CVE-
2023-
0858 

CVE-
2023-
0859 

i-SENSYS 
MF522Xx 

  ✓   ✓ ✓   ✓ ✓   ✓ 

i-SENSYS MF525x   ✓   ✓ ✓   ✓ ✓   ✓ 

i-SENSYS MF542x   ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS MF543x   ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
MF552dw 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
MF553dw 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
MF631Cn 

  ✓   ✓ ✓   ✓ ✓     

i-SENSYS 
MF633Cdw 

  ✓   ✓ ✓   ✓ ✓     

i-SENSYS 
MF635Cdw 

  ✓   ✓ ✓   ✓ ✓     

i-SENSYS 
MF641Cw 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
MF643Cdw 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
MF645Cx 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
MF651Cw 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
MF655Cdw 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
MF657Cdw 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
MF732Cdw 

  ✓   ✓ ✓   ✓ ✓     

i-SENSYS 
MF734Cdw 

  ✓   ✓ ✓   ✓ ✓     

i-SENSYS 
MF735Cx 

  ✓   ✓ ✓   ✓ ✓     

i-SENSYS 
MF742Cdw 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
MF744Cdw 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
MF746Cx 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
MF752Cdw 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS 
MF754Cdw 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

 



Products 
CVE-
2022-
43974 

CVE-
2023-
0851 

CVE-
2023-
0852 

CVE-
2023-
0853 

CVE-
2023-
0854 

CVE-
2023-
0855 

CVE-
2023-
0856 

CVE-
2023-
0857 

CVE-
2023-
0858 

CVE-
2023-
0859 

i-SENSYS 
MF832Cdw 

✓     ✓ ✓ ✓ ✓       

i-SENSYS X 1238i   ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 
i-SENSYS X 1238i 
II 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS X 
1238iF 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS X 
1238iF II 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS X 1238P   ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS X 1238P 
II 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS X 
1238Pr 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS X 
1238Pr II 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS X 1861P ✓     ✓ ✓ ✓ ✓       

i-SENSYS X 1871P ✓     ✓ ✓ ✓ ✓       

i-SENSYS X 
C1127i 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS X 
C1127iF 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS X 
C1127P 

  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS X 
C1333i 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS X 
C1333iF 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS X 
C1333P 

✓ ✓   ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

i-SENSYS X 
C1533P 

✓     ✓ ✓ ✓ ✓       

i-SENSYS X 
C1538P 

✓     ✓ ✓ ✓ ✓       

i-SENSYS X 
C1946P 

✓     ✓ ✓ ✓ ✓       

MAXIFY GX3040 ✓                   

MAXIFY GX3050 ✓                   

MAXIFY GX4040 ✓                   

MAXIFY GX4050 ✓                   

PIXMA G3430 ✓                   

PIXMA G3470 ✓                   

PIXMA G3470 
RED 

✓                   

PIXMA G3470 
WH 

✓                   



Products 
CVE-
2022-
43974 

CVE-
2023-
0851 

CVE-
2023-
0852 

CVE-
2023-
0853 

CVE-
2023-
0854 

CVE-
2023-
0855 

CVE-
2023-
0856 

CVE-
2023-
0857 

CVE-
2023-
0858 

CVE-
2023-
0859 

PIXMA G3570 ✓                   

PIXMA G3571  ✓                   

PIXMA G3572  ✓                   

PIXMA G4470 ✓                   

PIXMA G4570  ✓                   

 


