
See the bigger picture
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Working from home 
doesn’t mean 
company policies 
can be relaxed

Remind your team to 
only use applications, 
networks and cloud 
locations provided by 
the business

Any free cloud 
collaboration and 
storage tools they might 
be tempted to use may 
not be secure if they’ve 
not been vetted by you

If any of your team is working 
remotely, you need to make sure that 
they have a clear understanding of 
how to maintain the same standard of 
business security awareness, whether 
they’re in the four walls of the o�ce 
or sat on their sofa.

Click here to learn how you can not 
only survive, but thrive in these times 
of business as unusual.

The best policy is 
to have one 

04.
Ensure your remote workers are treating 
company paperwork with the same care as 
their own bank statements, making sure they 
shred or safely store anything confidential until 
they’re able to return to the o�ce

And confidential paperwork 

SHRED!

Your team will be 
using whatever printer 
or scanner they have 
available at home

These devices 
probably don’t have 
the standard 
security features 
provided by your 
corporate network 
equipment 

To safeguard your business 
critical data, give your 
employees support in 
ensuring that their network 
is private and can only be 
accessed with a secure, 
non-default password 

Don’t forget about 
home device security 

03.

With more than 25% of all 
devices having one or 
more services exposed 
on the internet6, they are 
more vulnerable to attack

Covid-19 related 
phishing emails now 
represent the largest 
theme of attacks3 

Scams increased over 
400% in the UK 
alone across 
February and March4, 
with victims 
collectively losing 
over £1.6million5

Make sure your employees 
know to check who sent an 
email before opening it. 
They should also think 
twice before clicking on 
unknown links

Be extra wary of 
phishing attacks 

02.

05.

A home o�ce network is 
3.5x more likely to be 
infected by malware than a 
corporate network2

Cyber criminals 
know if you’re a 
home user or a 
business user 
working at home

Protect your employees 
with a secure remote 
working policy and avoid 
potential data loss or 
being held ransom to 
your own files

Secure your remote 
working policy

01.

BUILDING A SECURE 
REMOTE WORKING 
ORGANISATION 
With one third of IT decision-makers admitting 
that their organisations had su�ered a data 
breach as a result of remote working1, how do you 
ensure that your company data stays protected 
during this time of business as unusual? 

https://www.canon-europe.com/business/insights/articles/remote-work-data-security/

